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Introduction: 
Identity Becomes 
the New Security 
Perimeter

E arly in my career, I sat in a conference room with the security 
leadership of a large enterprise as they walked through the after-

math of an intrusion. The attackers had not broken through a xrewall 
or evploited an obscure Aulnerability in a serAer. They had logged in. 
' contractorqs credentials, harAested through a conAincing phishing 
message, gaAe them a foothold, and from there they moAed patiently 
through the enAironment using accounts and permissions that, on 
paper, were entirely legitimate. EAery system had done evactly what it 
was designed to do. The problem was that nobody had a clear answer 
to a deceptiAely simple :uestion? who, or what, was actually acting on 
the network, and should it haAe been allowed to do what it didR

I haAe returned to that :uestion many times oAer the past two 
decades. I haAe encountered Aersions of it while working with global 
consultancies and while serAing in cybersecurity roles inside some 
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of the largest companies in the world. The details change from one 
organiFation to the nevt, but the underlying pattern has remained 
remarkably consistent. In my evperience, a signixcant share of serious 
security incidents eAentually trace back to identity? a stolen credential, 
an oAer-priAileged account, a forgotten serAice account, a session token 
that outliAed its purpose, or an approAal process that evisted in policy 
but not in practice.

This book is my attempt to share what I haAe learned about that 
problem, and to evplain why I belieAe it is about to become consider-
ably harder.

Why Identity Now Sits at the Center

Wor much of the history of enterprise computing, security was or-
ganiFed around a perimeter. Ce built walls around the data center, 
controlled what came in and out, and generally assumed that anything 
inside the boundary could be trusted to some degree. That model 
was neAer perfect, but it rePected how organiFations actually operated. 
Employees worked in o"ces, applications ran on serAers the company 
owned, and the network had a reasonably clear edge.

That edge has largely dissolAed. Yloud platforms, HaaH applications, 
remote and hybrid work, mobile deAices, partner integrations, and 
'UIs haAe distributed enterprise computing across enAironments that 
no single organiFation fully controls. In most of the enterprises I 
haAe worked with, there is no longer a meaningful GinsideG to protect. 
Chat remains, and what increasingly determines whether an action 
is permitted, is identity. The :uestion has shifted from GChere is this 
re:uest coming fromRG to GCho or what is making this re:uest, how 
conxdent are we in that claim, and what should it be allowed to doRG
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'ttackers understood this shift early, and in many cases faster than 
defenders did. Chy spend eZort deAeloping an evploit when a Aalid 
username, password, or token will open the doorR Yredential theft, 
session hi6acking, SW' fatigue attacks, and abuse of evcessiAe per-
missions haAe become routine techni:ues because they work, and 
because actiAity performed with legitimate credentials tends to blend 
into normal operations. In my Aiew, identity has become both the 
most important control point in the modern enterprise and one of its 
most fre:uently targeted weaknesses.

How AI Changes the Equation

If identity were simply growing in importance, the challenge would be 
signixcant but familiar. Chat makes this moment diZerent is artixcial 
intelligence.

'I is changing the identity landscape in at least three ways, and each 
of them receiAes substantial attention in this book.

Wirst, 'I is changing who, or what, holds access. 4rganiFations 
are deploying 'I agents that can read email, :uery databases, call 
'UIs, write and evecute code, open tickets, and take action across 
enterprise systems on behalf of users. These agents need identities and 
permissions in order to function. They often operate continuously, at 
machine speed, and with a degree of autonomy that traditional access 
models were neAer designed to accommodate. Chen an agent acts, we 
need to know whose authority it is evercising, what it is permitted to 
do, and how we would detect and stop it if it began doing something 
it should not.

Hecond, 'I is strengthening attackers. Uhishing messages that once 
contained telltale errors can now be Puent, personaliFed, and pro-
duced at scale. Noice and Aideo deepfakes are making it more di"cult 
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to trust what we hear and see during help desk calls, evecutiAe ap-
proAals, and identity Aerixcation. Hynthetic identities and automated 
credential attacks are lowering the cost of attempting fraud and in-
trusion. Sany of the human signals we haAe historically relied on to 
establish trust appear to be weakening.

Third, 'I oZers defenders genuinely useful new capabilities. Sa-
chine learning can help surface anomalous access patterns, identify 
dormant and evcessiAe priAileges, correlate identity signals across sys-
tems that rarely talk to one another, and accelerate inAestigations that 
once took days. I am optimistic about these capabilities, but I haAe 
also seen enough technology waAes to be cautious. 'I-assisted security 
introduces its own risks, including unreliable outputs, data evposure, 
adAersarial manipulation, and the temptation to automate decisions 
that still warrant human 6udgment. 3sing 'I well in identity security 
re:uires the same discipline we would apply to any other powerful 
tool.

Taken together, these deAelopments suggest that the relationship 
between identity, access, and trust is being renegotiated. Identity is no 
longer only a mechanism for letting people log in. It is becoming the 
primary means by which an organiFation decides what can act within 
its enAironment, what it can reach, and what it is permitted to do.

From Human-Centric IAM to Human and Machine 
Identities

Sost identity and access management programs were built around 
people. Ce onboard employees, assign them roles, giAe them access to 
applications, reAiew that access periodically, and remoAe it when they 
leaAe. EAen that process, which sounds straightforward, is di"cult to 
evecute well in a large organiFation. I haAe seen enterprises with tens 
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of thousands of applications, multiple directories inherited through 
ac:uisitions, and access reAiew campaigns that consumed months of 
eZort while producing limited improAement in actual risk.

Oet in many enAironments, human identities are now outnumbered 
by non-human identities, sometimes by a wide margin. HerAice ac-
counts, workloads, containers, bots, 'UI keys, certixcates, and au-
tomation scripts all authenticate and act within enterprise systems. 
Sany of them hold broad and long-liAed priAileges. Sany haAe no 
clearly assigned owner. Home were created years ago for a pro6ect that 
no longer evists, and nobody is entirely sure what would break if they 
were disabled. 4n more than one occasion, I haAe watched a discoAery 
evercise uncoAer far more machine credentials than the security team 
evpected, along with secrets embedded in code repositories and con-
xguration xles that had been accessible far longer than anyone realiFed.

'I agents add a new category on top of this already complicated 
picture. They behaAe in some respects like machine identities and in 
other respects like delegated human users. They may be able to reason 
about their tasks, choose which tools to call, and interact with other 
agents. 4ur evisting frameworks for goAernance, authentication, and 
accountability were not designed with these actors in mind, and I 
belieAe that adapting those frameworks will be one of the dexning 
security challenges of the coming years.

What I Have Learned in the Enterprise

There is no shortage of material describing the principles of good 
identity security. Sost evperienced practitioners already understand 
least priAilege, 8ero Trust, multifactor authentication, and access goA-
ernance. In my evperience, the harder :uestions are rarely about prin-
ciples. They are about implementation.
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2ow do you enforce least priAilege across thousands of applications 
when the business owners of those applications cannot tell you what 
access their users actually needR 2ow do you roll out phishing-re-
sistant authentication when a meaningful portion of your workforce 
uses shared deAices, works in plants or call centers, or depends on lega-
cy systems that do not support modern protocolsR 2ow do you rotate 
the credentials of a serAice account that supports a reAenue-critical 
process when nobody is conxdent about its dependenciesR 2ow do 
you persuade an organiFation to inAest in identity goAernance when 
the benexts are largely inAisible until something goes wrongR

These are the :uestions that haAe occupied much of my working 
life, and they shape the perspectiAe of this book. I haAe seen well-de-
signed security initiatiAes stall because they underestimated organi-
Fational complevity. I haAe seen evpensiAe tools deliAer limited Aalue 
because they were deployed without the processes, data :uality, or 
ownership needed to make them eZectiAe. I haAe also seen relatiAely 
modest, well-prioritiFed changes produce meaningful and measurable 
reductions in risk. The diZerence, more often than not, came down 
to understanding the enAironment honestly and making deliberate 
trade-oZs.

Sy aim is therefore not to present an idealiFed architecture that 
assumes unlimited budgets and a blank slate. Wew of us haAe either. 
Instead, I want to share what tends to work in real enterprises, where 
it tends to break down, and how security leaders and practitioners can 
make better decisions under realistic constraints.

How This Book Is Organized

The book is diAided into four parts that moAe from understanding the 
problem to building and operating a program that addresses it.
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Uart I evamines the new identity security landscape. It traces the 
eAolution from perimeter-based defense to identity-centric security, 
maps the ways attackers evploit identity across the attack chain, and 
describes the architectural components that underpin identity secu-
rity in a modern hybrid enterprise.

Uart II focuses on the core foundation? authentication, authoriFa-
tion and access goAernance, priAileged access and secrets management, 
and identity threat detection and response. These capabilities are not 
new, but I belieAe that many organiFations still haAe signixcant gaps in 
them, and the arriAal of 'I makes those gaps more conse:uential.

Uart III turns to the challenges that are specixc to the age of 'I. 
It addresses non-human identities, the security of 'I agents and au-
tonomous systems, the emerging generation of 'I-powered attacks, 
and the opportunities and risks of applying 'I to identity security 
itself.

Uart IN brings these threads together into practical guidance for 
building and operating an eZectiAe identity security program, in-
cluding assessing maturity, prioritiFing inAestments, deAeloping a 
roadmap, measuring results, and aAoiding the implementation failures 
I haAe seen most often.

Throughout the book, you will xnd seAeral recurring features. En-
terprise Wield Dotes oZer short obserAations drawn from my own ev-
perience. Aest Uractices That Cork summariFe implementation guid-
ance that has proAen eZectiAe. 'rchitecture Mecisions and Trade-4Zs 
compare alternatiAe approaches and their conse:uences. Uractitioner 
Yhecklists proAide :uestions and priorities you can apply directly to 
your enAironment. Vealistic Threat Hcenarios illustrate how identity 
weaknesses tend to be evploited and how layered controls can detect 
or contain an attack.
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How to Use This Book

I haAe written this book for YIH4s, IT leaders, security architects, 
identity and access management professionals, and the hands-on 
practitioners who make identity security work eAery day. Veaders will 
likely approach it from diZerent directions.

If you are responsible for strategy and inAestment, you may xnd it 
useful to begin with Uart I and Uart IN, which frame the risk landscape 
and the program-leAel decisions that follow from it. If you are an 
architect or engineer, Uarts II and III proAide the technical depth on 
specixc capabilities and on the new problems posed by machine iden-
tities and 'I agents. If you are early in building an identity security 
program, reading the book from beginning to end should giAe you a 
coherent picture of how the pieces xt together.

ChateAer your role, I would encourage you to read with your own 
enAironment in mind. 3se the checklists and assessment :uestions 
to identify where your organiFation stands today, where the most 
signixcant gaps lie, and which improAements are likely to deliAer the 
greatest reduction in risk for the eZort inAolAed. Do organiFation can 
address eAerything at once, and the most successful programs I haAe 
seen were the ones that chose their priorities carefully and pursued 
them consistently.

A Foundation Worth Getting Right

Ce are entering a period in which a growing share of the work inside 
our organiFations will be performed by systems that act on our behalf. 
That prospect is evciting, and I evpect it to deliAer real Aalue. It also 
means that the :uestions I xrst encountered in that conference room 
years ago will be asked more often, at greater scale, and with higher 
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stakes. Cho or what is actingR 4n whose authorityR Cith what per-
missionsR 'nd how would we know if something had gone wrongR

I belieAe identity is where those :uestions will be answered. jetting 
it right will not make an enterprise inAulnerable, but it may well be 
the most important step an organiFation can take toward operating 
securely in an increasingly autonomous world. I hope this book helps 
you take that step with greater clarity and conxdence.



1. The Evolution of 
Identity Security

W hen I began working in enterprise IT, identity was largely an 
administrative matter. Someone in human resources sent a 

request, someone in IT created an account, and the new employee 
received a username, a password, and access to whatever shared drives 
and applications their manager asked for. Security, in the sense that 
most executives understood it, lived elsewhere: in the -rewalls, the 
network segmentation, the antivirus software, and the physical secuz
rity of the data center. Identity was plumbing. It had to work, but few 
people considered it strategic.

That view has changed dramatically, and in my opinion it has not 
changed fast enough in many organiAations. To understand why idenz
tity now sits at the center of enterprise security, and why the arrival 
of DI agents is likely to push it further toward the center, it helps 
to look at how we arrived here. This chapter traces that evolution: 
from perimeterzbased security to identityzcentric defense, through the 
maturing of identity and access management as a discipline, into the 
cloud and SaaS era, and -nally to the rapid growth of nonzhuman 
identities and autonomous agents. Dlong the way, I will try to explain 
why the models many organiAations still rely on were reasonable for 
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their time but are increasingly mismatched to the environments we 
now operate.

From the Castle to the Network Without Walls

1or roughly three decades, the dominant model of enterprise security 
resembled a castle. The organiAationjs valuable assets sat inside a proz
tected boundary, and the security teamjs primary Vob was to defend 
that boundary. 1irewalls controlled traMc at the edge. EemilitariAed 
Aones hosted the few systems that needed to face the internet. Pirtual 
private networks extended the boundary to remote users by bringing 
them, logically, inside the walls.

This model rested on an implicit assumption: location was a reaz
sonable proxy for trust. D request originating from inside the corpoz
rate network was presumed to come from an employee or an approved 
system, and it was granted a meaningful degree of trust as a result. 
Internal networks were often 2at, internal applications frequently rez
lied on network location rather than strong authentication, and once 
a user or device was inside, it could typically reach a great deal.

It is easy to criticiAe this approach in hindsight, but it made sense 
given the conditions of the time. 0ost applications ran in data centers 
the organiAation owned. 0ost employees worked at desks connected 
to the corporate network. The number of external connections was 
limited and relatively easy to enumerate. Rnder those conditions, dez
fending the boundary was a sensible way to concentrate scarce security 
resources.

The weaknesses of the model became apparent well before the 
cloud era. Fnce an attacker gained a foothold inside the perimeter, 
through a compromised workstation, a malicious insider, or a stolen 
PJY credential, the implicit trust granted to internal traMc worked 
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in the attackerjs favor. 0any of the signi-cant breaches of the "KKKs 
and "K'Ks followed a similar pattern: initial access through a relatively 
modest weakness, followed by extended lateral movement through an 
internal environment that oZered little resistance.

Security practitioners recogniAed this problem. In the midz"KKKs, 
the Bericho 1orum argued that organiAations should prepare for 
3dezperimeteriAation,3 a world in which the network boundary would 
no longer provide meaningful protection.'  Dround "K'K, 1orrester 
analyst Bohn 7indervag articulated the 4ero Trust model, which proz
posed that no network location should be inherently trusted."  D few 
years later, Ooogle described its (eyondUorp initiative, which moved 
access decisions away from the network and toward the identity of the 
user and the state of the device.)  In "K"K, YIST published Special 

'.  The Fpen Oroup Bericho 1orum, Jericho Forum Command-
ments, Persion '.", The Fpen Oroup, San 1rancisco, 0ay "KK<.

".  Bohn 7indervag, No More Chewy Centers: Introducing the Zero 
Trust Model of Information Security, 1orrester Hesearch, Inc., 
Uambridge, 0ass., September '/, "K'K 5updated September 
'<, "K'K6, 8https:>>www.forrester.com>report>Yoz0orezUhe
wyzUenters>HNS9??X"L, accessed Fctober "", "K"?.

).  Hory Ward and (etsy (eyer, 3(eyondUorp: D Yew Dpproach 
to Nnterprise Security,3 ;login:, Pol. )_, Yo. ?, Eecember "K'/, 
pp. ?z'', 8https:>>www.usenix.org>publications>login>dec'/>
wardL, accessed Fctober "", "K"?.
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Jublication XKKz"K<, which gave 4ero Trust architecture a widely 
referenced formal de-nition./ 

The common thread across these eZorts was a shift in the question 
being asked. The perimeter model asked, 3Is this request coming from 
inside or outside;3 The emerging model asks, 3Who or what is making 
this request, how con-dent are we in that claim, is the context approz
priate, and what speci-cally should this entity be allowed to do;3 That 
is fundamentally an identity question.

ENTERPRISE FIELD NOTES
In one large organiAation I worked with, a security assessz

ment found that a signi-cant number of internal applications 
performed no authentication of their own. They had been built 
on the assumption that anyone able to reach them on the interz
nal network was an authoriAed employee. That assumption may 
have been defensible when the applications were written. (y the 
time of the assessment, the internal network was reachable by 
contractors, partner connections, and thousands of remote users 
over PJY. Yobody had made a decision to extend trust to all 
of those parties. It had simply accumulated as the environment 
changed around applications that did not.

/.  Scott Hose, Fliver (orchert, Stu 0itchell, and Sean Uonnelz
ly, Zero Trust Architecture, YIST Special Jublication XKKz"K<, 
Yational Institute of Standards and Technology, Oaithersburg, 
0d., Dugust "K"K, 8https:>>doi.org>'K.?K"X>YIST.SJ.XKKz"K
<L, accessed Fctober "", "K"?.
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The Maturing of Identity and Access Management

While the perimeter model dominated security thinking, identity and 
access management was evolving in parallel, largely as an operational 
discipline focused on eMciency and administration.

Narly enterprise systems each maintained their own user stores. D 
typical employee might have separate credentials for the mainframe, 
the email system, the NHJ platform, and a doAen departmental appliz
cations. This arrangement was ineMcient for users and administrators, 
and it created obvious security problems. When an employee left the 
company, removing their access meant -nding and disabling every one 
of those accounts, and in practice some were usually missed.

Eirectory services were the -rst maVor step toward consolidation. 
Standards such as M.9KK and the Nightweight Eirectory Dccess Jroz
tocol 5NEDJ6 made it possible to maintain centraliAed repositories 
of user information. 7erberos, developed at 0IT, provided a robust 
protocol for network authentication.9  0icrosoftjs Dctive Eirectory, 
introduced with Windows "KKK, combined directory services, 7erz
beros authentication, and groupzbased policy management in a form 
that became deeply embedded in most enterprises. In many of the 
organiAations I have worked with, Dctive Eirectory remains a central 
pillar of the identity infrastructure today, and it also remains one of 
the most attractive targets for attackers who gain internal access.

The next phase brought formal identity management practices. 
Jrovisioning systems automated the creation and removal of accounts 

9.  Bennifer O. Steiner, UliZord Yeuman, and BeZrey I. Schiller, 
37erberos: Dn Duthentication Service for Fpen Yetwork Sysz
tems,3 Proceedings of the Winter 1988 USENIX Conference, 
RSNYIM Dssociation, Eallas, 1ebruary '_XX, pp. '_'z"K".
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based on authoritative sources such as human resources systems. 
Holezbased access control oZered a way to grant access according to 
Vob function rather than individual request. Web access management 
and early single signzon products reduced the number of credentials 
users needed to manage. Hegulatory pressure, particularly following 
the SarbaneszFxley Dct in the Rnited States, pushed organiAations 
toward periodic access certi-cation, in which managers attest that 
their employeesj access remains appropriate.? 

1ederation standards extended identity beyond organiAational 
boundaries. SD0N ".K, rati-ed in "KK9, allowed one organiAation to 
vouch for a userjs identity to another.<  FDuth ".K introduced a widely 
adopted framework for delegated authoriAation, enabling an appliz
cation to act on a userjs behalf with limited permissions.X  FpenIE 

?.  Sarbanes-Oxley Act of 2002, Jub. N. Yo. 'K<z"K/, ''? Stat. </9, 
Buly )K, "KK".

<.  Scott  Uantor,  Bohn  7emp,  Hob  Jhilpott,  and  Nve  0aler, 
eds., Assertions and Protocols for the OASIS Security Assertion 
Markup Language (SAML) V2.0, FDSIS Standard, FDSIS, 
0arch '9, "KK9, 8https:>>docs.oasiszopen.org>security>saml>v
".K>samlzcorez".Kzos.pdfL, accessed Fctober "", "K"?.

X.  Eick Gardt, ed., The OAuth 2.0 Authorization Framework, H1U 
?</_, Internet Nngineering Task 1orce, Fctober "K'", 8https:
>>www.rfczeditor.org>rfc>rfc?</_L, accessed Fctober "", "K"?.
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Uonnect added an identity layer on top of FDuth._  These protocols 
are now foundational to how users authenticate to cloud and SaaS serz
vices, and, as later chapters will discuss, they are increasingly relevant 
to how DI agents are granted access as well.

It is worth noting what this generation of ID0 was primarily dez
signed to accomplish. Its goals were largely administrative eMciency, 
user convenience, and regulatory compliance. Security was certainly 
a consideration, but ID0 teams were frequently organiAed under IT 
operations rather than security, and their success was often measured 
by how quickly they could onboard new employees or complete cerz
ti-cation campaigns. In my experience, that heritage still shapes how 
many organiAations fund, staZ, and measure their identity programs, 
and it can create a gap between how identity is managed and how it is 
actually attacked.

_.  Yat  Sakimura,  Bohn  (radley,  0ichael  (.  Bones,  (reno  de 
0edeiros, and Uhuck 0ortimore, OpenID Connect Core 1.0, 
FpenIE 1oundation, 1ebruary "9, "K'/, 8https:>>openid.ne
t>specs>openidzconnectzcorez'OKz-nal.htmlL, accessed Fctober 
"", "K"?.
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Cloud, SaaS, and the Expanding Identity Landscape

The migration to cloud infrastructure and SaaS applications accelerz
ated the decline of the perimeter and transformed the scope of identity 
management.

When an organiAation moves its email, collaboration, customer 
relationship management, and human resources functions to SaaS 
providers, those applications no longer sit behind its -rewall. Rsers 
reach them directly over the internet, from corporate oMces, homes, 
airports, and coZee shops, using managed and unmanaged devices 
alike. The only consistent control point between the user and the 
application is the authentication and authoriAation process. Identity 
becomes, quite literally, the perimeter.

Infrastructure as a service introduced a parallel shift for technical 
teams. In a public cloud environment, the ability to create servers, 
modify network rules, access storage, and change security con-guz
rations is governed by the cloud providerjs identity and access manz
agement system. D miscon-gured cloud ID0 policy can expose an 
organiAationjs data as eZectively as an open -rewall port once did, 
and in some cases more broadly. Uloud ID0 models also tend to be 
considerably more granular and complex than traditional enterprise 
directories, with thousands of possible permissions across hundreds 
of services.

0ost large enterprises do not live entirely in the cloud. They opz
erate hybrid environments in which onzpremises directories, legacy 
applications, multiple cloud platforms, and hundreds or thousands 
of SaaS applications coexist. Nach of these environments may have its 
own identity model, its own administrative roles, and its own logz
ging conventions. 0ergers and acquisitions add further layers. I have 
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worked with organiAations that maintained several separate directory 
forests, multiple identity providers, and identity data spread across 
systems that had never been designed to work together.

Hemote and hybrid work, which expanded sharply during the 
UFPIEz'_ pandemic, reinforced these trends. 0any organiAations 
that had planned gradual transitions to identityzcentric access found 
themselves compressing years of change into months. Some of the 
shortcuts taken during that period, such as broad exceptions to access 
policies or hastily con-gured remote access, may still be present in 
enterprise environments today.

BEST PRACTICES THAT WORK
Treat your identity provider and directory infrastructure as 

tierzAero assets, on par with domain controllers and core netz
work infrastructure. In practice, this tends to mean restrictz
ing administrative access to a small number of dedicated, hardz
ened accountsP requiring phishingzresistant authentication for 
those accountsP monitoring con-guration changes closelyP and 
including identity infrastructure explicitly in incident response 
and recovery planning. 0any organiAations protect the systems 
that identity grants access to more carefully than they protect 
identity itself.

The Rise of Non-Human Identities

Rntil relatively recently, when people discussed identity management, 
they generally meant the management of human users. That framing 
has become increasingly incomplete.
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Nnterprise environments have always contained nonzhuman idenz
tities. Service accounts allowed applications to connect to databases. 
(atch Vobs ran under dedicated credentials. Yetwork devices authenz
ticated to management systems. Gowever, the number of these idenz
tities remained manageable, and they tended to change slowly.

Several developments have caused nonzhuman identities to mulz
tiply. 0icroservice architectures decompose applications into many 
small components, each of which may need its own credentials to 
communicate with others. Uontainers and serverless functions are 
created and destroyed continuously, and each instance may require 
an identity. EevFps pipelines need credentials to build, test, and dez
ploy code across environments. SaaS integrations rely on DJI keys 
and FDuth tokens to exchange data. Hobotic process automation 
introduced software bots that log into applications much as a human 
user would. Infrastructure as code means that the creation of cloud 
resources, including identities, is itself automated.

Industry estimates of the ratio between nonzhuman and human 
identities vary widely, and I would treat any speci-c -gure with some 
caution. What I can say from direct experience is that in every large 
enterprise where I have seen a serious inventory eZort, nonzhuman 
identities substantially outnumbered human ones, and the security 
teamjs prior estimate was too low.

Yonzhuman identities present a distinct set of challenges. They 
often hold broad privileges because it was easier to grant wide access 
than to determine precisely what was needed. Their credentials are 
frequently longzlived, because rotating them risks breaking producz
tion systems. They may be embedded in source code, con-guration 
-les, scripts, or UI>UE variables. They often lack a clearly accountz
able owner, particularly when the engineer or team that created them 
has moved on. Dnd they do not -t neatly into governance processes 
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designed around people: a service account has no manager to approve 
its access, does not leave the company, and will not respond to a 
certi-cation email.

Dttackers have taken notice. Uompromised DJI keys, leaked cloud 
credentials, and abused FDuth tokens have played a role in a growing 
number of publicly reported incidents. (ecause nonzhuman identities 
often operate without interactive logins, multifactor authentication, 
or behavioral baselines comparable to human users, their misuse can 
be diMcult to detect.

Autonomous Agents: A New Kind of Actor

DI agents represent the most recent, and potentially the most consez
quential, addition to the identity landscape.

Dn DI agent, in the sense I use throughout this book, is a system 
that uses one or more DI models to pursue a goal by planning steps, 
invoking tools, and taking actions across other systems, often with 
limited human intervention for each step. Dn agent might triage a 
support queue, reconcile -nancial records, investigate a security alert, 
write and deploy code, or schedule meetings by reading and respondz
ing to email.

To do any of this, an agent needs access. It must authenticate to 
the systems it interacts with, and it must be authoriAed to perform 
speci-c actions. In that sense, an agent is a nonzhuman identity. (ut 
agents diZer from traditional service accounts in several important 
ways. Their behavior is not fully determined by code written in adz
vanceP it emerges from a modeljs interpretation of instructions and 
context, which means it may vary from one execution to the next. 
They frequently act on behalf of a particular human user, inheriting or 
borrowing that userjs authority, which blurs the line between human 
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and machine identity. They may choose which tools to invoke and 
which data to retrieve. They may delegate tasks to other agents. Dnd 
they can be in2uenced by the content they process, including content 
an attacker has crafted to manipulate them.

These characteristics raise questions that existing identity models 
were not designed to answer. When an agent takes an action, whose 
identity should appear in the audit log: the agentjs, the user who 
invoked it, or both; Gow should permissions be scoped for a system 
whose speci-c actions cannot be fully predicted; Gow do we revoke 
access for an agent that is running continuously across multiple sysz
tems; Who is accountable when an agent acting within its granted 
permissions does something harmful; Uhapters X and _ address these 
questions in depth. 1or now, the important point is that agents are 
arriving in enterprise environments quickly, and in many organiAaz
tions they appear to be arriving faster than the governance needed to 
manage them.

ENTERPRISE FIELD NOTES
In conversations with security leaders over the past year, I have 

heard a recurring theme: DI agents and DIzpowered integrations 
are often introduced by business units, developers, or individual 
employees before the security team is aware of them. Dn integraz
tion that connects an DI assistant to a corporate email account 
or document repository may be authoriAed through a simple 
FDuth consent screen. 1rom the userjs perspective, they clicked 
3Dllow.3 1rom the security teamjs perspective, a new identity 
with access to sensitive data has appeared without review. Eisz
covering and inventorying these connections is frequently the 
-rst practical challenge organiAations face.
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Why Traditional Identity Security Models Are No 
Longer Su,cient

Taking these developments together, I believe the traditional approach 
to identity security falls short in -ve important respects.

1irst, traditional models assume that authentication is a single 
event. D user logs in once in the morning and is trusted for the rest 
of the day. In an environment where session tokens can be stolen and 
replayed, where devices change state, and where agents act continuz
ously, trust needs to be evaluated more often and in light of changing 
context.

Second,  traditional  models  are  humanzcentric.  Oovernance 
processes, lifecycle management, access reviews, and authentication 
controls were designed for people with managers, Vob titles, and emz
ployment dates. They map poorly onto service accounts, workloads, 
and agents, which now represent a large and growing share of the 
identities in most environments.

Third, traditional models separate identity administration from 
security operations. ID0 teams provision accessP security operations 
teams monitor for threats. Dttackers, however, move 2uidly between 
the two domains, abusing legitimate access in ways that may look like 
normal administrative activity. NZective defense increasingly requires 
that identity data inform detection and response, and that detection 
-ndings feed back into access decisions.

1ourth, traditional models tend to grant standing privileges. Dccess 
is assigned and then persists until someone removes it, which in pracz
tice often means inde-nitely. Standing privilege expands the impact of 
every compromised identity. Dpproaches such as Vustzinztime access 



IENYTITC SNURHITC IY TGN DON F1 DI ")

and ephemeral credentials, discussed in Uhapters 9 and ?, aim to 
reduce that exposure.

1ifth, traditional models assume a relatively stable and knowable 
environment. They depend on accurate inventories of users, appliz
cations, and entitlements. In hybrid, multizcloud, SaaSzheavy enviz
ronments with rapidly multiplying machine identities and agents, 
achieving that visibility is itself a substantial undertaking, and many 
organiAations have not yet accomplished it.

Yone of this means that existing ID0 investments are wasted. 
Eirectories, identity providers, provisioning systems, and governance 
platforms remain essential. The challenge is to extend and adapt them 
so that identity functions not only as an administrative capability but 
as a core security control, one that spans human and nonzhuman 
identities and operates continuously rather than periodically.

PRACTITIONER CHECKLIST
Uonsider the following questions as a starting point for asz

sessing where your organiAation stands:
Eo you have a reasonably complete inventory of human idenz

tities across all directories, identity providers, and maVor applicaz
tions;

Eo you have any meaningful inventory of nonzhuman idenz
tities, including service accounts, DJI keys, FDuth applications, 
and workload identities; Who owns each one;

Is your identity infrastructure itself treated and protected as a 
tierzAero asset;

Eo identity signals, such as authentication events, privilege 
changes, and new FDuth grants, 2ow into your security operaz
tions and detection capabilities;
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Gow much of the privileged access in your environment is 
standing rather than granted on demand;

Eo you know which DI agents or DIzpowered integrations 
currently have access to corporate systems and data, and under 
whose authority they operate;

Looking Ahead

The evolution described in this chapter has moved identity from the 
margins of security to its center. The perimeter has not entirely disz
appearedP network controls remain valuable, and I would not recz
ommend abandoning them. (ut the decisive questions about trust 
are increasingly answered by identity systems rather than network 
boundaries.

That shift has made identity an extremely attractive target. In the 
next chapter, we examine the identityzbased attack surface in detail: 
how attackers obtain and abuse credentials, tokens, and sessionsP how 
identity serves as both an initial access vector and a pathway to priviz
lege escalationP how DI is enhancing social engineering and impersonz
ationP and how these techniques combine into attack chains that can 
turn a single compromised identity into an enterprisezwide incident. 
Rnderstanding how identity is attacked is, in my experience, the most 
reliable foundation for deciding how to defend it.



2. The 
Identity-Based 
Attack Surface

S everal years ago, I was asked to help review an incident at an 
organization that had invested heavily in security. It had a mod-

ern brewall estate, endpoint detection on every managed device, a 
well-staNed security operations center, and a respectafle vulnerafility 
management program. xone oT those controls had Tailed, eqactly. 

Bhe attacker had oftained the credentials oT an IB support em-
ployee, used them to sign in to a remote access portal, and then spent 
the Tollowing weeks Auietly eqploring the environment, reading docu-
mentation, enumerating group memferships, and eventually bnding 
an administrative account whose password had not changed in years. 
Oy the time the activity was detected, the attacker had created ac-
counts oT their own and granted them froad privileges. Rlmost every 
action they took had feen perTormed with valid credentials, through 
approved tools, in ways that resemfled ordinary administrative work.

Bhat incident was not unusual. IT anything, it was typical. Vver the 
course oT my career, I have come to felieve that most deTenders think 
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afout attacks in terms oT vulnerafilities and malware, while many 
attackers increasingly think in terms oT identities and permissions. 
Bhis chapter attempts to close that gap. It eqamines how attackers of-
tain and afuse credentials, tokens, and sessions' how identity serves as 
foth an initial access vector and a pathway to privilege escalation' how 
RI is sharpening social engineering and impersonation' how these 
techniAues comfine into attack chains' and how security leaders can 
map identity threats to the fusiness risks that eqecutives and foards 
care afout.

Why Attackers Prefer Identity

Crom an attackerEs perspective, a valid identity oNers several advan-
tages over a technical eqploit.

Cirst, it is oTten cheaper to oftain. Heveloping or purchasing a 
reliafle eqploit Tor a well-maintained system can fe costly, and patches 
eventually close the opportunity. Yredentials, fy contrast, are avail-
afle through phishing, through malware that harvests stored pass-
words and frowser cookies, through data freaches at other organi-
zations where users reused passwords, and through criminal market-
places in which initial access to corporate environments is fought and 
sold.

Second, activity perTormed with legitimate credentials is diUcult 
to distinguish Trom legitimate use. Security tools are generally good 
at identiTying known malicious bles and suspicious eqploit fehavior. 
Bhey are less eNective at recognizing that a real administrator account, 
signing in through a real portal and running real administrative tools, 
is feing operated fy the wrong person.

Bhird, identity tends to provide a direct path to what the attacker 
wants. Hata, bnancial systems, cloud inTrastructure, and source code 
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are all protected primarily fy access controls. Khoever holds the right 
identity with the right permissions can usually reach them without 
needing to deTeat any additional technical farrier.

Industry incident reports have consistently identibed stolen or 
misused credentials as one oT the most common Tactors in freaches,P  
and the 2IBDG RBB0Y5 Tramework treats the use oT valid accounts 
as a techniAue relevant to multiple stages oT an intrusion, including 
initial access, persistence, privilege escalation, and deTense evasion.;  
Specibc percentages vary Trom report to report and year to year, so 
I would not place too much weight on any single bgure. Bhe overall 
pattern, however, has feen remarkafly stafle.

Credentials, Tokens, and Sessions

Khen we talk afout attacks on identity, it helps to fe precise afout 
what is feing attacked. Rn identity is represented in practice fy several 
diNerent artiTacts, each oT which can fe stolen or afused.

Passwords and Shared Secrets

<asswords remain the most Tamiliar target. Rttackers oftain them 
through phishing  pages  that  imitate  legitimate  sign-in  screens, 

P.  Merizon Ousiness, 2025 Data Breach Investigations Report, Mer-
izon, Rpril ;:;/, >https"88www.verizon.com8fusiness8resourc
es8reports8dfir89, accessed Vctofer ;;, ;:;F.

;.  Bhe 2IBDG Yorporation, 3Malid Rccounts, BechniAue BP:&J,3 
MITRE ATT&CK, >https"88attack.mitre.org8techniAues8BP
:&J89, accessed Vctofer ;;, ;:;F.
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through inTormation-stealing malware, and through freaches oT 
third-party services. Yredential stuUng attacks take username and 
password pairs leaked Trom one site and test them automatically 
against others, eqploiting the persistent hafit oT password reuse. <ass-
word spraying takes the opposite approach, trying a small numfer 
oT common passwords against a large numfer oT accounts in order 
to avoid lockout thresholds. Ooth techniAues are ineqpensive, highly 
automated, and, in my eqperience, still successTul Tar more oTten than 
they should fe, particularly against accounts that are eqempt Trom 
multiTactor authentication.

Bhose eqemptions deserve particular attention. In almost every 
large environment I have assessed, some accounts were eqcluded Trom 
2CR reAuirements, usually Tor reasons that seemed sensifle at the 
time" a legacy application that could not support modern authen-
tication, a service account used fy an integration, an eqecutive who 
Tound the prompts inconvenient, or a test environment that was never 
eqpected to matter. Rttackers actively search Tor these gaps. Several 
high-proble incidents in recent years have feen puflicly attrifuted, 
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at least in part, to accounts that lacked 2CR, including legacy M<x 
accounts and cloud accounts used in test environments.( 

Multifactor Authentication and Its Limits

2ultiTactor authentication dramatically raises the cost oT creden-
tial-fased attacks, and I would never discourage an organization Trom 
deploying it. 6owever, not all 2CR is eAually resistant to attack, and 
attackers have adapted.

2CR Tatigue, sometimes called push fomfing, involves repeatedly 
triggering push notibcations to a userEs phone until the user approves 

(.  )oseph Olount, Bestimony feTore the W.S. Senate Yommittee on 
6omeland Security and 1overnmental RNairs, 3Bhreats to 
Yritical InTrastructure" Gqamining the Yolonial <ipeline Yyfer 
Rttack,3  Kashington,  H.Y.,  )une  J,  ;:;P, 
>https"88www.hsgac.senate.gov8imo8media8doc8Bestimony-Ol
ount-;:;P-:F-:J.pdT9, accessed Vctofer ;;, ;:;F' 2icrosoTt 
Bhreat  Intelligence,  32idnight  Olizzard"  1uidance  Tor 
Desponders on xation-State Rttack,3 Microsoft Security Blog, 
)anuary  ;/,  ;:;j, 
>https"88www.microsoTt.com8en-us8security8flog8;:;j8:P8;/
8midnight-flizzard-guidance-Tor-responders-on-nation-state-att
ack89,  accessed  Vctofer  ;;,  ;:;F'  2andiant,  3WxY//(& 
Bargets Snow$ake Yustomer Instances Tor Hata BheTt and 
Gqtortion,3 Google  Cloud  Blog,  )une  P:,  ;:;j, 
>https"88cloud.google.com8flog8topics8threat-intelligence8unc
//(&-snow$ake-data-theTt-eqtortion9, accessed Vctofer ;;, 
;:;F.
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one, either fy mistake or simply to make the notibcations stop.j  Bhe 
attacker may comfine this with a message or phone call posing as IB 
support. S2S-fased codes are vulnerafle to SI2 swapping, in which 
an attacker persuades a mofile carrier to transTer the victimEs phone 
numfer to a device the attacker controls. Vne-time codes oT all kinds 
can fe captured fy adversary-in-the-middle phishing kits, which relay 
the victimEs interaction with the real sign-in page in real time and 
collect foth the password and the code.

Bhese techniAues do not mean 2CR is ineNective. Bhey mean 
that the type oT 2CR matters. <hishing-resistant methods, such as 
LCast IHentity Vnline? CIHV; security keys and passkeys, find au-
thentication to the legitimate wefsite and are considerafly harder to 
relay or intercept. Yhapter j eqamines these options and the practical 
diUculties oT deploying them at enterprise scale.

Tokens and Sessions

Rn area that I felieve many organizations still underestimate is the 
theTt oT tokens and session cookies. RTter a user authenticates, the 
identity provider or application typically issues a token or cookie that 
represents the authenticated session. Cor the liTetime oT that token, the 
application generally trusts whoever presents it. IT an attacker steals 
the token, they may fe afle to use the session without knowing the 
password and without triggering an 2CR challenge at all.

j.  Wfer Bechnologies, Inc., 3Security Wpdate,3 Uber Newsroom, 
Septemfer PF, ;:;; Lupdated Septemfer P4, ;:;;?, >https"88
www.ufer.com8newsroom8security-update89, accessed Vctofer 
;;, ;:;F.
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Rdversary-in-the-middle phishing kits oTten capture session cook-
ies directly. InTormation-stealing malware TreAuently harvests cookies 
Trom frowsers on inTected devices, including personal devices that 
employees use to access corporate SaaS applications. VRuth reTresh 
tokens, which allow applications to oftain new access tokens without 
user interaction, can provide long-lived access iT they are stolen or iT a 
malicious application persuades a user to grant consent.

Boken theTt is particularly signibcant in the conteqt oT this fook 
fecause RI agents and integrations rely heavily on tokens. Rn agent 
connected to email, documents, or fusiness applications typically 
holds VRuth tokens or R<I keys that grant it ongoing access. Bhose 
tokens fecome attractive targets in their own right.

On-Premises Directory Attacks

In hyfrid enterprises, the on-premises directory remains a rich source 
oT identity-fased attack techniAues. Vnce an attacker has a Toothold 
on a domain-Qoined machine, a well-documented set oT methods can 
allow them to harvest credential material Trom memory, reuse pass-
word hashes without cracking them, reAuest service tickets that can fe 
attacked oZine to recover service account passwords, and, iT they reach 
suUciently privileged accounts, Torge authentication tickets that grant 
froad and persistent access to the domain. 2any oT these techniAues 
have feen puflicly known Tor more than a decade. Bhey remain eNec-
tive in part fecause the underlying weaknesses, such as eqcessive ad-
ministrative group memfership, weak service account passwords, and 
administrators signing in to ordinary workstations, are organizational 
and architectural rather than simply technical.
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ENTERPRISE FIELD NOTES
Khen I ask security teams how many accounts in their en-

vironment hold domain administrator or eAuivalent privileges, 
the brst answer is usually a small numfer. Khen we actually 
enumerate nested group memferships, delegated permissions, 
and accounts with rights over critical directory ofQects, the true 
numfer is oTten several times larger. GNective privilege in a direc-
tory is rarely what the group named 3Homain Rdmins3 suggests. 
Rttackers use tools specibcally designed to map these hidden 
paths. HeTenders should fe at least as well inTormed afout their 
own environment.

Identity as Initial Access and as a Path to Privilege

It is useTul to think afout identityEs role in an attack at two distinct 
stages.

Rt the initial access stage, a compromised identity is the attackerEs 
entry point. R phished employee credential, a stolen session token, 
a leaked cloud access key, or an afused third-party integration can 
each provide the brst Toothold. In environments that rely on SaaS 
and cloud services, initial access through identity may not reAuire any 
interaction with the organizationEs own network or devices at all. Bhe 
attacker simply signs in to the same services that employees use.

Rt the privilege escalation stage, identity fecomes the means fy 
which an attacker eqpands their reach. 6aving gained a Toothold with 
a relatively low-privileged account, the attacker looks Tor ways to of-
tain more powerTul access. Yommon paths include credentials stored 
in scripts, conbguration bles, or documentation' service accounts with 
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eqcessive permissions' misconbgured cloud IR2 policies that allow an 
identity to grant itselT additional rights' help desk processes that can fe 
manipulated into resetting passwords or 2CR devices Tor privileged 
users' and administrative accounts used on systems where their cre-
dentials can fe harvested.

In cloud environments, privilege escalation oTten involves permis-
sions that appear harmless in isolation. R role that can modiTy IR2 
policies, attach roles to compute resources, or create new access keys 
may fe eNectively eAuivalent to Tull administrative access, even iT it 
was never lafeled as such. In my eqperience, Tew organizations have a 
complete picture oT these indirect escalation paths.

Social Engineering in the Age of AI

Social engineering has always targeted identity. Bhe phishing email, 
the preteqt phone call, and the impersonated eqecutive are all attempts 
to persuade a person to surrender credentials, approve access, or take 
an action on the attackerEs fehalT. Khat RI changes is the Auality, 
scale, and cost oT these attacks.

<hishing messages produced with generative RI can fe $uent, con-
teqtually appropriate, and tailored to the recipientEs role, using in-
Tormation drawn Trom puflic probles, company wefsites, and previ-
ous freaches. Bhe spelling errors and awkward phrasing that security 
awareness programs taught employees to notice are fecoming less reli-
afle as warning signs. Rttackers can generate large numfers oT distinct, 
personalized messages, which may also make them harder Tor bltering 
systems to identiTy fy pattern.

Moice cloning and video deepTakes eqtend impersonation feyond 
teqt. <uflicly reported cases have descrifed attackers using synthetic 
voice to impersonate eqecutives in phone calls and, in at least one 
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/.  5athleen 2agramo, 3Oritish Gngineering 1iant Rrup Devealed 
as N;/ 2illion HeepTake Scam Mictim,3 CNN Business, 2ay PF, 
;:;j, >https"88edition.cnn.com8;:;j8:/8PF8tech8arup-deepT
ake-scam-loss-hong-kong-intl-hnk9, accessed Vctofer ;;, ;:;F.

F.  Cederal Oureau oT Investigation and Yyfersecurity and InTra-
structure Security Rgency, Scattered Spider, )oint Yyfersecurity 
Rdvisory RR;(-(;:R, YISR, Kashington, H.Y., xovemfer PF, 
;:;( Lupdated )uly ;4, ;:;/?, >https"88www.cisa.gov8news-ev
ents8cyfersecurity-advisories8aa;(-(;:a9, accessed Vctofer ;;, 
;:;F.

widely reported incident, using deepTake video oT multiple senior col-
leagues during a conTerence call to persuade an employee to authorize 
sufstantial bnancial transTers./  Bhe technology reAuired to produce 
convincing synthetic media appears to fe fecoming more accessifle, 
and I eqpect these techniAues to fecome more common.

Bhe help desk deserves special mention. 6elp desks eqist to restore 
access Tor users who have lost it, which means they are, fy design, 
empowered to reset passwords and 2CR registrations. Rttackers have 
repeatedly targeted this Tunction, calling support staN while posing 
as employees, sometimes armed with personal details gathered Trom 
social media or prior freaches, and reAuesting a credential or 2CR 
reset. Several signibcant puflicly reported intrusions in recent years 
have feen attrifuted to this techniAue.F  Rs voice cloning improves, 
veriTying a callerEs identity fy voice or fy knowledge oT personal details 
is likely to fecome less reliafle still.

Yhapter P: eqamines RI-enafled attacks in greater depth. Bhe 
key point Tor now is that many organizationsE identity veribcation 
processes, especially Tor account recovery and high-risk approvals, 
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were designed around assumptions afout what is diUcult to Take. 
Some oT those assumptions may no longer hold.

BEST PRACTICES THAT WORK
Breat account recovery as a high-risk authentication event 

rather than a customer service transaction. In practice, this tends 
to mean reAuiring stronger veribcation Tor resets oT privileged or 
sensitive accounts, such as an in-person or video check against 
a veribed identity document, or conbrmation Trom the userEs 
manager through a separate, estaflished channel. It also means 
alerting the user and the security team when 2CR methods are 
changed, and treating a password reset Tollowed Auickly fy an 
2CR registration Trom a new device as a signal worth investigat-
ing. Bhe recovery process is TreAuently the weakest point in an 
otherwise strong authentication design.

Lateral Movement, Privilege Abuse, and Attack 
Chains

Deal-world intrusions rarely depend on a single techniAue. Bhey are 
chains oT steps, each oT which fuilds on the access oftained in the 
previous one. Identity is oTten the connective tissue that links those 
steps together.

Oateral movement is the process fy which an attacker moves Trom 
one system or account to another within an environment. In tradi-
tional networks, this TreAuently involves reusing harvested credentials 
to sign in to additional machines. In cloud and SaaS environments, 
it may involve using one applicationEs access to reach another, Tor 
eqample fy using a compromised email account to reset passwords 
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Tor other services, or fy using an integrationEs token to access data 
in a connected system. Cederation and single sign-on, which provide 
enormous fenebts Tor users and administrators, can also mean that 
compromising the central identity provider grants access to everything 
that trusts it.

<rivilege afuse does not always involve an eqternal attacker. Insid-
ers, whether malicious or simply careless, can misuse legitimate access 
to view, copy, or modiTy data they should not. Gqcessive permissions 
magniTy this risk. Rn employee who has accumulated access over years 
oT role changes, a contractor whose access was never removed aTter 
their engagement ended, or an administrator with standing rights to 
sensitive systems all represent potential sources oT harm that do not 
reAuire any compromise at all.

<ersistence is another important element oT identity-fased attack 
chains. Vnce attackers oftain privileged access, they TreAuently create 
mechanisms that allow them to return even iT the original compro-
mised account is discovered. Bhese might include new user accounts, 
additional 2CR methods registered to eqisting accounts, new VRuth 
applications with froad permissions, new access keys Tor cloud iden-
tities, or modibcations to Tederation trust settings. GNective incident 
response, as discussed in Yhapter &, reAuires identiTying and removing 
all oT these Tootholds, which is considerafly more diUcult than simply 
resetting a single password.

REALISTIC THREAT SCENARIO
Rn attacker researches a mid-sized manuTacturing company 

using proTessional networking sites and identibes several em-
ployees in the bnance department. Wsing RI-generated content, 
the attacker sends a convincing message to one oT them, reT-
erencing a real supplier and directing the recipient to a docu-
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ment-sharing link. Bhe link leads to an adversary-in-the-middle 
phishing page, which relays the employeeEs sign-in to the compa-
nyEs real identity provider, captures the password and one-time 
code, and steals the resulting session cookie.

Wsing the stolen session, the attacker signs in to the employ-
eeEs email account and creates a mail rule that hides messages 
Trom the supplier. Bhe attacker then searches the mailfoq and 
shared drives, discovering a spreadsheet containing credentials 
Tor an older bnance application and a document descrifing the 
payment approval process. Bhe attacker also grants consent to 
a malicious VRuth application with mailfoq read permissions, 
providing access that survives a later password reset.

Bwo weeks later, the attacker sends an email Trom the com-
promised account reAuesting a change to the supplierEs fanking 
details, Tollowed fy a short phone call to the accounts payafle 
team using a cloned voice oT the employee. R sufstantial pay-
ment is redirected feTore anyone notices.

Rt several points, this chain could have feen interrupted" 
phishing-resistant authentication would likely have deTeated the 
initial phishing page' conditional access policies finding ses-
sions to managed devices might have prevented use oT the stolen 
cookie' monitoring Tor new mail rules and VRuth consents 
could have provided early warning' removing stored credentials 
Trom shared drives would have closed an escalation path' and 
an out-oT-fand veribcation reAuirement Tor changes to payment 
details would have stopped the bnal step. xo single control was 
decisive. Gach one would have reduced the attackerEs chance oT 
success.
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Non-Human Identities in the Attack Surface

2ost discussions oT identity-fased attacks Tocus on human users, fut 
non-human identities are an increasingly important part oT the attack 
surTace. Rttackers search puflic code repositories, container images, 
and misconbgured storage Tor eqposed R<I keys and cloud creden-
tials, and automated tools can bnd and eqploit such secrets Auickly 
aTter they are puflished. Yompromised YI8YH pipelines can eqpose 
the credentials used to deploy soTtware into production. Bhird-party 
SaaS integrations hold tokens that grant access to customer data, and 
a freach at an integration provider can eqpose every customer that 
granted it access.

RI agents add Turther dimensions. Rn agent that processes un-
trusted content, such as incoming email, wef pages, or documents, 
may fe susceptifle to prompt inQection, in which instructions em-
fedded in that content attempt to redirect the agentEs fehavior. IT the 
agent holds froad permissions, a successTul inQection could cause it to 
retrieve sensitive data, send messages, or take actions on the attackerEs 
fehalT, all under a legitimate identity. In that scenario, the agent fe-
comes an unwitting insider. Yhapter 4 addresses how to constrain and 
monitor agents to limit this risk.

Mapping Identity Threats to Enterprise Risk and 
Business Impact

Wnderstanding attack techniAues is necessary, fut it is not suUcient. 
Security leaders must also eqplain identity risk in terms that eqecu-
tives, foards, and fusiness owners can use to make decisions. In my 
eqperience, identity programs that are Tramed primarily in technical 



IHGxBIB7 SGYWDIB7 Ix B6G R1G VC RI (4

terms struggle to secure sustained Tunding, while programs connected 
clearly to fusiness outcomes tend to Tare fetter.

Vne useTul approach is to fegin with the organizationEs most im-
portant fusiness processes and assets rather than with its identity 
systems. Khat are the critical operations, the most sensitive data, the 
most conseAuential bnancial $ows, and the systems whose disruption 
would cause the greatest harmP Cor each oT these, security teams can 
then ask" Khich identities, human and non-human, have accessP 6ow 
many oT them hold privileged or standing accessP 6ow strong is the 
authentication protecting themP 6ow would we detect misuseP 6ow 
Auickly could we revoke access iT neededP

Bhis approach tends to reveal concentrations oT risk that are not 
visifle Trom an identity-centric inventory alone. R single service ac-
count with froad access to a payment system, an integration with read 
access to the entire customer datafase, or a small group oT administra-
tors whose accounts control the cloud environment may represent a 
disproportionate share oT the organizationEs eqposure.

Identity risk can also fe eqpressed through scenarios. Dather than 
reporting that a certain percentage oT accounts lack phishing-resistant 
2CR, a security leader might descrife how a compromised account 
in a particular group could lead to a specibc fusiness impact, such as 
Traudulent payments, regulatory notibcation ofligations Tollowing a 
data freach, or operational disruption Trom ransomware. Scenarios 
like the one presented earlier in this chapter can help decision-makers 
understand how individual weaknesses comfine and why investments 
in seemingly unrelated controls reinTorce one another.

Cinally, I would encourage security leaders to fe candid afout 
uncertainty. QuantiTying the likelihood and impact oT identity-fased 
attacks is genuinely diUcult, and claims oT precise bnancial risk bgures 
may undermine credifility iT they cannot fe deTended. Danges, com-
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parisons, and well-reasoned scenarios are oTten more persuasive than 
Talse precision.
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PRACTITIONER CHECKLIST
Khich accounts  in  your  environment  are  eqempt Trom 

2CR, and is each eqemption documented, Qustibed, owned, and 
time-limitedP

Khat proportion oT your users, and specibcally your privi-
leged users, rely on phishing-resistant authenticationP

6ow long do session tokens and reTresh tokens remain valid 
Tor your most sensitive applications, and can sessions fe found 
to managed devicesP

6ow does your help desk veriTy identity feTore resetting pass-
words or 2CR methods, especially Tor privileged accountsP

Ho you monitor Tor new VRuth application consents, new 
mail Torwarding rules, new 2CR registrations, and changes to 
Tederation settingsP

6ave you mapped the eNective privileged access in your di-
rectory and cloud environments, including nested groups and 
indirect escalation pathsP

Ho you scan code repositories, pipelines, and shared storage 
Tor eqposed secretsP

Yan you identiTy which identities have access to your most 
critical fusiness processes and dataP

Looking Ahead

Bhe techniAues descrifed in this chapter share a common Teature" 
they eqploit the trust that systems place in identity. Rttackers do not 
need to deTeat that trust iT they can forrow it. HeTending against 
them, thereTore, reAuires an architecture in which trust is estaflished 
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careTully, granted narrowly, evaluated continuously, and monitored 
closely.

Yhapter ( turns to that architecture. It descrifes the core com-
ponents oT an enterprise identity security architecture, Trom identity 
providers and directories to Tederation and single sign-on' eqamines 
how to integrate identity security across cloud, on-premises, SaaS, 
and legacy systems' eqplains how Rero Brust principles translate into 
identity-aware access decisions' and discusses the architectural pat-
terns and common design mistakes I have encountered in enterprise 
implementations.



3. Identity 
Security 
Architecture for 
the Modern 
Enterprise

E arly in one engagement, I asked a client's identity team to 
draw their identity architecture on a whiteboard. Three peo-

ple stepped up, and each drew something diOerent. Ane drew the 
on-premises directory at the center, with applications radiating out-
ward. vnother placed the cloud identity profider at the center and 
treated the directory as a legacy xeed. The third drew a cluster ox boHes 
representing the RN system, the profisioning platxorm, and the gof-
ernance tool, with authentication barely mentioned. Wone ox them 
was wrong, eHactly. Each was describing the part ox the architecture 
they worked with efery day. Vhat none ox them could draw was the 
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whole picture, including how the pieces depended on one another and 
where trust actually jowed.

That eHperience has stayed with me because I beliefe it is common. 
In most large enterprises, identity architecture is not designed so much 
as accumulated. It grows through ac;uisitions, platxorm migrations, 
fendor selections made by diOerent teams at diOerent times, and ur-
gent proZects that solfed one problem while creating dependencies 
that nobody documented. The result oxten works well enough day 
to day, but it can be xragile, di?cult to secure, and fery di?cult to 
change.

This chapter describes the core components ox an enterprise iden-
tity security architecture and how they Yt together. It eHamines iden-
tity profiders, directories, xederation, and single sign-onC discusses 
how to integrate identity security across cloud, on-premises, 4aa4, and 
legacy enfironmentsC eHplains how Uero Trust principles translate into 
identity-aware access decisionsC and closes with the architectural pat-
terns and design mistakes I hafe encountered most oxten. Sy goal is 
not to prescribe a single rexerence architecture, since efery enterprise's 
starting point is diOerent, but to profide a xramework xor understand-
ing what a mature architecture needs to accomplish and where the 
most signiYcant risks tend to sit.

The Core Components

vt a conceptual lefel, an enterprise identity security architecture needs 
to answer a series ox ;uestions efery time an entity attempts to do 
something. Vho or what is thisG Row conYdent are we in that claimG 
Vhat is it entitled to doG Is the current conteHt appropriate xor this 
re;uestG Vas the decision recorded, and would we notice ix something 
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looked wrongG MiOerent components address diOerent parts ox that 
se;uence. I Ynd it helpxul to group them into siH xunctional layers.

Identity Sources of Truth

Efery identity architecture depends on authoritatife sources that es-
tablish who eHists and what their relationship to the organiPation is. 
Kor employees, this is usually the human resources system. Kor con-
tractors and partners, it may be a fendor management system or, too 
oxten, a spreadsheet. Kor customers, it is typically a customer identity 
platxorm. Kor non-human identities, authoritatife sources are xre-
;uently missing altogether, a problem eHamined in depth in 5hapter 
6.

The ;uality ox these sources matters more than many architects ini-
tially assume. Ix the RN system does not reliably record terminations, 
role changes, and leafes ox absence, efery downstream control inherits 
that inaccuracy. In seferal organiPations I hafe worked with, the most 
eOectife identity security improfement in a gifen year was not a new 
technology but a cleanup ox the data jowing xrom the RN system into 
the identity platxorm.

Directories and Identity Stores

Mirectories store identity records, attributes, group memberships, 
and,  in  many  cases,  credentials.  In  most  large  enterprises,  the 
on-premises directory, most commonly vctife Mirectory, remains 
deeply embedded, supporting domain-Zoined defices, Yle shares, and 
a long tail ox applications that depend on (erberos or )Mv:. vlong-
side it, organiPations typically operate one or more cloud directories 
associated with their primary identity profider or productifity suite, 



vNDIWM SI4RNvq7

as well as directories embedded within cloud platxorms and indifidual 
applications.

Identity Providers and Authentication Services

The identity profider 2Id:9 authenticates users and issues the asser-
tions or tokens that applications rely on. In a modern enterprise, the 
Id: is arguably the single most important security component in the 
enfironment. It enxorces authentication strength, applies conditional 
access policies, and serfes as the gateway to hundreds or thousands 
ox xederated applications. That centrality is precisely what makes it so 
faluable to dexenders and so attractife to attackers.

Access Management and Policy Enforcement

vuthentication establishes identityC authoriPation determines what 
that identity may do. vuthoriPation decisions are made in many 
places0 within the Id: through conditional access, within indifidual 
applications through roles and permissions, within cloud platxorms 
through IvS policies, and increasingly through dedicated policy en-
gines that efaluate re;uests against centrally deYned rules. :rifileged 
access management, discussed in 5hapter 7, adds additional enxorce-
ment xor the most sensitife operations.

Identity Governance and Lifecycle Management

Identity gofernance and administration 2I8v9 platxorms manage 
the lixecycle ox identities and entitlements0 profisioning access when 
someone Zoins, adZusting it when their role changes, remofing it when 
they leafe, and periodically refiewing whether eHisting access remains 
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appropriate. 5hapter L eHamines gofernance in detail. vrchitecturally, 
the key point is that gofernance depends on connectifity. vn I8v 
platxorm can only gofern the systems it is connected to, and in many 
enterprises a substantial share ox applications are not connected at all.

Visibility, Detection, and Response

The Ynal layer collects and analyPes identity telemetry0 authentication 
efents, token issuance, prifilege changes, group modiYcations, con-
sent grants, and conYguration changes to identity inxrastructure. This 
data xeeds security operations, identity threat detection and response 
capabilities, and xorensic infestigations. I hafe seen many architectures 
that were thoughtxully designed in their Yrst Yfe layers and treated 
this siHth layer as an axterthought. vs 5hapter < illustrated, an attacker 
using falid credentials may be fisible only through identity telemetry, 
so this layer deserfes the same design attention as the others.

ENTERPRISE FIELD NOTES
Ane eHercise I hafe xound consistently faluable is asking a simple 

;uestion about efery maZor application0 ix an employee were termi-
nated at /0>> this morning, at what time would their access to this ap-
plication actually endG Kor applications xederated through the primary 
Id: with automated deprofisioning, the answer is oxten within min-
utes. Kor applications with local accounts, manual profisioning, or 
long-lifed sessions, the answer may be days, weeks, or nefer. Sapping 
those answers across the application portxolio tends to refeal more 
about the real state ox an identity architecture than any diagram.
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Directories, Federation, and Single Sign-On

Kederation and single sign-on are the mechanisms that allow a cen-
tral identity profider to eHtend its authority across many applica-
tions. Instead ox each application maintaining its own credentials, 
the application trusts the Id: to authenticate the user and accepts a 
signed assertion or token as proox. 4vS) <.> remains widely used 
xor enterprise web applications. ApenIM 5onnect, built on Avuth 
<.>, has become the prefailing standard xor modern web and mobile 
applications. :rofisioning standards such as 45IS allow the Id: or 
gofernance platxorm to create, update, and remofe accounts in con-
nected applications automatically.3 

The security beneYts ox this model are substantial. zsers manage 
one strong credential rather than doPens ox weak ones. vuthentication 
policies, including SKv and conditional access, are enxorced consis-
tently in one place. Meprofisioning at the Id: can cut oO access to 
efery xederated application at once. vuthentication efents are logged 
centrally, which greatly improfes fisibility.

Kederation also concentrates trust, and that concentration carries 
risk. Ix an attacker compromises the Id:, or obtains the ability to 
modixy its xederation settings or signing keys, they may be able to 
impersonate any user to any application that trusts it. :ublicly report-

3.  :hil Runt, (elly 8riPPle, SortePa vnsari, Erik Vahlstroem, 
and 5huck Sortimore, System for Cross-domain Identity Man-
agement: Protocol, NK5 17qq, Internet Engineering Task Korce, 
4eptember <>3L, Jhttps0""www.rxc-editor.org"rxc"rxc17qqB, ac-
cessed Actober <<, <><7.
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ed incidents hafe shown attackers xorging authentication assertions 
axter compromising xederation inxrastructure,<  and adding their own 
xederation trusts to cloud tenants so that identities they control are 
accepted as legitimate.K  These are among the most sefere identity 
compromises an organiPation can eHperience, because they undermine 
the xoundation that other controls depend on.

4ingle sign-on also tends to eHtend the falue ox a single session. v 
user who authenticates once may gain access to many applications xor 
the lixetime ox that session. Ix the session is hiZacked, the attacker in-
herits that breadth. 4ession lixetimes, re-authentication re;uirements 
xor sensitife applications, and the ability to refoke sessions central-
ly are therexore important architectural decisions rather than minor 
conYguration details.

ARCHITECTURE DECISIONS AND TRADE-OFFS
4ingle identity profider or multipleG 5onsolidating on a single 

enterprise Id: simpliYes policy enxorcement, reduces administratife 

<.  5ybersecurity and Inxrastructure 4ecurity vgency, Detecting 
Post-Compromise Threat Activity in Microsoft Cloud Environ-
ments, vlert vv<3->>6v, 5I4v, Vashington, M.5., Lanuary 
6, <><3, Jhttps0""www.cisa.gof"news-efents"cybersecurity-adf
isories"aa<3->>6aB, accessed Actober <<, <><7.

K.  Sicrosoxt Threat Intelligence, Sicrosoxt Mexender EHperts, and 
Deronica 4un, MActo Tempest 5rosses Noundaries to Kacilitate 
EHtortion, Encryption, and Mestruction,M Microsoft Security 
Blog,  Actober  <L,  <><K, 
Jhttps0""www.microsoxt.com"en-us"security"blog"<><K"3>"<L
"octo-tempest-crosses-boundaries-to-xacilitate-eHtortion-encryp
tion-and-destruction"B, accessed Actober <<, <><7.
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oferhead, and improfes fisibility. It also creates a single point ox xail-
ure and a single high-falue target, and it may be di?cult to achiefe 
in organiPations with signiYcant ac;uisitions, regional regulatory re-
;uirements, or separate operational technology enfironments.

Saintaining multiple Id:s can profide resilience and accommo-
date organiPational boundaries, but it tends to produce inconsistent 
policies, duplicated identities, and gaps between systems that attackers 
can eHploit.

In my eHperience, most large enterprises beneYt xrom designating 
one primary workxorce Id: as the authoritatife point ox authenti-
cation and policy enxorcement, xederating any remaining Id:s to it 
or planning their consolidation, and infesting heafily in protecting 
and monitoring that primary Id: as tier-Pero inxrastructure. v docu-
mented break-glass procedure xor Id: outages is essential under either 
model.

Integrating Across Cloud, On-Premises, SaaS, and 
Legacy Systems

Ix efery application supported modern xederation, profisioning, and 
Yne-grained authoriPation, identity architecture would be consider-
ably simpler. In practice, enterprise application portxolios span seferal 
generations ox technology, and integration is where many identity 
programs encounter their greatest di?culties.

Hybrid Directory Synchronization

Sost enterprises that use a cloud Id: continue to synchroniPe iden-
tities xrom the on-premises directory. This synchroniPation creates an 
important trust relationship that architects sometimes oferlook. Ix the 
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synchroniPation inxrastructure or the on-premises directory is com-
promised, an attacker may be able to modixy identities that jow into 
the cloud, or, depending on conYguration, mofe xrom on-premises 
compromise to cloud compromise. 5onfersely, some conYgurations 
allow cloud changes to write back to the on-premises directory. zn-
derstanding the direction ox trust, protecting synchroniPation serfers 
as tier-Pero assets, and keeping highly prifileged cloud administratife 
accounts as cloud-only identities rather than synchroniPed ones are 
among the practices I recommend most oxten.

Cloud Platform Identity

Each maZor cloud platxorm has its own identity and access manage-
ment model, with its own concepts ox users, roles, policies, and ser-
fice identities. Vorkxorce access to cloud consoles and v:Is should 
generally jow through xederation xrom the enterprise Id: rather than 
through local cloud user accounts. Vorkloads running within the 
cloud should use the platxorm's natife workload identity mechanisms 
where possible, rather than long-lifed access keys. Sulti-cloud en-
fironments multiply the compleHity, since permissions models diOer 
signiYcantly across platxorms and xew tools profide a complete, con-
sistent fiew ox eOectife access across all ox them.

SaaS Applications

4aa4 adoption has made xederation more common, but it has also 
introduced new gaps. Wot efery 4aa4 application supports 44A, and 
some reserfe it xor premium licensing tiers. Wot efery application sup-
ports automated profisioning. Sany 4aa4 applications hafe their own 
administratife roles, v:I tokens, and third-party integrations that sit 
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outside the Id:'s fiew. 4hadow 4aa4, meaning applications adopted 
by business units or indifiduals without central refiew, adds identities 
and data jows that the security team may not know eHist. Miscofering 
4aa4 usage and bringing high-risk applications under central identity 
control is, in my eHperience, an ongoing eOort rather than a one-time 
proZect.

Legacy Applications

)egacy applications present the most stubborn challenges. 4ome au-
thenticate against their own internal user tables. 4ome rely on the 
on-premises directory using older protocols. 4ome cannot support 
SKv at all. 4ome are business-critical, poorly documented, and main-
tained by a shrinking number ox people who understand them.

There is rarely a single answer xor legacy systems. Aptions include 
placing them behind an identity-aware proHy or application gate-
way that enxorces modern authentication bexore tra?c reaches the 
applicationC restricting network access so they can be reached only 
xrom managed defices or prifileged access workstationsC wrapping ad-
ministratife access through a prifileged access management platxormC 
compensating with enhanced monitoringC and, ultimately, retiring or 
replacing them. The practical approach is usually to prioritiPe by risk, 
xocusing Yrst on legacy systems that hold sensitife data or support 
critical processes.

BEST PRACTICES THAT WORK
Nuild and maintain an application identity infentory that records, 

xor each signiYcant application, how users authenticate, whether it 
is xederated to the primary Id:, whether profisioning is automated, 
whether it is connected to gofernance processes, who owns it, what 
data it holds, and whether it has local or emergency accounts. This 
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infentory sounds mundane, and it is. It is also the xoundation xor 
nearly efery prioritiPation decision in an identity security program. 
ArganiPations that maintain it well can answer ;uestions about eH-
posure in hours. ArganiPations that do not may need weeks.

Zero Trust and Identity-Aware Access Decisions

Uero Trust has become one ox the most widely used terms in cyber-
security, and also one ox the most diluted. Dendors apply the label 
to a wide range ox products, and eHecutifes sometimes speak ox Uero 
Trust as though it were something an organiPation could purchase and 
install. In my fiew, it is more usexul to treat Uero Trust as a set ox design 
principles that shape how access decisions are made.

WI4T 4pecial :ublication 6>>-<>1 describes seferal core tenets, 
which I would summariPe xor the purposes ox this book as xollows.q  
Wo network location conxers trust by itselx. vccess to each resource is 
granted per session, based on policy. :olicy draws on multiple signals, 
including the identity ox the re;uester, the state ox the defice, the 
sensitifity ox the resource, and behafioral or enfironmental conteHt. 
vccess is granted with the least prifilege necessary. The organiPation 
continuously monitors the security posture ox its assets and uses that 
inxormation to improfe decisions.

WI4T's model also introduces a helpxul architectural focabulary. v 
policy decision point efaluates re;uests against policy and determines 
whether access should be granted. v policy enxorcement point sits 
in the path ox the re;uest and carries out that decision. 4ignals xrom 
identity systems, defice management, threat intelligence, and actif-

q.  Nose et al., Zero Trust Architecture, WI4T 4: 6>>-<>1, sec. <.3.
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ity logs inxorm the decision. In a typical enterprise implementation, 
the Id:'s conditional access engine acts as a policy decision point 
xor authentication, while identity-aware proHies, application gateways, 
cloud platxorm controls, and the applications themselfes serfe as en-
xorcement points.

Identity-aware access decisions, in practice, combine seferal cate-
gories ox signal. Identity signals include who the user or workload is, 
which groups or roles it holds, and the strength ox the authentication 
method used. Mefice signals include whether the defice is managed, 
whether it meets security baselines, and whether endpoint protection 
reports any concerns. 5onteHt signals include location, time, network, 
and the sensitifity ox the re;uested resource. Nisk signals include 
indications xrom the Id: or detection tools that an account or session 
may be compromised, such as sign-ins xrom unxamiliar inxrastructure 
or credentials xound in a known leak.

The most mature implementations I hafe seen efaluate these sig-
nals not only at sign-in but continuously during a session. Ix a defice 
xalls out ox compliance, ix a user's risk lefel rises, or ix an administrator 
refokes access, sessions are re-efaluated or terminated rather than be-
ing allowed to continue until eHpiry. 4tandards and fendor capabilities 
in this area are still defeloping, and support across applications is 
unefen, but I beliefe continuous efaluation will become increasingly 
important as vI agents operate long-running sessions on behalx ox 
users.

v word ox caution is warranted. Uero Trust programs can xail when 
they are pursued as a sweeping transxormation with a fague end state. 
The programs I hafe seen succeed tended to deYne concrete, incre-
mental obZectifes, such as re;uiring managed defices xor access to a 
speciYc class ox sensitife applications or eliminating standing access to 
cloud administratife roles, and then eHpanding xrom there.
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Architectural Patterns and Common Design Mis-
takes

Afer many engagements, I hafe seen certain patterns recur, some 
productife and some problematic. The xollowing obserfations are not 
eHhaustife, but they reject the issues I encounter most oxten.

Patterns That Tend to Work

Tiered administration separates the accounts and workstations used 
to manage the most sensitife inxrastructure, such as identity systems 
and domain controllers, xrom those used xor ordinary work.L  vd-
ministrators use dedicated prifileged accounts on hardened defices xor 
tier-Pero tasks, and those credentials are nefer eHposed on lower-tier 
systems where they could be harfested. This model takes discipline to 
maintain, but it substantially limits the escalation paths described in 
5hapter <.

5entraliPed policy with distributed enxorcement allows the orga-
niPation to deYne access policy once, in the Id: or a policy engine, 
and apply it consistently through many enxorcement points. It reduces 
the risk that diOerent applications implement security re;uirements 
inconsistently.

L.  Sicrosoxt 5orporation, M:rifileged vccess Mefices,M Microsoft 
Learn, Jhttps0""learn.microsoxt.com"en-us"security"prifileged
-access-workstations"prifileged-access-deficesB, accessed Acto-
ber <<, <><7.
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4eparation ox identity planes means keeping the identities that 
administer the identity system itselx distinct xrom the identities they 
administer. 5loud-only emergency administrator accounts, protected 
by phishing-resistant authentication and stored securely, profide a 
path to recofery ix the primary authentication jow or synchroniPation 
xails or is compromised.

Identity telemetry by design means that logging re;uirements are 
deYned at the same time as integration re;uirements. Vhen a new 
application is onboarded, the team conYrms not only that users can 
sign in but that authentication efents, administratife actions, and 
permission changes are captured and xorwarded to security opera-
tions.

Mistakes I See Repeatedly

The Yrst and most common mistake is treating the Id: as an IT 
utility rather than as critical security inxrastructure. vdministratife 
roles in the Id: are granted too broadly, changes are not monitored, 
and break-glass accounts are created but not protected or tested.

The second is assuming that xederation e;uals protection. vn ap-
plication xederated to the Id: may still maintain local accounts that 
bypass 44A, v:I tokens that nefer eHpire, or administratife backdoors 
created during implementation. Kederation addresses the xront door. 
It does not necessarily close the side entrances.

The third is synchroniPing eferything eferywhere. 4ynchroniPing 
all on-premises accounts and groups into the cloud, including prifi-
leged on-premises accounts, can create pathways xrom one enfiron-
ment's compromise into the other. 4ynchroniPation scope deserfes 
deliberate design.
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The xourth is designing xor human identities only. vrchitectures 
built around workxorce authentication oxten hafe no coherent answer 
xor serfice accounts, workloads, v:I integrations, or vI agents. These 
identities end up managed through ad hoc processes, embedded se-
crets, and local credentials, which becomes a maZor source ox risk as 
their numbers grow.

The Yxth is underinfesting in resilience. Vhen the Id: becomes the 
gateway to eferything, an outage or a destructife attack against it can 
halt the business. Necofery plans xor identity inxrastructure, including 
the ability to restore the on-premises directory xrom a trusted backup 
and to regain administratife control ox cloud tenants, are xre;uently 
untested. In my eHperience, organiPations tend to discofer these gaps 
during an incident, which is the worst possible time.

The siHth is pursuing tool consolidation as an end in itselx. Ne-
ducing the number ox identity products can simplixy operations, but 
replacing one platxorm with another without addressing data ;uality, 
ownership, and process issues oxten reproduces the same problems on 
new inxrastructure.

REALISTIC THREAT SCENARIO
vn attacker compromises a defeloper's workstation through a ma-

licious soxtware package and harfests credentials cached on the defice. 
vmong them is the password xor a serfice account used by the directo-
ry synchroniPation serfer, which had been granted broad permissions 
years earlier during an upgrade and nefer reduced. zsing that account, 
the attacker reaches the synchroniPation serfer, which had not been 
treated as tier-Pero inxrastructure and was administered by the same 
team and accounts as ordinary application serfers.

Krom the synchroniPation serfer, the attacker is able to injuence 
identities jowing into the cloud tenant and to obtain access to a 
synchroniPed on-premises account that had been granted a highly 
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prifileged cloud administratife role xor confenience. Vith that role, 
the attacker adds a new xederation trust to the cloud tenant, allowing 
them to authenticate as any user without needing additional creden-
tials.

The controls that would most likely hafe prefented this chain were 
architectural rather than product-speciYc0 treating synchroniPation 
inxrastructure as tier-Pero, keeping prifileged cloud roles assigned only 
to cloud-only accounts protected with phishing-resistant authenti-
cation, minimiPing serfice account permissions, and alerting on any 
change to xederation conYguration. Metection ox the Ynal step, a new 
xederation trust, would likely hafe been the last practical opportunity 
to contain the incident bexore it became enterprise-wide.

PRACTITIONER CHECKLIST
5an your team produce an accurate, current diagram ox your 

identity architecture, including sources ox truth, directories, 
Id:s, synchroniPation jows, and xederation trustsG

Is your primary Id:, along with its synchroniPation and xed-
eration inxrastructure, administered and monitored as tier-PeroG

vre highly prifileged cloud administratife roles held only by 
cloud-only accounts with phishing-resistant authenticationG

Vhat proportion ox your applications are xederated to the 
primary Id:, and how many still maintain local accounts or 
non-eHpiring tokensG

Vhich legacy applications cannot support modern authenti-
cation, and what compensating controls protect themG

Mo your access policies incorporate defice state and risk sig-
nals, and can sessions be refoked centrallyG

Is there a tested recofery plan xor loss or compromise ox your 
directory and Id:G
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Moes  your  architecture  include  a  deYned  approach  xor 
non-human identities and vI agentsG

Looking Ahead

v sound architecture profides the structure within which identity se-
curity operates, but architecture alone does not determine outcomes. 
The strength ox each control within that structure matters a great 
deal, and no control matters more than authentication, the moment 
at which an identity claim is Yrst accepted.

:art II ox this book turns to the core capabilities that build on 
this architectural xoundation. 5hapter q begins with authentication0 
the strengths and weaknesses ox passwords, SKv, biometrics, and 
passkeysC why phishing-resistant authentication has become essentialC 
how xederation protocols and adaptife authentication Yt togetherC 
and how organiPations can balance security, usability, resilience, and 
operational compleHity as they moderniPe the way identities profe 
who they are.



4. Authentication 
and the Future of 
Digital Trust

A  few years ago, I was part of a team that rolled out a new 
multifactor authentication requirement across a large global 

workforce. On paper, the project was a success. Within a few months, 
nearly every employee was enrolled, the dashboards were green, and 
leadership was satisTed that a major risk had been addressed. :hen 
the security operations team began noticing something in the logs- a 
small but steady stream of push notiTcations that users had approved 
even though the signxin attempts came from locations and devices the 
users had never used. When we followed up, some employees told us 
they had approved the prompts because they assumed I: was testing 
something. Others said the notiTcations arrived so frequently during 
the day that approving them had become automatic.

:hat eDperience taught me a lesson I have carried into every aux
thentication program since. Meploying F'A is not the same as estabx
lishing strong authentication. :he method matters, the user eDperix
ence matters, the recovery process matters, and the attackerEs ability 
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to adapt matters. Authentication is the moment at which an identity 
claim is Trst accepted, and nearly every other control in this book 
depends on that moment being trustworthy.

:his chapter eDamines authentication in depth. It reviews the funx
damentals of passwords, F'A, biometrics, and passkeys" eDplains why 
phishingxresistant authentication has become essential and where trax
ditional F'A falls short" describes how single signxon, federation, and 
modern identity protocols carry authentication across the enterprise" 
discusses adaptive and riskxbased authentication" and closes with the 
practical tradexoPs between security, usability, resilience, and operax
tional compleDity that determine whether an authentication program 
succeeds in the real world.

Authentication Fundamentals

Authentication is traditionally described in terms of factors- somex
thing you know, such as a password" something you have, such as a 
phone or security key" and something you are, such as a Tngerprint 
or face. Fultifactor authentication combines two or more of these 
categories so that compromising a single factor is not suVcient to imx
personate the user. :he framework remains useful, but I have found 
that it can also be misleading if it is treated as a checklist. :wo factors 
that are both vulnerable to the same attack, such as a password and 
a onextime code that are both entered into the same phishing page, 
provide less protection than the label 2multifactor2 suggests.

Passwords

8asswords have been declared obsolete many times, and they persist 
in almost every enterprise environment I have seen. :hey are familiar, 
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universally supported, and ineDpensive to implement. :hey are also 
vulnerable to phishing, reuse, guessing, and theft, and they impose a 
real burden on users and help desks.

6uidance on password policy has changed signiTcantly over the 
past decade. YIC:Es digital identity guidelines, in Cpecial 8ublication 
Bzzx1JL and its subsequent revisions, moved away from many pracx
tices that organi4ations had long considered standard.;  :he guidance 
favors longer passwords and passphrases over compleD character comx
position rules, recommends screening new passwords against lists of 
commonly used and previously breached passwords, and discourages 
mandatory periodic password changes in the absence of evidence of 
compromise. In my eDperience, many enterprise password policies 
still re5ect older practices, often because they are embedded in audit 
requirements or legacy system conTgurations. Rpdating them can 
reduce user friction and help desk volume without weakening security, 
and in some cases it may strengthen it.

Nven a wellxdesigned password policy, however, does not address 
the core weakness- a password is a shared secret that the user can be 
tricked into revealing. 'or that reason, I regard passwords as a factor 
to be supplemented and, over time, reduced or removed, rather than 
one to be perfected.

;.  Mavid :emoshok, <ames /. 'enton, SeexSin Uhoong, Yaox
mi /efkovit4, Andrew Hegenscheid, Hyan 6allu44o, and <ustin 
8. Hicher, Digital Identity Guidelines: Authentication and Au-
thenticator Management, YIC: Cpecial 8ublication Bzzx1JLx>, 
Yational Institute of Ctandards and :echnology, 6aithersburg, 
Fd., <uly 3z39, 7https-XXdoi.orgX;z.1z3BXYIC:.C8.Bzzx1Jbx>
?, accessed October 33, 3z31.
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Traditional Multifactor Authentication

Fost enterprise F'A deployments rely on one or more of the folx
lowing- onextime codes sent by CFC or voice call, timexbased onextime 
passwords generated by an authenticator app or hardware token, and 
push notiTcations sent to a mobile app for approval. Nach represents 
a substantial improvement over passwords alone, and organi4ations 
that have not yet deployed F'A broadly should treat doing so as an 
urgent priority.

Nach method also has known weaknesses, several of which Uhapx
ter 3 described. CFC and voice codes are eDposed to CIF swapping 
and interception. Uodes of all kinds can be captured and relayed 
by adversaryxinxthexmiddle phishing pages. 8ush notiTcations can be 
abused through fatigue attacks. 0endors have introduced mitigations 
such as number matching, which requires the user to enter a number 
displayed on the signxin screen into the app, and additional conteDt 
showing the location and application of the signxin request.3  :hese 
mitigations help considerably against fatigue attacks. :hey do not, in 
general, defeat a realxtime phishing proDy, because the user is interactx
ing with what appears to be a legitimate signxin and will see a legitimate 
number to enter.

3.  Uybersecurity  and  Infrastructure  Cecurity  Agency, 
Implementing Number Matching in MFA Applications, 'act 
Cheet,  UICA,  Washington,  M.U.,  October  3z33, 
7https-XXwww.cisa.govXsitesXdefaultXTlesXpublicationsXfactxshee
tximplementxnumberxmatchingxinxmfaxapplicationsx9zBc.pdf?
, accessed October 33, 3z31.
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Biometrics

Liometric authentication, typically Tngerprint or facial recognition, 
is now built into most laptops and mobile devices. In wellxdesigned 
enterprise implementations, biometrics are used locally to unlock a 
credential stored securely on the device, rather than being transmitted 
to a server and compared against a central database. :his distinction 
matters. When the biometric match happens on the device and unx
locks a cryptographic key, the biometric data itself is not eDposed to 
network attackers, and compromise of a server does not reveal usersE 
Tngerprints or facial templates.

Uentrali4ed biometric systems, in which biometric data is stored 
and matched by a service, raise more signiTcant privacy, regulatox
ry, and security concerns, since biometric characteristics cannot be 
changed if they are compromised. Organi4ations should also be aware 
that biometric veriTcation, particularly facial and voice recognition 
used in remote identity prooTng, is a target for the deepfake and 
synthetic media techniques discussed in Uhapter ;z.

Passkeys and FIDO2

:he most signiTcant development in authentication in recent years, 
in my view, has been the maturation of 'IMO3 and the broad adopx
tion of passkeys. 'IMO3 combines the WJU Web Authentication 
standard, known as WebAuthn, with the 'IMO AllianceEs Ulient to 
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Authenticator 8rotocol.J  :ogether, they allow a user to authenticate 
using a cryptographic key pair. :he private key never leaves the userEs 
authenticator, which may be a hardware security key, a platform aux
thenticator built into a laptop or phone, or a credential manager. :he 
server stores only the public key.

When the user signs in, the server sends a challenge, and the aux
thenticator signs it with the private key after verifying the user locally, 
usually with a biometric or 8IY. Uritically, the signature is bound 
to the origin of the website requesting it. A phishing site at a lookax
like domain cannot obtain a valid signature for the real site, because 
the authenticator will not produce one for the wrong origin. :his 
property is what makes 'IMO3 phishingxresistant rather than merely 
stronger.

8asskeys are 'IMO credentials designed for broad consumer and 
enterprise usability. :hey come in two general forms.>  Mevicexbound 
passkeys remain on a single authenticator, such as a hardware security 
key or a speciTc deviceEs secure hardware. Cynced passkeys are stored in 
a credential manager and synchroni4ed across a userEs devices, which 

J.  World Wide Web Uonsortium, Web Authentication: An API for 
Accessing Public Key Credentials, Level 3, WJU Hecommendax
tion, WJU, August 39, 3z31, 7https-XXwww.wJ.orgX:HXweba
uthnxJX?, accessed October 33, 3z31.

>.  'IMO  Alliance  Nnterprise  Meployment  Working  6roup, 
Mean G.  CaDe,  ed., FIDO Deploying Passkeys  in  the  Enter-
prise: Introduction, White 8aper, 'IMO Alliance, August 3Z, 
3z3>, 7https-XXTdoalliance.orgXwhitexpaperxTdoxdeployingxpa
sskeysxinxthexenterprisexintroductionX?, accessed October 33, 
3z31.
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greatly improves convenience and recovery but means the security 
of the passkey depends partly on the security of the synchroni4ation 
service and the account that controls it. 'or most workforce users, I 
believe either form represents a substantial improvement. 'or highly 
privileged administrators, many organi4ations reasonably prefer dex
vicexbound credentials, often on dedicated hardware security keys, so 
that they retain tighter control over where those credentials eDist.

ENTERPRISE FIELD NOTES
In passkey and security key rollouts I have been involved with, 

the technology itself was rarely the main obstacle. :he diVculx
ties were operational- issuing and replacing hardware keys across 
many countries, handling employees who lost or forgot their 
devices, supporting shared workstations in plants and call cenx
ters, accommodating applications that did not support modern 
authentication, and redesigning help desk procedures so that acx
count recovery did not quietly reintroduce the weaker methods 
the program was meant to eliminate. 8rograms that planned for 
these issues from the start tended to move faster than those that 
discovered them during deployment.

Phishing-Resistant Authentication and the Limits of 
Traditional MFA

:he case for phishingxresistant authentication rests on a simple obx
servation. Fost traditional F'A methods depend on the user corx
rectly identifying whether they are interacting with a legitimate site or 
service. Attackers have become very good at defeating that judgment, 
and, as Uhapter 3 discussed, AI is likely to make them better still. 
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8hishingxresistant methods remove that judgment from the user and 
place it in the cryptographic protocol.

In practice, two families of methods are generally regarded as 
phishingxresistant- 'IMO3 and passkeys, and certiTcatexbased aux
thentication using smart cards or similar mechanisms such as the 8I0 
and UAU cards used in the R.C. government. Loth rely on crypx
tographic keys that are bound either to the origin being authentix
cated to or to a mutually authenticated channel. R.C. federal guidx
ance has required agencies to adopt phishingxresistant F'A for their 
workforces,9  and UICA has encouraged critical infrastructure and 
private sector organi4ations to prioriti4e it, particularly for privileged 
accounts and highxvalue targets.1 

It is important to be clear about what phishingxresistant authentix
cation does and does not accomplish. It substantially reduces the risk 
of credential phishing and realxtime relay attacks against the authenx
tication step itself. It does not, by itself, prevent the theft of session 
tokens from a compromised device after authentication has occurred. 

9.  Chalanda M. Soung, Moving the U.S. Government Toward Zero 
Trust Cybersecurity Principles, Femorandum Fx33xzZ, OVce 
of Fanagement and Ludget, Washington, M.U., <anuary 31, 
3z33, 7https-XXwww.whitehouse.govXwpxcontentXuploadsX3z
33Xz;XFx33xzZ.pdf?, accessed October 33, 3z31.

1.  Uybersecurity  and  Infrastructure  Cecurix
ty  Agency, Implementing  Phishing-Resistant  MFA, 
'act  Cheet,  UICA,  Washington,  M.U.,  October 
3z33, 7https-XXwww.cisa.govXsitesXdefaultXTlesXpublicationsX
factxsheetximplementingxphishingxresistantxmfax9zBc.pdf?, acx
cessed October 33, 3z31.
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It does not prevent a user from being socially engineered into taking a 
harmful action while legitimately signed in. And it does not protect an 
account if the attacker can bypass it altogether, for eDample through 
a weak account recovery process or a legacy protocol that still accepts 
passwords alone.

:hat last point deserves emphasis. I have seen organi4ations deploy 
phishingxresistant authentication for their main signxin 5ow while 
leaving older authentication protocols enabled for compatibility, or 
while allowing users to fall back to CFC codes if they did not have their 
security key with them. In each case, an attacker who understood the 
environment could simply choose the weaker path. A phishingxresisx
tant program is only as strong as the weakest method the system will 
still accept for a given account.

BEST PRACTICES THAT WORK
8rioriti4e phishingxresistant authentication by risk rather 

than attempting to convert the entire workforce at once. In most 
enterprises, a sensible sequence begins with administrators of 
identity infrastructure and cloud platforms, followed by other 
privileged users, then eDecutives and their assistants, Tnance and 
payment roles, help desk staP, and developers with access to prox
duction systems, before eDpanding to the general workforce. At 
each stage, disable or restrict the weaker methods for that popx
ulation once enrollment is complete, enforce the requirement 
through conditional access policy, and monitor for attempts to 
use fallback methods. Nnrollment without enforcement leaves 
the old attack paths open.
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Single Sign-On, Federation, and Modern Identity 
Protocols

Uhapter J described federation and CCO from an architectural perx
spective. 'rom an authentication perspective, their signiTcance is that 
they allow strong authentication to be performed once, at the identity 
provider, and then conveyed to many applications in the form of 
signed assertions or tokens. :his is how an organi4ation can enforce 
phishingxresistant authentication for hundreds of applications withx
out each application needing to implement it.

:he protocols involved each play a distinct role. CAF/ 3.z conx
veys signed JF/ assertions about an authenticated user to a serx
vice provider, and it remains common in enterprise web applications. 
OAuth 3.z is a framework for delegated authori4ation, allowing a 
client application to obtain an access token that grants speciTc, scoped 
permissions on a userEs behalf. OpenIM Uonnect builds an authenx
tication layer on top of OAuth 3.z, providing an IM token that tells 
the application who the user is and how they authenticated. Ongoing 
work in the standards community, including the consolidation of 
OAuth best practices in the draft OAuth 3.; speciTcation, aims to 
remove older 5ows that proved insecure and to make safer defaults 
standard.K 

K.  Mick  Gardt,  Aaron  8arecki,  and  :orsten  /odderstedt, 
The  OAuth  2.1  Authorization  Framework,  InternetxMraft 
draftxietfxoauthxv3x;x;1, Internet Nngineering :ask 'orce, Cepx
tember J, 3z31, 7https-XXdatatracker.ietf.orgXdocXdraftxietfxoa
uthxv3x;X?, accessed October 33, 3z31.



AH0IYM FICGHAKz

Ceveral aspects of these protocols matter particularly for security 
teams. 'irst, assertions and tokens can carry information about how 
the user authenticated, often eDpressed as an authentication conteDt 
or authentication methods reference. Applications that handle senx
sitive operations can use this information to require that the user 
authenticated with a phishingxresistant method, or recently, before 
allowing certain actions. Cecond, token lifetimes and refresh behavior 
directly determine how long a stolen token remains useful. :hird, 
some OAuth 5ows designed for convenience, such as the device aux
thori4ation 5ow used to sign in on devices without keyboards, have 
been abused in phishing campaigns that trick users into authori4ing 
an attackerEs session.B  Organi4ations should restrict such 5ows to the 
scenarios that genuinely need them.

A promising area of development is binding tokens and sessions 
more tightly to the device on which they were issued, so that a stolen 
token cannot simply be replayed from another machine. Approachx
es such as proofxofxpossession tokens, including the OAuth M8o8 

B.  Ficrosoft :hreat Intelligence, 2Ctormx3JK3 Uonducts Mevice 
Uode 8hishing Uampaign,2 Microsoft Security Blog, 'ebruary ;J, 
3 z 3 9 , 
7https-XXwww.microsoft.comXenxusXsecurityXblogX3z39Xz3X;J
Xstormx3JK3xconductsxdevicexcodexphishingxcampaignX?, 
accessed October 33, 3z31.
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speciTcation,Z  and emerging browser mechanisms for devicexbound 
session credentials are designed to address eDactly this problem.;

z  Cupport remains uneven across platforms and applications at the 
time of writing, but I eDpect these capabilities to become increasingly 
important, both for human sessions and for the longxlived tokens held 
by AI agents.

ARCHITECTURE DECISIONS AND TRADE-OFFS
Cession lifetime- long or shortK /ong sessions reduce authentication 

prompts and improve user eDperience, which in turn may reduce the 
habituation that makes users approve prompts carelessly. :hey also 
eDtend the window during which a stolen session token remains usex
ful.

Chort sessions limit that window but increase friction and can genx
erate the kind of prompt fatigue that undermines security.

In my eDperience, the more ePective approach is to vary session 
policy by risk. Ordinary applications accessed from managed, complix
ant devices can tolerate longer sessions, particularly where continuous 
evaluation can revoke them if risk changes. 8rivileged access, sensitive 

Z.  Maniel 'ett, Lrian Uampbell, <ohn Lradley, :orsten /odderstedt, 
Fichael L. <ones, and Mavid Waite, OAuth 2.0 Demonstrating 
Proof of Possession (DPoP), H'U Z>>Z, Internet Nngineering :ask 
'orce, Ceptember 3z3J, 7https-XXwww.rfcxeditor.orgXrfcXrfcZ>
>Z?, accessed October 33, 3z31.

;z.  Firko Lor4, 2:o Uounter Uookie :heft, Uhrome Chips Mex
vicexLound Cession Uredentials,2 Help Net Security, April ;z, 
3z31, 7https-XXwww.helpnetsecurity.comX3z31Xz>X;zXgoogle
xchromexdevicexboundxsessionxcredentialsX?, accessed October 
33, 3z31.
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data, and highximpact transactions warrant shorter sessions, stepxup 
authentication at the moment of the sensitive action, and, where supx
ported, devicexbound tokens.

Adaptive Authentication, Device Context, and 
Risk-Based Access

Ctatic authentication policies treat every signxin the same way. Adapx
tive authentication adjusts requirements according to conteDt and 
risk, asking for stronger proof when circumstances warrant it and 
reducing friction when they do not.

Mevice conteDt is often the most valuable signal. Mnowing whether 
a signxin originates from a device the organi4ation manages, whether 
that device meets security baselines such as disk encryption and curx
rent patches, and whether endpoint protection is running and reportx
ing no threats allows the organi4ation to make much better decisions 
than identity alone permits. Fany enterprises now require managed, 
compliant devices for access to sensitive applications, which can also 
signiTcantly reduce the value of stolen credentials and session tokens, 
since the attackerEs device will not satisfy the policy.

Other signals include the network and location of the request, 
the time of access, the sensitivity of the application, and indications 
of risk from the identity provider or threat detection tools, such as 
signxins from anonymi4ing infrastructure, impossible travel between 
locations, or credentials appearing in known leaks. Hiskxbased polix
cies can respond to these signals by requiring stepxup authentication, 
limiting access to readxonly functions, blocking access, or triggering 
an investigation.

I would oPer two cautions about riskxbased authentication. 'irst, 
risk engines produce probabilistic assessments, not certainties. :hey 
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generate false positives that frustrate legitimate users and false negax
tives that allow attackers through, and they should be treated as one 
layer among several rather than as a substitute for strong authentix
cation. Cecond, locationxbased signals have become less reliable as atx
tackers increasingly route traVc through residential proDies and infrax
structure located near their targets. Mevicexbased and cryptographic 
signals tend to be harder for attackers to imitate.

Increasingly, authentication is also becoming continuous rather 
than a single event at signxin. Ctandards such as the OpenIM 'oundax
tionEs Chared Cignals 'ramework and the Uontinuous Access Nvalux
ation 8roTle allow identity providers, applications, and security tools 
to eDchange events about changes in risk, such as a revoked account, 
a compromised device, or a changed credential, so that sessions can 
be rexevaluated in near real time.;;  Adoption is still developing, but 
I believe this direction is the right one, particularly as AI agents begin 
operating longxlived sessions on behalf of users.

Balancing Security, Usability, Resilience, and Oper-
ational Complexity

Nvery authentication decision involves tradexoPs, and in my eDpex
rience, the programs that fail usually do so not because the chosen 

;;.  2OpenIM  'oundation  Cets  Yew  Ctandards  for  Healx:ime 
Cecurity  Nvent Charing,2 Help Net  Security,  Ceptember 33, 
3z39, 7https-XXwww.helpnetsecurity.comX3z39XzZX33Xopeni
dxstandardsxrealxtimexsecurityxeventxsharingX?, accessed Octox
ber 33, 3z31.
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technology was weak but because these tradexoPs were not managed 
well.

Usability

Authentication that is diVcult to use tends to be circumvented. Rsers 
share credentials, approve prompts without reading them, store passx
words insecurely, and pressure I: for eDceptions. 'ortunately, some of 
the strongest methods are also among the most convenient. 8asskeys 
unlocked with a Tngerprint or face are often faster than typing a passx
word and entering a code. Organi4ations that position phishingxresisx
tant authentication as an improvement in user eDperience, rather than 
as an additional burden, tend to see better adoption.

Resilience

As authentication becomes stronger and more centrali4ed, the conx
sequences of failure grow. If the identity provider is unavailable, or 
a critical population cannot authenticate because their devices are 
lost or a hardware supply chain is disrupted, business operations can 
halt. Hesilient authentication design includes multiple registered aux
thenticators per user, particularly for privileged users" secure, tested 
breakxglass accounts" documented procedures for issuing temporary 
credentials during outages" and capacity planning for the help desk 
during large rollouts.

Account Recovery

Hecovery deserves its own mention because it is so often the weak 
point. When a user loses their authenticator, the organi4ation must 
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verify their identity and issue a new credential. If that process relies 
on knowledgexbased questions, a phone call with minimal veriTcation, 
or fallback to CFC, it may ePectively reduce the accountEs security to 
the level of that process. Ctrong recovery approaches include requiring 
a second registered authenticator, veriTcation through a manager or 
trusted colleague using an established channel, inxperson veriTcation 
for privileged accounts, and remote identity prooTng services that 
check government identity documents. As Uhapter ;z discusses, rex
mote identity prooTng is itself becoming a target for deepfakes, so orx
gani4ations should evaluate such services carefully and monitor their 
ePectiveness.

Operational Complexity

/arge enterprises rarely have a uniform user population. 'rontline 
workers on shared devices, contractors on unmanaged equipment, 
employees in regions with limited connectivity or restrictions on cerx
tain devices, and staP using legacy systems all require diPerent apx
proaches. A realistic authentication strategy acknowledges this diverx
sity, deTnes a target state for each population, and accepts that some 
populations will move more slowly than others, while ensuring that 
compensating controls and documented eDceptions cover the gaps in 
the meantime.

REALISTIC THREAT SCENARIO
A large services company completes a successful passkey rollx

out for its workforce and enforces phishingxresistant authentix
cation for access to email and collaboration tools. Gowever, to 
minimi4e disruption, it leaves CFC codes enabled as a recovery 
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method and does not apply the new policy to a legacy remote 
access gateway that still accepts passwords and a onextime code.

An attacker targets a regional I: administrator, Trst through a 
phishing campaign that fails because the administratorEs passkey 
will not authenticate to the lookalike site. :he attacker then 
pivots. Rsing personal information gathered online, they perx
suade the administratorEs mobile carrier to transfer the phone 
number to a new CIF. With control of the number, they inix
tiate an account recovery, receive the CFC code, and register a 
new authentication method. Alternatively, they could have used 
a password obtained from an earlier breach together with an 
intercepted code to reach the legacy gateway.

:he phishingxresistant deployment worked eDactly as dex
signed. :he weakness was everything around it- a recovery 
method that undermined the primary method, and a legacy enx
try point eDcluded from policy. Hemoving CFC as a recovery opx
tion for administrators, requiring inxperson or managerxveriTed 
recovery for privileged accounts, and bringing the legacy gateway 
behind the identity provider would likely have closed both paths.

PRACTITIONER CHECKLIST
What authentication methods are currently permitted in your 

environment, and for which populationsK Which of them are 
phishingxresistantK

Gave you deTned a prioriti4ed sequence for moving highxrisk 
populations to phishingxresistant authentication, and are weaker 
methods disabled once each population is enrolledK

Are legacy authentication protocols disabled wherever possix
ble, and are remaining eDceptions documented and monitoredK
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Moes your password policy re5ect current guidance, including 
breached password screening and the removal of unnecessary 
periodic changesK

Mo sensitive applications check how and when the user aux
thenticated before allowing highximpact actionsK

Are access policies informed by device compliance and risk 
signals, and can sessions be revoked when risk changesK

Gow does account recovery work for privileged users, and 
could it be used to bypass your strongest authentication methx
odsK

Mo privileged users have more than one registered authentix
cator, and are breakxglass procedures documented and testedK

Looking Ahead

Authentication answers the question of who or what is making a 
request. It does not answer the equally important question of what 
that identity should be allowed to do. In my eDperience, many orgax
ni4ations have made meaningful progress on authentication in recent 
years while their authori4ation practices, including the accumulation 
of eDcessive permissions and the persistence of standing access, have 
lagged behind.

Uhapter 9 addresses that gap. It eDamines the distinction bex
tween authentication and authori4ation, compares rolexbased and atx
tributexbased access control, eDplores least privilege, separation of dux
ties, and justxinxtime access, and describes how identity governance 
and administration can help organi4ations reduce access sprawl and 
entitlement risk across compleD enterprise environments.



5. Authorization, 
Least Privilege, 
and Access 
Governance

I  once reviewed the access of a long-tenured employee at a large 
.nancial services .rm as part of an internal investigationN ;othing 

malicious had happened, the investigation concerned a data handling 
error' and the employeebs access was simply part of the kacWgroundN 
Ohat we found was striWing nonethelessN jver roughly .fteen years' 
the employee had held seven diVerent roles across three kusiness unitsN 
Oith each move' new access had keen granted to support the new 
BokN Eery little had ever keen removedN qy the time of our review' 
the employee could read' and in some cases modify' data in systems 
kelonging to departments they had not worWed in for a decadeN Avery 
individual grant had keen reDuested' approved' and recordedN Avery 
annual access review had keen completed and signed oV ky a managerN 
Tnd yet the cumulative result kore almost no relationship to what the 
employee actually needed to do their BokN
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I have seen variations of that story in nearly every large organixation 
I have worWed withN It illustrates a proklem that I kelieve is among 
the most widespread and underappreciated in enterprise security4 au-
thorixation tends to accumulateN Tccess is easy to grant' diMcult to 
remove' and hard to see in aggregateN jver time' the gap ketween what 
identities are permitted to do and what they actually need to do grows 
wider' and every unnecessary permission kecomes an opportunity for 
an attacWer' a careless mistaWe' or an insider to cause harmN

Shis chapter e8amines authorixation and access governanceN It ke-
gins with the distinction ketween authentication and authorixation' 
compares role-kased and attrikute-kased access control' e8plores least 
privilege' separation of duties' and Bust-in-time access' descrikes the 
role of identity governance and administration in managing the lifecy-
cle of access' and closes with practical strategies for reducing e8cessive 
permissions and access sprawlN

Authentication Versus Authorization

Tuthentication and authorixation are often discussed together' and 
the distinction ketween them can klur in casual conversationN It is 
worth stating plainlyN Tuthentication estaklishes who or what is maW-
ing a reDuestN Tuthorixation determines what that identity is permit-
ted to doN Rhapter 0 focused on maWing the .rst Duestion trustworthyN 
Shis chapter focuses on maWing the answer to the second Duestion 
appropriateN

She two are related in an important wayN Utrong authentication re-
duces the liWelihood that an attacWer can assume an identity' kut it does 
nothing to limit the damage if they succeed' or if the legitimate holder 
of the identity misuses itN Tuthorixation determines the klast radius 
of a compromised or misused identityN Tn attacWer who phishes a user 



TGEI;Y 1IUFGT()

with narrowly scoped access gains a limited footholdN Tn attacWer who 
phishes a user with kroad' accumulated access may gain the akility to 
reach sensitive data and systems across the enterpriseN

In my e8perience' many organixations have invested more heavily in 
authentication than in authorixation over the past several years' partly 
kecause authentication improvements are visikle and measurakle' and 
partly kecause authorixation proklems are distrikuted across hundreds 
or thousands of applications' each with its own permission modelN 
Tuthorixation is harder to .8 centrallyN It is also' I would argue' where 
a large share of residual identity risW now sitsN

Tuthorixation decisions occur at several levelsN Roarse-grained de-
cisions determine whether an identity can access an application at 
all' and they are often enforced at the identity provider through 
group memkership or conditional access policyN 9ine-grained deci-
sions determine what the identity can do within the application4 
which records it can see' which transactions it can approve' which 
con.gurations it can changeN 9ine-grained authorixation is usually 
implemented inside each application' which is precisely why it is so 
diMcult to govern consistentlyN
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Role-Based and Attribute-Based Access Control

jrganixations have developed several models for deciding how per-
missions are assignedN She two most widely discussed are role-kased 
access control and attrikute-kased access controlN

Role-Based Access Control

Gole-kased access control "GqTR3 groups permissions into roles that 
correspond to Bok functionsNK  Hsers are assigned roles' and through 
those roles they receive the permissions needed to perform their worWN 
T new accounts payakle clerW is assigned the accounts payakle clerW 
role and receives the access associated with it' rather than reDuesting 
each permission individuallyN

GqTR has signi.cant advantagesN It is intuitive for kusiness man-
agers' it simpli.es provisioning and reviews' and it supports regulatory 
reDuirements ky maWing access patterns easier to e8plain and auditN 
1ost enterprise applications and cloud platforms support some form 
of itN

KN  Yavid 9N 9erraiolo and YN Gichard 6uhn' 2Gole-qased Tccess 
Rontrols'2 Proceedings of the 15th National Computer Security 
Conference' ;ational Institute of Utandards and Sechnology and 
;ational Romputer Uecurity Renter' qaltimore' jctoker K5-K<' 
K::/' ppN >>0-><5' Phttps4JJcsrcNnistNgovJpuksJconferenceJK:
:/JK)JK5Jrolekased-access-controlsJ.nal?' accessed jctoker //' 
/)/<N
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GqTR also has well-Wnown weaWnessesN Goles tend to proliferateN 
jrganixations create new roles to handle e8ceptions' regional vari-
ations' and special proBects' and over time the numker of roles can 
approach or even e8ceed the numker of users' at which point the 
model no longer simpli.es anythingN Shis phenomenon is often called 
role e8plosionN Goles also tend to drift4 the permissions within a role 
e8pand as people reDuest additions' and few organixations regularly 
review whether each role still reLects what its memkers actually needN 
In several enterprises I have worWed with' role engineering proBects 
intended to rationalixe access stalled kecause the organixation could 
not agree on what its Bok functions actually wereN

Attribute-Based Access Control

Tttrikute-kased access control "TqTR3 maWes authorixation deci-
sions ky evaluating attrikutes of the sukBect' the resource' the action' 
and the environment against policiesN Gather than asWing whether a 
user holds a particular role' the system might asW whether the userbs 
department matches the resourcebs owning department' whether the 
userbs clearance level meets the databs classi.cation' whether the re-
Duest originates from a managed device' and whether the time falls 



IYA;SISC UARHGISC I; SFA T7A j9 TI (5

within kusiness hoursN ;IUS Upecial Zuklication ())-K</ provides a 
widely referenced description of the modelN/ 

TqTR oVers Le8ikility and precision that GqTR struggles to 
matchN Zolicies can e8press nuanced conditions without creating a 
new role for every comkination' and access can adapt automatically as 
attrikutes changeN Ohen an employee transfers departments and their 
department attrikute is updated' their access can change accordingly 
without manual interventionN

She diMculty is that TqTR depends heavily on the Duality and 
consistency of attrikutesN If department codes in the FG system are 
inaccurate' if resources are not reliakly tagged with classi.cation and 
ownership' or if diVerent systems use diVerent attrikute de.nitions' 
TqTR policies will maWe incorrect decisionsN TqTR policies can also 
kecome comple8 and diMcult for kusiness owners to understand' 
which complicates review and auditN

Other Models

Swo further approaches are worth notingN Gelationship-kased access 
control determines access from the relationships ketween entities' 
such as whether a user is a memker of a proBect that owns a document' 

/N  Eincent RN Fu' Yavid 9erraiolo' GicW 6uhn' Tdam Uchnitxer' 
6enneth Uandlin' Gokert 1iller' and 6aren Ucarfone' Guide to 
Attribute Based Access Control (ABAC) Definition and Consid-
erations' ;IUS Upecial Zuklication ())-K</' ;ational Institute 
of Utandards and Sechnology' 7aitherskurg' 1dN' Kanuary /)K0 
"updated 9ekruary /)K:3' Phttps4JJdoiNorgJK)N<)/(J;IUSNUZN
())-K</?' accessed jctoker //' /)/<N
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and it underpins the sharing models of many collakoration plat-
formsN Zolicy-kased approaches e8ternalixe authorixation logic from 
applications into dedicated policy engines' using policy languages that 
can ke centrally managed' version-controlled' tested' and auditedN 
jpen-source and commercial policy engines have made this approach 
increasingly practical' particularly for cloud-native applications and' 
as Rhapter : discusses' for constraining the actions of TI agentsN5 

ARCHITECTURE DECISIONS AND TRADE-OFFS
GqTR or TqTRL In practice' this is rarely an either-or decisionN 

GqTR oVers simplicity' kusiness comprehensikility' and strong sup-
port in e8isting tools' kut it struggles with .ne-grained or conte8t-de-
pendent decisions and tends toward role e8plosionN TqTR oVers pre-
cision and adaptakility kut depends on high-Duality attrikute data and 
can produce policies that are diMcult to reviewN

She approach I have seen worW most consistently in large enter-
prises is a hykridN Hse a relatively small numker of well-de.ned roles 
to estaklish kaseline' coarse-grained access aligned with Bok functionsN 

5N  Rloud  ;ative  Romputing  9oundation'  2Rloud  ;ative 
Romputing  9oundation  Tnnounces  jpen  Zolicy  Tgent 
7raduation'2  press  release'  9ekruary  0'  /)/K' 
Phttps4JJwwwNcncfNioJannouncementsJ/)/KJ)/J)0Jcloud-nati
ve-computing-foundation-announces-open-policy-agent-gradu
ationJ?' accessed jctoker //' /)/<, Tmaxon Oek Uervices' 
2Introducing Redar'  an jpen-Uource Manguage for Tccess 
Rontrol'2 What's  New  with  AWS'  1ay  K)'  /)/5' 
Phttps4JJawsNamaxonNcomJakout-awsJwhats-newJ/)/5J)>Jced
ar-open-source-language-access-controlJ?' accessed jctoker //' 
/)/<N
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Mayer attrikute-kased conditions on top for sensitive resources and 
conte8t' such as device state' data classi.cation' location' and timeN 
A8ternalixe .ne-grained authorixation logic into policy engines for 
new applications where possikleN Tnd invest in the attrikute data 
Duality that any of these models ultimately depends onN

Least Privilege, Separation of Duties, and 
Just-in-Time Access

Least Privilege

She principle of least privilege holds that every identity should have 
only the access necessary to perform its legitimate function' and no 
moreN 9ew security principles are more widely endorsed' and few are 
more consistently violatedN

She reasons are understandakleN Yetermining the minimum nec-
essary access reDuires detailed Wnowledge of what each identity actu-
ally does' which application owners and managers often do not haveN 
7ranting kroad access is faster and avoids the support calls that follow 
when a permission turns out to ke missingN Gemoving access feels risWy 
kecause it might kreaW somethingN Tnd the costs of e8cessive access are 
invisikle until something goes wrong' while the costs of insuMcient 
access are felt immediately ky frustrated users and their managersN

In cloud environments' the gap ketween granted and used permis-
sions can ke especially largeN Rloud platforms oVer thousands of gran-
ular permissions' and administrators freDuently assign kroad managed 
policies rather than crafting narrow custom onesN Tnalyses of cloud 
environments' including those puklished ky cloud security vendors' 
have repeatedly suggested that most identities use only a small fraction 
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of the permissions they holdN0  I would treat any speci.c percentage 
with caution' kut the pattern is consistent with what I have okserved 
directlyN

Tchieving least privilege is therefore less a matter of policy than of 
process and dataN It reDuires visikility into which permissions are ac-
tually used' mechanisms to remove unused access safely' and a provi-
sioning model that grants narrow access ky default and maWes kroader 
access the e8ceptionN

Separation of Duties

Ueparation of duties ensures that no single identity can complete a 
sensitive process from keginning to end without the involvement of 
anotherN She person who creates a vendor in the payment system 
should not ke the person who approves payments to that vendorN 
She developer who writes code should not ke akle to deploy it to 
production without reviewN She administrator who manages audit 
logs should not ke akle to delete records of their own actionsN

Ueparation of duties controls are central to fraud prevention and are 
often reDuired ky .nancial regulations and audit frameworWsN Shey 
are also' in my e8perience' freDuently undermined in practiceN So8ic 
comkinations of access arise when users accumulate roles over time' 
when emergency access is granted and never removed' and when the 
same individual holds koth kusiness and administrative access to a 
systemN Yetecting these conLicts reDuires a de.ned set of separation of 
duties rules and the akility to evaluate access across multiple systems' 

0N  1icrosoft Rorporation' 2023 State of Cloud Permissions Risks 
Report' 1icrosoft' Gedmond' OashN' 1arch /)/5N
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since a conLict may involve permissions held in two diVerent applica-
tionsN

Just-in-Time Access

Utanding access' meaning permissions that persist continuously 
whether or not they are keing used' is one of the most signi.cant 
contrikutors to identity risWN Avery standing privilege is availakle to an 
attacWer who compromises the identity at any moment' day or nightN

Kust-in-time "KIS3 access reverses this defaultN Instead of holding 
sensitive permissions permanently' an identity reDuests elevated access 
when it needs it' receives it for a limited time' often after approval or 
additional authentication' and loses it automatically when the time 
e8piresN Nero standing privilege is the logical e8tension of this ap-
proach' in which no identity holds sensitive access ky defaultN

KIS access has kecome increasingly practical with the maturation 
of privileged access management tools and native capakilities in maBor 
cloud platforms and identity providersN It is most commonly applied 
to administrative access' which Rhapter < discusses in detail' kut the 
same principle can ke e8tended to access to sensitive data' production 
systems' and high-impact kusiness functionsN In my e8perience' orga-
nixations that adopt KIS access for even a sukset of their most sensitive 
permissions often see a sukstantial reduction in their e8posure with a 
relatively modest operational kurden' provided the reDuest and ap-
proval process is fast enough that users do not seeW worWaroundsN

ENTERPRISE FIELD NOTES
Ohen introducing Bust-in-time access' the most common ok-

Bection I hear is that it will slow people downN In practice' the 
friction tends to ke concentrated in the .rst few weeWs' while 
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worWLows and approval paths are adBustedN jnce the process is 
fast and predictakle' most users adapt DuicWly' and many come 
to prefer it kecause it removes the an8iety of holding powerful 
access they rarely useN She programs that struggled were usually 
those that reDuired manual approvals from kusy managers for 
routine' low-risW elevationsN Geserving human approval for gen-
uinely sensitive access' and allowing self-service elevation with 
strong authentication and logging for routine tasWs' tended to 
resolve that proklemN

Identity Governance and Administration

Identity governance and administration "I7T3 encompasses the 
processes and tools that manage identities and their access throughout 
their lifecycleN Its core functions include provisioning and deprovi-
sioning' access reDuests and approvals' access certi.cation or review' 
role and policy management' separation of duties enforcement' and 
reporting for audit and complianceN

The Identity Lifecycle

She identity lifecycle is often descriked in terms of Boiners' movers' 
and leaversN Koiners need access provisioned DuicWly and accurately 
when they startN 1overs' people who change roles' departments' or 
locations' need new access granted and old access removedN Meavers 
need all access revoWed promptly when they departN

jf these three events' my e8perience suggests that movers are han-
dled worstN Koiner processes are usually well understood kecause a 
new employee who cannot worW generates immediate complaintsN 
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Meaver processes receive attention kecause auditors checW themN 1over 
processes' however' freDuently add new access without removing old 
access' which is e8actly how the accumulation descriked at the start 
of this chapter occursN Tutomating the removal of access tied to a 
previous role' often after a short transition period' is one of the most 
eVective improvements an I7T program can maWeN

Rontractors' partners' and other non-employees present additional 
diMcultiesN Shey are often managed outside the FG system' their 
engagements may end without any formal noti.cation to IS' and their 
access may persist long after their worW is completeN Astaklishing an 
authoritative source for non-employee identities' with de.ned spon-
sors and end dates' is an essential and freDuently neglected element of 
governanceN

Access Reviews

Zeriodic access reviews' in which managers or application owners 
certify that usersb access remains appropriate' are a staple of identity 
governance and a common regulatory reDuirementN Shey are also' in 
many organixations' a source of considerakle frustration and limited 
security valueN

She typical failure mode is easy to recognixeN T manager receives 
a long list of entitlements descriked in cryptic technical names' with 
little conte8t akout what each one permitsN Shey have doxens of em-
ployees to review and a deadlineN GevoWing access risWs disrupting 
someonebs worWN Tpproving everything taWes a few clicWsN She result' 
sometimes called rukker-stamping' is a review process that satis.es 
auditors while doing little to reduce actual risWN

Improving reviews tends to involve several steps4 presenting en-
titlements in kusiness-friendly language, highlighting the access that 
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matters most' such as privileged' sensitive' or unused permissions' 
rather than asWing reviewers to evaluate everything eDually, provid-
ing usage data so reviewers can see whether access has keen e8ercised 
recently, focusing reviews on changes and anomalies rather than full 
recerti.cation of unchanged access, and measuring revocation rates 
and review Duality rather than simply completion ratesN Rhapter KK 
discusses how TI can assist with some of these tasWs' along with the 
risWs of relying on it uncriticallyN

Connectivity and Coverage

Ts Rhapter 5 noted' an I7T platform can only govern what it is 
connected toN In many enterprises' the governance program covers the 
maBor directories and a set of core applications' while hundreds of 
UaaU applications' departmental systems' and cloud environments sit 
outside its reachN Tccess in those systems is managed manually' if at allN 
A8panding coverage' prioritixed ky the sensitivity of each application' 
is often the single largest determinant of whether governance delivers 
real security valueN

BEST PRACTICES THAT WORK
1easure your governance program ky outcomes rather than 

activityN Rompletion rates for access reviews and the numker of 
applications onkoarded are useful operational metrics' kut they 
say little akout risWN 1ore meaningful indicators include the time 
ketween an employeebs termination and the removal of their ac-
cess across all systems, the numker of active accounts kelonging 
to departed employees or e8pired contractors, the proportion 
of privileged access that is standing rather than Bust-in-time, the 
numker of unresolved separation of duties conLicts, and the vol-
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ume of granted permissions that have not keen used in the past 
ninety daysN Shese measures tend to reveal whether governance 
is reducing e8posure or merely documenting itN

Reducing Excessive Permissions, Access Sprawl, and 
Entitlement Risk

1ost organixations are not starting from a clean slateN Shey have years 
of accumulated access to address' and they cannot pause the kusiness 
while they redesign their authorixation modelN Geducing e8isting en-
titlement risW is therefore a practical' incremental eVortN

She .rst step is visikilityN jrganixations need to understand what 
access e8ists' who holds it' and' wherever possikle' whether it is usedN 
Hsage data is particularly valuakle kecause it allows the organixation to 
distinguish ketween access that is needed and access that merely e8istsN 
1any cloud platforms provide information akout when permissions 
were last used' and cloud infrastructure entitlement management 
tools can analyxe eVective permissions across comple8 cloud policy 
structuresN 9or on-premises applications' usage data may ke harder to 
oktain and may reDuire analysis of application logsN

She second step is prioritixationN ;ot all e8cessive access carries 
eDual risWN Hnused administrative privileges' access to sensitive data' 
permissions that enakle privilege escalation' access held ky departed 
users or dormant accounts' and separation of duties conLicts in .-
nancial processes generally deserve attention kefore kroad read access 
to low-sensitivity systemsN

She third step is remediation' and here caution pays oVN Gemoving 
access that turns out to ke needed can disrupt kusiness operations and 
erode trust in the security programN Tpproaches that reduce this risW 
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include removing access .rst from clearly dormant accounts, disakling 
rather than deleting access initially so it can ke DuicWly restored, noti-
fying users and owners in advance, removing access in stages' starting 
with permissions that have not keen used for an e8tended period, and 
estaklishing a fast path for restoring access that turns out to ke neededN

She fourth step is preventionN Rleaning up e8isting access is of 
limited value if new access continues to accumulate in the same wayN 
Yurakle improvement reDuires changing the provisioning model so 
that access is narrower ky default' time-limited where appropriate' 
tied to roles or attrikutes that change automatically when a personbs 
situation changes' and sukBect to automatic e8piry when unusedN

9inally' I would emphasixe that non-human identities must ke in-
cluded in this worWN Uervice accounts' application identities' and in-
tegrations often hold some of the kroadest and least reviewed permis-
sions in the environmentN 7overnance programs that focus e8clusively 
on human users may address only part of the proklemN Rhapter ( 
discusses non-human identities in depthN

REALISTIC THREAT SCENARIO
T marWeting analyst at a retail company falls for a well-crafted 

phishing message' and the attacWer oktains a valid sessionN She 
analystbs current role reDuires access only to campaign reporting 
toolsN Fowever' the analyst previously worWed in customer ser-
vice and' kefore that' on a data integration proBectN Tccess from 
koth roles was never removedN

Hsing the analystbs session' the attacWer discovers that the ac-
count can still Duery the customer support platform' including 
customer contact details and order histories' and can read .les 
in a shared data repository used ky the old integration proBect' 
where an e8port of customer records and a con.guration .le 
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containing an TZI Wey had keen left kehindN She TZI Wey grants 
read access to the companybs loyalty program datakaseN

Oithin a few hours' the attacWer e8.ltrates a large volume of 
customer dataN She initial compromise aVected an identity with 
seemingly modest privilegesN She damage resulted from accu-
mulated access and stored secrets that had nothing to do with the 
analystbs current BokN

Tutomated removal of access on role change' periodic review 
of unused entitlements' scanning of shared repositories for cre-
dentials and sensitive e8ports' and anomaly detection on unusual 
data Dueries from an identity whose role did not reDuire them 
would each have reduced the impact sukstantiallyN

PRACTITIONER CHECKLIST
Ran you identify' for any given user' all of the access they hold 

across directories' cloud platforms' and maBor applicationsL
Ohen employees change roles' is access from their previous 

role removed automatically' and within what time frameL
Is there an authoritative source for contractors and other 

non-employees' with sponsors and end datesL
Fow many roles e8ist in your environment relative to the 

numker of users' and when were role de.nitions last reviewedL
Yo access reviews present usage data and focus reviewers on 

high-risW access' and what proportion of reviewed access is actu-
ally revoWedL

Tre separation of duties rules de.ned and evaluated across 
systems' particularly for .nancial processesL

Ohat proportion of sensitive and administrative access is 
standing rather than Bust-in-timeL
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Yo you have visikility into unused permissions in cloud en-
vironments' and a safe process for removing themL

Tre service accounts and other non-human identities includ-
ed in governance processesL

Looking Ahead

Tuthorixation controls determine how much damage a compromised 
identity can doN ;owhere is that Duestion more conseDuential than for 
privileged identities4 the administrators' service accounts' and secrets 
that can control infrastructure' change security con.gurations' and 
access the organixationbs most sensitive systemsN

Rhapter < focuses on these high-value identitiesN It e8amines how 
to protect administrator accounts' how privileged access management 
platforms are architected and deployed' how to manage service ac-
counts' TZI Weys' certi.cates' and application secrets' and how vault-
ing' credential rotation' ephemeral credentials' and Bust-in-time priv-
ilege can limit the impact when' despite our kest eVorts' an identity is 
compromisedN



6. Privileged 
Access and 
Secrets 
Management

D uring an incident response engagement some years ago, I sat 
with a team trying to answer what should have been a simple 

question: which credentials did the attacker have? We knew the at-
tacker had obtained domain administrator access. What we did not 
know, and what took days to establish, was everything else that ac-
cess had exposed. Administrators had stored passwords for network 
devices in a spreadsheet on a Sle share. Pcripts on several servers 
contained embedded credentials for databases and cloud accounts. 
A deployment tool held AEI keys for the production environment. 
A service account used by the backup system had rights to nearly 
every server in the company, and its password had not been changed 
since the system was installed. Rach of these had to be identiSed, as-
sessed, and rotated before we could be conSdent the attacker had been 
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removed. Pome of the rotations broke production systems because 
nobody knew what depended on them.

jhat engagement reinforced a conviction I have held ever since: 
privileged access is where identity risk is most concentrated, and se-
crets are where it is most likely to hide. An ordinary user account, 
if compromised, may expose a mailbox and a handful of applica-
tions. A privileged account or an exposed secret may expose the en-
tire enterprise. jhis chapter examines how to protect administrator 
accounts and other high-value identities, how privileged access man-
agement platforms are designed and deployed, how to manage the 
service accounts, AEI keys, certiScates, and application secrets that 
pervade modern environments, and how vaulting, rotation, ephemer-
al credentials, and Yust-in-time privilege can limit the damage when an 
identity is compromised.

Protecting Administrator Accounts and High-Value 
Identities

What Counts as Privileged

jhe traditional deSnition of privileged access focuses on adminis-
trators: domain administrators, root accounts on servers, database 
administrators, network device administrators, and the administrators 
of cloud platforms and the identity provider itself. jhese accounts can 
change conSgurations, create and modify other identities, access or 
alter data directly, and disable security controls. jheir compromise is 
generally the turning point in a serious intrusion.

In my experience, a narrow deSnition of privilege leaves signiScant 
gaps. A broader view of high-value identities includes several addi-
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tional categories. 2usiness users who can approve payments, change 
supplier banking details, or access large volumes of sensitive data may 
represent greater Snancial risk than many system administrators. 9elp 
desk staz who can reset passwords and H7A registrations hold, in 
ezect, the ability to take over other accounts. Developers and DevFps 
engineers with access to source code, build pipelines, and production 
deployment can introduce malicious changes that azect every cus-
tomer. Rxecutives and their assistants are targeted for impersonation 
and fraud. Pecurity team members themselves often hold broad visi-
bility and administrative access to security tools that attackers would 
very much like to disable.

I would encourage security teams to build an explicit inventory of 
high-value identities that spans all of these categories, rather than rely-
ing on membership in a handful of administrative groups. As Uhap-
ter 4 noted, ezective privilege frequently exceeds what group names 
suggest, particularly when nested groups, delegated permissions, and 
cloud IAH policies are taken into account.

Core Protections for Administrative Accounts

Peveral practices form the foundation of administrator account secu-
rity, and I Snd that they are still inconsistently applied even in mature 
organi8ations.

Administrators should use separate accounts for privileged and 
ordinary work. Veading email and browsing the web with an account 
that holds administrative rights exposes those rights to phishing and 
malicious content. A dedicated administrative account, used only for 
administrative tasks, substantially reduces that exposure.

Erivileged accounts should require phishing-resistant authentica-
tion without exception. As Uhapter 1 discussed, these are the accounts 



AVNIMD HIP9VA63

for which the investment in hardware security keys or device-bound 
passkeys is most clearly YustiSed.

Administrative work, particularly for tier-8ero systems such as the 
identity provider and directory, should be performed from privileged 
access workstations: hardened devices dedicated to administration, 
without email or general web browsing, and with tightly controlled 
software."  jhe reason is straightforward. If an administrator signs in 
to a sensitive system from a compromised laptop, the attacker on that 
laptop can potentially capture the credentials or session. Erotecting 
the device used for administration is as important as protecting the 
credential itself.

jhe tiered administration model introduced in Uhapter < extends 
this logic. Uredentials for the highest tier should never be exposed 
on lower-tier systems where they might be harvested. Administra-
tors of domain controllers should not sign in to ordinary servers or 
workstations with those credentials, and workstation administrators 
should not hold rights over servers. Haintaining this separation re-
quires discipline and periodic veriScation, because it tends to erode 
under operational pressure.

7inally, the number of privileged accounts should be minimi8ed. 
Rvery standing administrative account is a target. Veducing their 
number, combined with the Yust-in-time approaches discussed later 
in this chapter, is one of the most ezective ways to shrink the attack 
surface.

".  Hicrosoft Uorporation, /Erivileged Access Devices,/ Microsoft 
Learn, >https:00learn.microsoft.com0en-us0security0privileged
-access-workstations0privileged-access-devices(, accessed Fcto-
ber 44, 4)4T.
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ENTERPRISE FIELD NOTES
When I ask administrators why they continue to use privi-

leged accounts for everyday work, the answer is almost always 
convenience rather than ignorance. Pwitching between accounts, 
or between an ordinary laptop and a privileged access work-
station, adds friction to tasks they perform many times a day. 
Erograms that succeeded in changing this behavior tended to 
reduce that friction deliberately: providing virtuali8ed privi-
leged workstations that could be launched quickly, streamlining 
Yust-in-time elevation, and involving senior administrators in de-
signing the work'ow. Erograms that simply issued a policy and 
expected compliance generally found that exceptions accumu-
lated within months.

Privileged Access Management: Architecture and 
Implementation

Erivileged access management JEAH; platforms provide centrali8ed 
control over privileged credentials and sessions. Although products 
dizer, most EAH architectures include several common capabilities.

A credential vault stores privileged passwords, keys, and other se-
crets in encrypted form, removing them from spreadsheets, scripts, 
and administratorsQ memories. Access to vaulted credentials is con-
trolled by policy and logged.

Uredential management automates the rotation of privileged pass-
words, often after each use or on a deSned schedule, so that a creden-
tial obtained by an attacker quickly becomes invalid. Pome platforms 
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check out credentials to users for a limited period and rotate them on 
check-in.

Pession management brokers privileged connections to target sys-
tems. Vather than receiving the actual credential, the administrator 
connects through the EAH platform, which inYects the credential into 
the session on their behalf. jhe administrator never sees the password, 
which means it cannot be phished, written down, or reused elsewhere. 
Pessions can be monitored in real time and recorded for later review.

Rlevation and delegation capabilities allow users to run speciSc 
commands or applications with elevated rights on endpoints and 
servers without holding full administrative access, which is particular-
ly useful for removing local administrator rights from workstations.

Kust-in-time access work'ows grant privileged rights for a limited 
time, often after approval, and revoke them automatically. Hany EAH 
platforms, identity providers, and cloud platforms now ozer this ca-
pability natively.

Implementation Realities

EAH implementations have a mixed reputation, and in my experience 
the diLculties are rarely technical. jhe most common problem is 
incomplete coverage. Frgani8ations purchase a EAH platform, on-
board a set of domain administrator accounts and critical servers, and 
declare the initial phase complete. Cears later, a large share of privileged 
accounts, cloud administrative roles, network devices, databases, and 
PaaP administrator accounts remain outside the platform. Attackers 
do not limit themselves to the onboarded systems.

A second common problem is that EAH becomes a vault for cre-
dentials that are still standing and still broadly privileged. Naulting a 
domain administrator password is an improvement over storing it in 
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a spreadsheet, but if do8ens of administrators can check it out at any 
time without approval, the underlying exposure has changed less than 
it appears.

A third problem is operational friction. If connecting through the 
EAH platform is slow or unreliable, administrators Snd ways around 
it, often by creating local accounts or caching credentials. EAH plat-
forms themselves must also be treated as tier-8ero infrastructure. A 
compromised EAH system may expose every credential it protects, 
so its own administration, availability, and recovery deserve careful 
design.

jhe implementations I have seen succeed tended to share a few 
characteristics: they began with a clear inventory of privileged ac-
counts and prioriti8ed them by risk5 they measured coverage honestly5 
they combined vaulting with Yust-in-time access rather than treating 
vaulting as the end state5 they extended EAH to cloud and PaaP ad-
ministration rather than focusing only on on-premises systems5 and 
they invested in administrator experience so that the secure path was 
also the convenient one.

ARCHITECTURE DECISIONS AND TRADE-OFFS
Pession brokering or credential checkout? Pession brokering, 

in which the EAH platform inYects credentials and administra-
tors never see them, provides strong protection against credential 
theft and enables recording and real-time monitoring. It can, 
however, introduce latency, compatibility problems with some 
tools and protocols, and a dependency on the EAH platformQs 
availability.

Uredential checkout, in which administrators retrieve a cre-
dential and use it directly, is more 'exible and compatible, but 
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the credential is exposed to the administratorQs device and mem-
ory during use.

A common and, in my view, sensible approach is to use session 
brokering for tier-8ero systems and other highly sensitive targets, 
where the security beneSt YustiSes the operational overhead, and 
to use checkout with automatic rotation after use for lower-tier 
systems or tools that cannot be brokered. Wherever possible, the 
long-term direction should be toward ephemeral, Yust-in-time 
credentials that reduce the need for either.

Service Accounts, API Keys, Certikcates, and Appli-
cation Secrets

9uman administrators are only part of the privileged access picture. 
Applications, scripts, and infrastructure also need credentials to au-
thenticate to one another, and these machine credentials are frequent-
ly among the most powerful and least protected in the environment. 
Uhapter 3 addresses non-human identities as a governance challenge. 
9ere, I focus on the credentials themselves and how they are managed.

Service Accounts

Pervice accounts are identities used by applications and services rather 
than by people. In on-premises environments, they are often directory 
accounts with passwords that applications use to connect to databas-
es, Sle shares, and other services. jheir weaknesses are well known: 
broad permissions granted for convenience, passwords that are never 
changed because nobody knows what will break, interactive sign-in 
rights that allow attackers to use them like ordinary accounts, and 
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a lack of clear ownership. Directory platforms provide mechanisms, 
such as group managed service accounts in Active Directory, that 
handle password rotation automatically, and I would encourage or-
gani8ations to adopt them wherever applications support them.4 

API Keys and Towens

AEI keys and tokens authenticate applications to cloud services, PaaP 
platforms, and internal AEIs. Hany are long-lived, highly privileged, 
and stored in places they should not be: source code repositories, con-
Sguration Sles, container images, UI0UD variables, chat messages, and 
documentation pages. Attackers actively scan public repositories for 
exposed keys, and in some reported cases exposed cloud keys have been 
abused within minutes of publication.<  Pecrets that are committed to 
a repository can persist in its history long after they are removed from 
the current code.

4.  Hicrosoft Uorporation, /Oroup Hanaged Pervice Accounts 
Fverview,/ Microsoft  Learn, 
>https:00learn.microsoft.com0en-us0windows-server0security0g
roup-managed-service-accounts0group-managed-service-accoun
ts-overview(, accessed Fctober 44, 4)4T.

<.  William  Oama8o  and  Mathaniel  Kuist,  /UloudLeys 
in  the  Air:  jracking  Halicious  Fperations  of  Rxposed 
IAH  Leys,/ Unit  42,  Ealo  Alto  Metworks,  Fctober  <), 
4)4<, >https:00unit14.paloaltonetworks.com0malicious-opera
tions-of-exposed-iam-keys-cryptoYacking0(, accessed Fctober 
44, 4)4T.
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Certikcates

Digital certiScates authenticate servers, devices, and in some cases 
users and workloads. jhey are often managed separately from oth-
er identity functions, sometimes by network or infrastructure teams 
with their own tools and spreadsheets. jwo problems recur. jhe 
Srst is unexpected expiry, which has caused signiScant outages at 
many organi8ations when a forgotten certiScate lapsed. jhe second 
is compromise or misuse of private keys, which can allow attackers 
to impersonate trusted services or sign malicious code. jhe industry 
is moving toward substantially shorter certiScate lifetimes for public 
jMP certiScates, a change that is likely to make automated certiScate 
lifecycle management ezectively mandatory for most enterprises.1 

Secrets SpraBl

jhe cumulative result of all these credentials is what is often called 
secrets sprawl: secrets distributed across code, conSguration, infra-
structure, and collaboration tools, with no complete inventory, in-
consistent protection, and little visibility into who or what can ac-
cess them. In my experience, organi8ations that conduct their Srst 

1.  UA02rowser 7orum, /2allot PU-)3"v<: Introduce Pchedule of 
Veducing  Nalidity  and  Data  Veuse  Eeriods,/  UA02rowser 
7orum,  April  "",  4)4N, 
>https:00cabforum.org04)4N0)10""0ballot-sc)3"v<-introduce
-schedule-of-reducing-validity-and-data-reuse-periods0(, 
accessed Fctober 44, 4)4T.
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comprehensive secrets scan are frequently surprised by the volume 
of exposed credentials they Snd, including credentials for production 
systems and cloud accounts with administrative rights.N 

JEST PRACTICES THAT WORK
jreat secret scanning as a continuous control rather than 

a one-time cleanup. In practice, this tends to mean scanning 
code at the point of commit so that secrets are caught before 
they enter a repository5 scanning existing repositories, including 
their history5 scanning container images, infrastructure-as-code 
templates, UI0UD conSgurations, and collaboration platforms5 
and, critically, treating any discovered secret as compromised and 
rotating it, rather than simply deleting it from the Sle where it 
was found. Vemoving a secret from the current version of a Sle 
does not remove it from history, backups, or the hands of anyone 
who has already copied it.

Vaulting, Rotation, Ephemeral Credentials, and 
/ust-in-Time Privilege

jhe tools for managing secrets have evolved through several stages, and 
I Snd it useful to think of them as a progression, each step reducing 
exposure further than the last.

N.  OitOuardian, The State of Secrets Sprawl 2025, OitOuardian, 
Harch 4)4N, >https:00blog.gitguardian.com0the-state-of-secre
ts-sprawl-4)4N0(, accessed Fctober 44, 4)4T.
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Vaulting

jhe Srst step is to move secrets out of code, conSguration Sles, and 
documents into a dedicated secrets manager or vault. Applications 
retrieve secrets at runtime through an authenticated AEI, and access 
to each secret is controlled by policy and logged. Host maYor cloud 
platforms ozer native secrets management services, and independent 
secrets management platforms support hybrid and multi-cloud en-
vironments. Naulting provides central visibility and control, and it 
removes the most obvious exposure. It does not by itself address the 
fact that the secrets may still be long-lived and highly privileged.

Rotation

jhe second step is to rotate secrets regularly and automatically, so that 
a stolen secret has a limited useful lifetime. Votation is conceptually 
simple and operationally challenging, because every consumer of a 
secret must be able to obtain the new value without disruption. In my 
experience, the fear of breaking production is the most common rea-
son rotation is not implemented, and it is a reasonable fear when de-
pendencies are poorly understood. Happing which applications use 
each secret, and building applications to retrieve secrets dynamically 
rather than caching them indeSnitely, are prerequisites for rotation at 
scale.

Ephemeral and Dynamic Credentials

jhe third step eliminates long-lived secrets altogether wherever pos-
sible. Dynamic credentials are generated on demand for a speciSc 
consumer, with a short lifetime, and are revoked automatically when 
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they expire. A secrets platform might create a database credential for 
an application at startup that expires after an hour, for example. Uloud 
platforms ozer short-lived tokens obtained by assuming roles rather 
than using static access keys. Workload identity mechanisms, which 
Uhapter 3 discusses in more detail, allow workloads to authenticate 
based on their veriSed runtime identity and to exchange that identity 
for short-lived credentials, without any stored secret at all. Workload 
identity federation allows UI0UD pipelines and workloads running in 
one environment to obtain short-lived credentials in another based on 
trust between identity providers, rather than through shared keys.

In my view, ephemeral credentials represent the most signiScant 
improvement available for machine credential security. A credential 
that exists for minutes and is scoped to a single purpose ozers far 
less value to an attacker than one that persists for years with broad 
permissions.

/ust-in-Time Privilege

7or human administrators, the equivalent of ephemeral credentials is 
Yust-in-time privilege, introduced in Uhapter N. Administrators hold 
no standing privileged rights. When they need to perform a privileged 
task, they request elevation, authenticate strongly, receive approval 
where required, and are granted the necessary rights for a limited peri-
od. HaYor cloud platforms and identity providers increasingly support 
this model natively for their own administrative roles. Uombined with 
privileged access workstations and session monitoring, Yust-in-time 
privilege can bring an organi8ation close to the goal of 8ero standing 
privilege for its most sensitive access.
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Preventing Privilege Escalation and Limiting the Im-
pact of Compromise

Despite the best protections, some identities will be compromised. 
jhe Snal obYective of privileged access and secrets management is to 
make it diLcult for an attacker to turn a limited compromise into a 
broad one, and to limit the damage if they succeed.

Peveral measures work together toward that obYective. Vemov-
ing standing privilege means that compromising an ordinary account 
does not automatically yield administrative rights. Rliminating stored 
secrets from Sle shares, scripts, and repositories closes some of the 
most common escalation paths. Rnforcing tiering prevents high-tier 
credentials from being exposed on systems where attackers are likely 
to land Srst. Analy8ing attack paths, using tools that map the rela-
tionships between identities, groups, permissions, and systems, allows 
defenders to identify and break escalation chains before attackers Snd 
them. Vestricting service account permissions and preventing inter-
active sign-in for service accounts limits their usefulness to an attacker.

Honitoring is equally important. Erivileged activity should gen-
erate high-Sdelity telemetry: elevation requests, credential checkouts, 
session recordings, changes to privileged group memberships, creation 
of new privileged accounts or keys, and changes to EAH and vault 
conSgurations. Gnusual patterns, such as privileged access outside 
normal hours, use of break-glass accounts, or retrieval of large num-
bers of secrets in a short period, deserve prompt investigation. Uhapter 
B discusses identity threat detection and response in depth.

7inally, organi8ations should plan for the scenario in which priv-
ileged credentials are compromised at scale. jhis means knowing 
which secrets exist, which systems depend on them, and how to rotate 
them quickly. In the incident I described at the start of this chapter, the 
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slowest part of recovery was not removing the attackerQs access5 it was 
discovering and safely rotating every credential that might have been 
exposed. Frgani8ations that have inventoried their secrets, automated 
rotation, and practiced mass credential resets can recover far faster 
than those attempting it for the Srst time under pressure.

REALISTIC THREAT SCENARIO
A software companyQs developer accidentally commits a con-

Sguration Sle containing a cloud access key to a public reposi-
tory. jhe key belongs to a service identity used by a deployment 
pipeline and holds broad permissions in the production cloud 
account, granted during an earlier migration and never reduced. 
Automated scanners operated by attackers detect the key shortly 
after it is published.

jhe attacker uses the key to enumerate the cloud environ-
ment, discovers a secrets manager, and Snds that the pipeline 
identity is permitted to read every secret in it, including database 
credentials and AEI keys for third-party payment and messaging 
services. jhe attacker also creates a new access key for a separate 
administrative identity, establishing persistence that will survive 
revocation of the original key.

jhe companyQs secret scanning tool alerts on the exposed key, 
and the security team revokes it within a few hours. 9owever, 
because the team treats the incident as a single leaked key, it does 
not immediately investigate what the key was used for, and the 
newly created administrative key goes unnoticed for several days.

Gsing workload identity federation for the pipeline instead 
of a static key, scoping the pipelineQs permissions to deployment 
tasks only, restricting secret access to the speciSc secrets each 
identity requires, alerting on creation of new access keys for ad-
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ministrative identities, and treating any exposed privileged cre-
dential as a full incident requiring investigation of its use would 
each have reduced the impact considerably.

PRACTITIONER CHECKLIST
Do you maintain an inventory of high-value identities that in-

cludes business approvers, help desk staz, developers, executives, 
and security personnel as well as system administrators?

Do administrators use separate accounts and privileged access 
workstations for administrative tasks, particularly for tier-8ero 
systems?

What proportion of privileged accounts, including cloud, 
PaaP, network, and database administration, is covered by your 
EAH platform?

9ow much privileged access is standing, and how much is 
granted Yust in time?

Is your EAH platform itself protected, monitored, and recov-
erable as tier-8ero infrastructure?

Do you scan code, repositories, pipelines, images, and collab-
oration tools for exposed secrets continuously, and are discovered 
secrets rotated rather than simply deleted?

Where could static credentials be replaced with ephemeral 
credentials or workload identity federation?

Are certiScates inventoried and renewed automatically, and 
are you prepared for shorter certiScate lifetimes?

Uould you identify and rotate every privileged credential in 
your environment within days if required?
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Loowing Ahead

jhe controls described in Eart II so far are primarily preventive. jhey 
make it harder for attackers to obtain identities and limit what those 
identities can do. Erevention, however, is never complete. Pome cre-
dentials will be phished, some tokens will be stolen, and some insiders 
will misuse their access. When that happens, the organi8ationQs ability 
to detect the compromise quickly and respond ezectively becomes 
decisive.

Uhapter B addresses that capability. It examines identity threat de-
tection and response, how to establish visibility across authentication, 
authori8ation, and identity changes, how to detect anomalous behav-
ior and suspicious privilege use, how to investigate identity incidents 
and coordinate across teams, and how to contain, recover, and im-
prove after an identity-based attack.



7. Identity 
Threat Detection, 
Response, and 
Recovery

S ome years ago, I was called into an organization on a Friday 
evening after its security operations center noticed something 

odd: an employee in the .nance department had signed in successfully 
from two countries within the same hourT bhe analyst on duty did 
what the playkoo' saidT She reset the userOs password and closed the 
tic'etT Mn -onday, the same account was again active from an unfaW
miliar locationT 

Ahen we investigated properly, we found that the attac'er had 
never needed the password after the initial compromiseT bhey held a 
stolen session to'en that remained valid after the reset, had registered 
a second -Fx method on the account, had created a mailkoR rule to 
hide security noti.cations, and had granted consent to a thirdWparty 
application that could read the userOs email inde.nitelyT Desetting the 
password had addressed none of theseT bhe playkoo' had keen written 
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for a world in which a password was the identity, and that world had 
;uietly endedT

bhat incident illustrates why identity threat detection and response 
has emerged as a distinct disciplineT braditional security operations 
grew up around malware, networ' intrusions, and endpoint activityT 
IdentityWkased attac's often involve none of those thingsT bhe attac'W
er signs in, uses legitimate tools, and akuses legitimate permissionsT 
Eetecting them re;uires identity telemetry and identity eRpertise, and 
responding to them re;uires actions, such as revo'ing to'ens, removW
ing rogue authentication methods, and repairing directory trust, that 
many incident response teams were not originally trained to performT

bhis chapter eRamines identity threat detection and response as a 
set of capakilities and use casesT It discusses how to estaklish visikility 
across authentication, authorization, and identity changes2 how to 
detect anomalous kehavior, compromised accounts, and suspicious 
privilege use2 how to investigate identity incidents and coordinate 
response across teams2 and how to contain, recover from, and learn 
from identityWkased attac'sT

Identity Threat Detection and Response: Capabili-
ties and Use Cases

bhe term identity threat detection and response, or IbED, gained 
prominence when industry analysts kegan using it around 0V00 to 
descrike tools and practices focused speci.cally on protecting identity 
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infrastructure and detecting the misuse of identitiesT3  Since then, a 
range of vendors has adopted the lakel, and the capakilities it descrikes 
now appear in identity providers, eRtended detection and response 
platforms, dedicated IbED products, and security information and 
event management systemsT xs with jero brust, I .nd it more useful 
to thin' of IbED as a set of capakilities than as a product categoryT

In my view, a mature IbED capakility addresses four kroad okPecW
tivesT

bhe .rst is protecting identity infrastructure itselfT Eirectories, 
identity providers, federation services, synchronization servers, and 
"x- platforms are the systems attac'ers most want to controlT IbED 
includes continuous assessment of their con.guration and posture, 
such as detecting ris'y directory settings, dangerous delegated permisW
sions, wea' federation con.gurations, and stale privileged accounts, as 
well as monitoring for attac's against themT

bhe second is detecting compromised identitiesT bhis includes recW
ognizing signs that credentials, sessions, or to'ens are keing used ky 
someone other than their legitimate holder, whether a human user, a 
service account, or an xI agentT

bhe third is detecting misuse of legitimate accessT Some of the 
most damaging identity incidents involve identities that are not comW
promised in the usual sense kut are keing used inappropriately, ky 

3T  1artner,  IncT,  71artner  Identi.es  bop  Security  and  Dis' 
-anagement brends for 0V00,7 press release, -arch <, 0V00, 
/https:>>wwwTgartnerTcom>en>newsroom>pressWreleases>0V00
WVqWV<WgartnerWidenti.esWtopWsecurityWandWris'WmanagementWtre
ndsWforW0V006, accessed Mctoker 00, 0V05T
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malicious insiders, ky careless users, or ky automated systems kehaving 
uneRpectedlyT

bhe fourth is enakling e?ective responseT Eetection has limited 
value if the organization cannot act ;uic'ly to revo'e sessions, disakle 
accounts, remove persistence, and restore trusted identity infrastrucW
tureT

Uommon IbED use cases include detecting credential stuBng 
and password spraying2 identifying adversaryWinWtheWmiddle phishing 
and session to'en replay2 Kagging -Fx fatigue attac's and suspicious 
-Fx method registrations2 detecting suspicious Mxuth application 
consents2 recognizing privilege escalation through group memkership 
or role changes2 identifying attac's against the onWpremises directory, 
such as attempts to harvest credential material or forge authentication 
tic'ets2 detecting changes to federation trusts and identity provider 
con.guration2 identifying anomalous service account kehavior2 and 
spotting reactivation of dormant accountsT Increasingly, the list also 
includes detecting unusual kehavior ky xI agents and the integrations 
that serve them, a topic Uhapter L eRplores in greater depthT

ENTERPRISE FIELD NOTES
Ahen I assess identity detection capakilities, I often as' the 

security operations team a simple ;uestion: if an attac'er added 
a new federation trust to your cloud tenant, or granted a new 
identity the right to replicate directory data, how long would 
it ta'e you to 'now8 -any teams can answer con.dently for 
malware on a laptopT Far fewer can answer for these identity 
infrastructure changes, which may represent a more severe comW
promiseT bhe gap usually reKects history rather than negligenceT 
Security operations centers were kuilt around endpoint and netW
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wor' telemetry, and identity telemetry was added later, often 
incompletelyT

Establishing Visibility Across Authentication, Au-
thorization, and Identity Changes

Eetection depends on dataT &efore an organization can recognize 
identity threats, it needs to collect, retain, and correlate the right 
telemetryT In my eRperience, gaps in this foundation are the most 
common reason identity attac's go undetectedT

Authentication Telemetry

xuthentication logs record who signed in, when, from where, using 
what device and method, to which application, and with what resultT 
bhe identity provider is usually the richest source, kut it is not the only 
oneT MnWpremises directory authentication, including (erkeros and 
Yb)- activity, 4"Y and remote access gateways, privileged access 
platforms, cloud platform consoles and x"Is, and SaaS applications 
that authenticate locally all generate authentication eventsT bo'en isW
suance and refresh events are particularly important, kecause, as the 
incident at the start of this chapter showed, a session may continue 
long after the initial signWinT

Authorization and Activity Telemetry

(nowing that an identity signed in is only part of the storyT Security 
teams also need to 'now what it did: which resources it accessed, 
which data it read or downloaded, which administrative actions it 
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performed, and which x"I calls it madeT Uloud platform audit logs, 
SaaS application audit logs, datakase activity monitoring, .le access 
logs, and "x- session records provide this informationT Uoverage is 
often unevenT Some SaaS applications o?er detailed audit logs only at 
premium license tiers, and some legacy applications log very littleT

Identity Change Telemetry

Uhanges to identities and their permissions are among the most 
important signals an organization can monitorT bhese include acW
count creation, deletion, enaklement, and disaklement2 group and 
role memkership changes2 registration or removal of -Fx methods2 
password resets and recovery actions2 creation of new access 'eys, 
secrets, or certi.cates for identities2 Mxuth application consents and 
service principal changes2 changes to conditional access and authenW
tication policies2 and changes to federation, synchronization, and diW
rectory con.gurationT -any of the persistence techni;ues descriked 
in Uhapter 0 appear in this telemetry and nowhere elseT

Context and Enrichment

Daw events kecome far more useful when enriched with conteRtT 
Ahich identities are privileged8 Aho owns each service account8 
Ahat is the userOs role, department, manager, and normal wor'ing 
location8 Is the device managed and compliant8 Is the source I" adW
dress associated with an anonymizing service or 'nown malicious inW
frastructure8 Identity governance data, asset inventories, device manW
agement systems, and threat intelligence all contrikute to this conteRtT 
Aithout it, analysts struggle to distinguish a routine administrative 
change from an attac'erOs preparationT
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BEST PRACTICES THAT WORK
&uild an identity telemetry inventory alongside your applicaW

tion identity inventoryT For each identity source, record which 
events are collected, where they are sent, how long they are reW
tained, and whether they are actively used in detection rulesT 
"ay particular attention to retentionT IdentityWkased intrusions 
can remain undetected for wee's or months, and investigators 
fre;uently need to trace activity kac' to the initial compromiseT 
Detention periods that are ade;uate for alerting may ke far too 
short for investigationT Uon.rm also that the logs of the identity 
infrastructure are protected against tampering ky the same adW
ministrators whose actions they recordT

Detecting Anomalous Behavior, Compromised Ac-
counts, and Suspicious Privilege Use

Aith visikility estaklished, detection can ta'e several complementary 
formsT

Signature and Rule-Based Detection

Some identity attac's leave recognizakle patternsT x kurst of failed 
signWins across many accounts from a small numker of sources sugW
gests password sprayingT x large numker of push noti.cations sent 
to a single user in a short period suggests -Fx fatigueT x re;uest for 
directory replication data from a system that is not a domain controller 
may indicate an attempt to harvest credentialsT x new federation trust, 
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a new highly privileged role assignment, or a new credential added 
to an application with kroad permissions warrants immediate reviewT 
DuleWkased detections for wellWunderstood techni;ues are reliakle and 
eRplainakle, and they form the kac'kone of most identity detection 
programsT Framewor's such as -IbDN xbbLU( can help organiW
zations map their detection coverage against 'nown techni;uesT0 

Behavioral and Anomaly Detection

-any identity attac's are designed to loo' normal, so rules alone are 
insuBcientT &ehavioral analytics estaklish kaselines for how identities 
typically kehave, including when and where they sign in, which appliW
cations they use, how much data they access, and which administrative 
actions they perform, and then Kag signi.cant deviationsT NRamples 
include a user accessing applications they have never used, downloadW
ing unusually large volumes of data, or signing in from a new country2 
a service account signing in interactively or from an uneRpected host2 
an administrator performing actions outside their usual scope2 and a 
dormant account suddenly kecoming activeT

&ehavioral detection is powerful kut imperfectT &aselines can ke 
noisy in organizations with fre;uent travel, reorganizations, or seaW
sonal patternsT xttac'ers who move slowly and operate within the 
victimOs normal patterns may avoid triggering anomaliesT False posiW
tives can overwhelm analysts and erode con.dence in the alertsT In my 
eRperience, kehavioral detections wor' kest when they are comkined 
with conteRtual ris' factors, such as whether the identity is privileged 

0T  bhe -IbDN Uorporation, MITRE ATT&CK, /https:>>atta
c'TmitreTorg>6, accessed Mctoker 00, 0V05T
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or the accessed data is sensitive, rather than treated as standalone sigW
nalsT Uhapter 33 discusses how machine learning can improve these 
capakilities and the limitations that come with itT

Posture-Based Detection

x third form of detection identi.es wea'nesses kefore they are eRW
ploitedT Uontinuous assessment of identity posture can surface acW
counts without -Fx, privileged accounts with stale passwords, serW
vice accounts with interactive signWin rights, ris'y delegations in the 
directory, overly permissive cloud roles, applications with eRcessive 
x"I permissions, and attac' paths that would allow an ordinary acW
count to reach tierWzero privilegesT bhese are not incidents in themW
selves, kut they show where incidents are li'ely to occur, and they help 
security teams prioritize koth prevention and monitoringT

Detecting Suspicious Privilege Use

"rivileged activity deserves its own detection focus kecause its conseW
;uences are so severeT Hseful signals include elevation re;uests outside 
normal wor'ing patterns2 privileged sessions from uneRpected devices 
or locations2 use of krea'Wglass accounts, which should ke rare and 
should trigger an immediate alert2 kul' changes to permissions or 
group memkerships2 disakling of logging, security tools, or policies2 
creation of new privileged identities2 and retrieval of an unusual numW
ker of secrets from a vaultT &ecause privileged actions are relatively 
infre;uent in a wellWdesigned environment, anomalies are often easier 
to spot than they are for ordinary user activityT
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ARCHITECTURE DECISIONS AND TRADE-OFFS
Yative identity provider detection or a centralized detection 

platform8 Identity providers and cloud platforms increasingly 
o?er kuiltWin ris' detection, which kene.ts from deep visikility 
into their own signals and from intelligence drawn across many 
customersT bhese capakilities are often ;uic' to deploy and well 
tunedT

bhey also have limitationsT Nach provider sees only its own 
domain, so an attac' that moves from an onWpremises directory 
to a cloud tenant to a SaaS application may appear as unrelated 
fragmentsT Uorrelating identity signals with endpoint, networ', 
and application telemetry generally re;uires a centralized platW
form such as a SIN- or eRtended detection and response systemT

bhe approach I have seen wor' kest uses native detections as 
highW;uality signals and feeds them, together with raw identity 
telemetry, into a central platform where crossWdomain correlaW
tion, enrichment, and response orchestration occurT MrganizaW
tions should ke careful not to assume that enakling a vendorOs 
ris' detection constitutes a complete identity detection programT

Investigating Identity Incidents and Coordinating 
Response

Identity incidents present distinctive investigative challengesT bhe atW
tac'erOs activity often appears legitimate in isolationT Nvidence is disW
trikuted across many systems, each with its own log format, retention 
period, and time conventionsT xnd the scope of a compromise can 
ke diBcult to estaklish, kecause a single compromised identity may 
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have touched dozens of applications, and a compromised privileged 
identity may have created further footholdsT

Key Investigative Questions

In my eRperience, identity investigations tend to revolve around a 
consistent set of ;uestionsT Gow was the identity .rst compromised: 
phishing, to'en theft, credential reuse, help des' manipulation, or 
an eRposed secret8 Ahen did the compromise kegin8 Ahat did the 
attac'er do with the identity, including which applications they acW
cessed, which data they viewed or eR.ltrated, and which actions they 
too'8 Eid they oktain additional identities or privileges8 Ahat perW
sistence did they estaklish, such as new accounts, new -Fx methods, 
new Mxuth consents, new access 'eys, new mail rules, or changes to 
federation or directory con.guration8 xnd is the attac'er still present8

xnswering these ;uestions re;uires the akility to construct a timeW
line of an identityOs activity across systems, which depends on the 
telemetry and retention discussed earlierT It also re;uires analysts who 
understand identity systems well enough to recognize what is normal 
and what is notT In many organizations, that eRpertise sits in the Ix- 
team rather than the security operations centerT

Coordinating Across Teams

Identity incidents almost always span organizational koundariesT bhe 
security operations center detects and investigatesT bhe Ix- team 
understands the directories, identity providers, and governance tools, 
and often holds the administrative rights needed to ta'e response acW
tionsT Infrastructure and cloud teams manage the systems that identiW
ties accessedT xpplication owners understand what activity is normal 



IENYbIbC SNUHDIbC IY bGN x1N MF xI 30q

within their applicationsT bhe help des' may ke involved in the initial 
compromise and will certainly ke involved in restoring access for afW
fected usersT )egal, privacy, communications, and kusiness leadership 
kecome involved as the incidentOs impact kecomes clearT

I have seen identity incidents slowed considerakly ky unclear 
responsikilities, particularly ketween security operations and Ix- 
teamsT Aho has the authority to disakle an eRecutiveOs account in the 
middle of the day8 Aho can revo'e all sessions for a kusinessWcritical 
service account8 Aho decides whether to rotate a federation signing 
certi.cate, an action that may disrupt access for the entire organizaW
tion8 bhese ;uestions are kest answered in advance, through docuW
mented playkoo's, de.ned decision rights, and Point eRercisesT

Mne further consideration is often overloo'edT If an attac'er has 
compromised identity infrastructure or privileged accounts, they may 
have access to the organizationOs email, chat, and tic'eting systems, and 
may ke akle to okserve the response as it unfoldsT For serious identity 
incidents, response teams should consider using outWofWkand comW
munication channels that do not depend on potentially compromised 
identitiesT

Containment, Credential Revocation, Recovery, and 
Improvement

Containment

bhe goal of containment is to stop the attac'erOs use of compromised 
identities while preserving evidence and minimizing disruption to the 
kusinessT xs the opening story of this chapter illustrated, containment 
for identity incidents re;uires more than resetting a passwordT N?ecW
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tive containment for a compromised user account typically includes 
revo'ing all active sessions and refresh to'ens, resetting the password, 
reviewing and removing any -Fx methods the attac'er may have 
registered, reviewing and revo'ing Mxuth application consents, reW
moving mailkoR rules and forwarding con.gurations, and, where the 
userOs device may ke compromised, isolating the deviceT For comW
promised service accounts and secrets, containment involves rotating 
the credentials and identifying every system that uses them, so that 
rotation does not cause an unplanned outageT

biming mattersT Uontaining a single account too early, kefore the 
full scope of the compromise is understood, may alert the attac'er 
and prompt them to use other footholds or accelerate their okPectivesT 
Uontaining too late allows further damageT For serious incidents, 
I generally recommend identifying as many compromised identities 
and persistence mechanisms as possikle and then removing them in a 
coordinated action, rather than piecemealT bhis is a Pudgment call that 
depends on the potential for ongoing harmT

Credential Revocation at Scale

Ahen privileged identities or identity infrastructure have keen comW
promised, containment can re;uire revocation on a much larger scaleT 
bhis may include resetting all privileged account passwords, rotating 
service account credentials and secrets, rotating federation signing cerW
ti.cates, invalidating (erkeros tic'ets across the domain ky resetting 
the accounts used to sign them, and forcing reWauthentication for all 



IENYbIbC SNUHDIbC IY bGN x1N MF xI 309

qT  Uykersecurity  and  Infrastructure  Security  xgency, 
7Deset  (erkeros  bic'et  1ranting  bic'et  M(D&b1bN 
"assword  bwice,  U-VV9V,7 Eviction  Strategies  Tool, 
UISx, /https:>>wwwTcisaTgov>evictionWstrategiesWtool>infoWco
untermeasures>U-VV9V6, accessed Mctoker 00, 0V05T

ZT  -icrosoft Uorporation, 7xctive Eirectory Forest Decovery 
"rocedures,7 Microsoft  Learn, 
/https:>>learnTmicrosoftTcom>enWus>windowsWserver>identity>a
dWds>manage>forestWrecoveryWguide>adWforestWrecoveryWprocedur
es6, accessed Mctoker 00, 0V05T

usersTq  Nach of these actions has operational conse;uences, and some 
must ke performed in a speci.c se;uence to ke e?ectiveT MrganizaW
tions that have inventoried their privileged credentials and practiced 
largeWscale rotation, as Uhapter 5 recommended, are in a far ketter 
position to eRecute these steps under pressureT

Recovery

In the most severe cases, an organization may conclude that its diW
rectory or identity provider can no longer ke trusted, kecause the atW
tac'er has had eRtensive control and may have estaklished persistence 
that is diBcult to discoverT Decovery may then re;uire restoring the 
directory from a 'nownWgood kac'up ta'en kefore the compromise, 
or rekuilding identity infrastructure from scratchTZ  bhis is one of 
the most compleR and disruptive operations an Ib organization can 
underta'eT Eestructive attac's, including ransomware campaigns that 
target domain controllers, can force the same outcomeT In my eRperiW
ence, many organizations have kac'up procedures for their directories 
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kut have never tested a full forest recovery, and they discover gaps 
in documentation, dependencies, and s'ills only when they need to 
perform oneT

Post-Incident Improvement

Nvery identity incident reveals something akout the environmentT xfW
ter containment and recovery, organizations should as' which preW
ventive controls failed or were aksent, which detections .red and 
which did not, how long each phase of the response too' and why, and 
which decisions were delayed ky unclear responsikilitiesT bhe answers 
should feed into concrete improvements: closing -Fx gaps, removW
ing standing privilege, improving telemetry, adding detection rules, 
updating playkoo's, and clarifying decision rightsT bhe organizations 
that improve most consistently, in my eRperience, are those that treat 
these reviews as learning eRercises rather than eRercises in assigning 
klameT

REALISTIC THREAT SCENARIO
x healthcare organizationOs security team receives an alert 

from its identity provider indicating a ris'y signWin for a memker 
of the Ib operations teamT bhe analyst reviews the alert and notes 
that the signWin used a valid session from an unfamiliar hosting 
providerT Following an updated identity playkoo', the analyst 
revo'es all of the userOs sessions and refresh to'ens, resets the 
password, and chec's recent identity changes for the accountT

bhe review shows that, in the hour kefore the alert, the acW
count registered a new authenticator app, granted consent to an 
unfamiliar application with permission to read all mailkoRes, and 
added a second account to a group with administrative rights 
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over several cloud sukscriptionsT bhe analyst escalatesT bhe Ix- 
team removes the rogue authenticator, revo'es the application 
consent, removes the group memkership, and eRamines the secW
ond account, which turns out to ke a longWdormant contractor 
account reactivated the previous dayT

bhe Point investigation traces the initial compromise to a help 
des' call in which the attac'er impersonated the Ib operations 
employee to re;uest an -Fx resetT Hsing telemetry retained for 
twelve months, the team con.rms the scope of access, determines 
that some mailkoR data was read, and noti.es the privacy oBceT 
"ostWincident actions include stronger help des' veri.cation for 
Ib sta?, automatic disakling of dormant contractor accounts, 
and a new detection rule for consent grants re;uesting mailW
koRWwide permissionsT

bhe outcome was far ketter than it might have keen, primarily 
kecause the playkoo' covered to'en revocation and persistence 
review, the telemetry was availakle and retained, and the security 
operations and Ix- teams had de.ned how to wor' togetherT

PRACTITIONER CHECKLIST
Ahich identity sources send telemetry to your detection platW

form, and which do not8 xre to'en issuance, -Fx changes, 
Mxuth consents, and federation changes included8

Gow long is identity telemetry retained, and is that long 
enough to investigate an intrusion that kegan months earlier8

Eo you have detections for attac's on identity infrastrucW
ture, such as changes to federation trusts, directory replication 
re;uests, and new privileged role assignments8

xre krea'Wglass account signWins alerted on immediately8
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Eo your incident playkoo's for compromised accounts inW
clude revo'ing sessions and to'ens, removing rogue -Fx methW
ods, revo'ing Mxuth consents, and removing mailkoR rules8

xre decision rights ketween security operations, Ix-, and 
other teams documented for actions such as disakling eRecutive 
accounts or rotating federation certi.cates8

Eo you have an outWofWkand communication plan for inciW
dents involving compromised identity infrastructure8

Gave you tested recovery of your directory and identity 
provider, including a full forest recovery8

Looking Ahead

bhis chapter concludes "art IIT bogether, Uhapters Z through < deW
scrike the core foundation of identity security: strong authentication, 
appropriate authorization and governance, protection of privileged 
access and secrets, and the akility to detect and respond when those 
defenses are kreachedT bhese capakilities have keen the focus of idenW
tity security programs for many years, and, as I have tried to show, most 
organizations still have meaningful wor' to do in each of themT

"art III turns to the challenges that are speci.c to the age of xIT It 
kegins in Uhapter K with nonWhuman identities, the service accounts, 
wor'loads, kots, x"Is, and machine identities that now outnumker 
human users in many environmentsT bhat chapter eRamines why these 
identities are so diBcult to inventory, govern, and secure, and what 
practical strategies organizations can use to reduce the ris' they repW
resent at scaleT
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vgitaivrng wtrs i-e klrmd vdenivih ftryvdetW i-en trleg and akkegg .ehg 
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yamliW and Mnallh gekteig dvgkryeted ch gkannvnp krde tefrgvirtvegT 

Rh i-e ivse be girffed krmnivnpW i-e nmscet bag sanh ivseg 
i-e rtvpvnal egivsaieW and be .neb i-e lvgi bag givll vnkrsfleieT Vrte 
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itrmclvnp i-an i-e irial bag b-ai be wrmnd b-en be itved ir angbet 
cagvk xmegivrng acrmi eak- vdenivihT zrt a latpe g-ate rw i-esW be krmld 
nri gah b-r rbned viW b-ai vi bag mged wrtW b-en vig ktedenivalg -ad 
lagi k-anpedW rt b-ei-et anhi-vnp brmld ctea. vw be dvgacled viT

I -aye gvnke geen yetgvrng rw i-ai e6etkvge flah rmi vn sanh rtpanvu
EaivrngW and i-e tegmlig ate tesat.aclh krngvgieniT 1rnu-msan vdenu
iviveg ate nmsetrmgW frbetwmlW frrtlh mndetgirrdW and latpelh mnu
pryetnedT '-eh -aye akkmsmlaied xmveilh ryet heatg rw amirsaivrnW 
klrmd adrfivrnW and vnieptaivrnW and i-eh teftegeniW vn sh yvebW rne 
rw i-e latpegi and leagi sanaped ateag rw vdenivih tvg. vn i-e srdetn 
enietftvgeT '-eh ate algr i-e wrmndaivrn rn b-vk- PI apenig ate cevnp 
cmvliW b-vk- sa.eg addteggvnp i-es srte mtpeni i-an eyetT

'-vg k-afiet rfeng Cati III rw i-e crr.T Ii e6asvneg i-e dvoeteni 
.vndg rw nrnu-msan vdenivivegW e6flavng b-h i-eh ate gr dvYkmli ir 
vnyenirthW pryetnW and gekmteW dvgkmggeg rbnetg-vfW lvwekhkle sanapeu
seniW ktedenival triaivrnW and akkrmniacvlvihW degktvceg -rb brt.lrad 
vdenivih wedetaivrn kan tedmke defendenke rn lrnpulvyed gekteigW and 
roetg ftakivkal gitaiepveg wrt dvgkryetvnp and tedmkvnp nrnu-msan 
vdenivih tvg. ai gkaleT

Understanding Non-Human Identities

P nrnu-msan vdenivih vg anh vdenivih i-ai ami-enivkaieg ir a ghgies 
and akig bvi-vn vi bvi-rmi cevnp a fetgrnT '-e iets kryetg a bvde 
and yatved frfmlaivrnT /-afiet U dvgkmgged i-e ktedenivalg sanh rw 
i-ege vdeniviveg mgeT 3eteW I bani ir wrkmg rn i-e vdeniviveg i-esgelyegW 
cekamge eoekivye pryetnanke cepvng bvi- mndetgiandvnp b-ai i-eh ate 
and -rb i-eh ce-ayeT
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Service Accounts

Betyvke  akkrmnig  ate  i-e  rldegi  and  srgi  wasvlvat  kaieprthT  In 
rnuftesvgeg enyvtrnsenigW i-eh ate ihfvkallh dvtekirth akkrmnig mged 
ch afflvkaivrngW gk-edmled iag.gW and getyvkeg ir ami-enivkaie ir daiau
cagegW Mle g-ategW and ri-et ghgiesgT '-eh rwien lrr. vdenivkal ir mget 
akkrmnig vn i-e dvtekirthW b-vk- vg fati rw i-e ftrclesT Kvi-rmi 
nasvnp krnyenivrngW aiitvcmiegW rt iapg i-ai dvgivnpmvg- i-esW i-eh 
ate eagvlh krnwmged bvi- -msan akkrmnig and ate wtexmenilh e6klmded 
wtrsW rt svg-andled chW pryetnanke ftrkeggeg degvpned wrt ferfleT

Workload Identities

Krt.lrad vdeniviveg teftegeni afflvkaivrngW getyvkegW yvtimal sak-vnegW 
krniavnetgW and getyetlegg wmnkivrng vn klrmd and klrmdunaivye enu
yvtrnsenigT /lrmd flaiwrtsg ftryvde sek-anvgsg gmk- ag sanaped 
vdenivivegW vngianke trlegW and getyvke ftvnkvfalg i-ai allrb brt.lradg ir 
ami-enivkaie ir flaiwrts getyvkegT /rniavnet rtk-egitaivrn flaiwrtsg 
gmk- ag Amcetneieg aggvpn getyvke akkrmnig ir brt.lradg tmnnvnp vn 
klmgietgT0  '-ege vdeniviveg ate rwien g-rtiulvyed vn i-e genge i-ai i-e 
brt.lradg i-eh teftegeni sah ce kteaied and degitrhed krnivnmrmglhW 
cmi i-e trleg and fetsvggvrng aggrkvaied bvi- i-es sah fetgvgi wrt 
heatgT

0T  '-e Amcetneieg Pmi-rtgW :Betyvke PkkrmnigW: Kubernetes Doc-
umentationW '-e >vnm6 zrmndaivrnW 2-iifg5DD.mcetneiegTvrDd
rkgDkrnkefigDgekmtvihDgetyvkeuakkrmnigD9W akkegged jkircet 44W 
4F4UT
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Application Integrations and OAuth Applications

K-en rne BaaB afflvkaivrn krnnekig ir anri-etW rt b-en a i-vtdufatu
ih irrl krnnekig ir i-e rtpanvEaivrn,g esavlW Mle girtapeW rt /NV 
flaiwrtsW i-e krnnekivrn vg mgmallh teftegenied ch an jPmi- afflvu
kaivrn rt getyvke ftvnkvfal -rldvnp ir.eng and gkrfed fetsvggvrngT 
'-ege vnieptaivrng ate rwien kteaied ch cmgvnegg mgetg rt adsvnvgitau
irtg i-trmp- krngeni gkteengW sah -rld ctrad akkegg ir gengvivye daiaW 
and ate wtexmenilh vnyvgvcle ir i-e kenital gekmtvih ieasT Cmclvklh teu
frtied vnkvdenig -aye g-rbn aiiak.etg giealvnp jPmi- ir.eng -eld ch 
a i-vtdufatih vnieptaivrn ftryvdet and mgvnp i-es ir akkegg daia aktrgg 
sanh rw i-ai ftryvdet,g kmgirsetgW a wrts rw gmfflh k-avn aiiak. i-ai 
chfaggeg i-e kmgirsetg, rbn ami-enivkaivrn krnitrlg enivtelhT4 

API Clients and Keys

PCIg ate i-e krnnekivye ivggme rw srdetn afflvkaivrngW and PCI 
klvenig ami-enivkaie mgvnp .ehgW ir.engW klveni ktedenivalgW rt ketivMu
kaiegT Inietnal PCIg sah ce krngmsed ch drEeng rw getyvkegT G6ietnal 
PCIgW vnklmdvnp i-rge rw fahseni ftrkeggrtgW seggapvnp getyvkegW daia 
ftryvdetgW and PI srdel ftryvdetgW ate ihfvkallh akkegged mgvnp .ehg 

4T  Pmgivn  >atgenW  Vaii  >vnW  'hlet  Vk>ellanW  and 
jsat  GlP-danW  :Kvdegftead  Oaia  '-ewi  'atpeig  Balegu
wrtke  Ingiankeg  yva  Baleglrwi  OtvwiW: Google  Cloud 
BlogW  <rrple  '-teai  Iniellvpenke  <trmfW  Pmpmgi  4UW 
4F4?W 2-iifg5DDklrmdTprrpleTkrsDclrpDirfvkgDi-teaiuvniellvpe
nkeDdaiaui-ewiugalegwrtkeuvngiankeguyvaugaleglrwiudtvwi9W akkegged 
jkircet 44W 4F4UT
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vggmed ir i-e rtpanvEaivrnW b-vk- sah ce g-ated aktrgg ieasg and 
enyvtrnsenigT

Bots and Automation

Nrcrivk ftrkegg amirsaivrn crigW k-ai crigW gktvfigW and gk-edmled 
Srcg fetwrts iag.g i-ai rnke texmvted ferfleT NCP crig vn fativkmu
lat rwien gvpn vn ir afflvkaivrng mgvnp ktedenivalg i-ai tegescle mget 
akkrmnigW cekamge i-e afflvkaivrng i-eh amirsaie bete degvpned wrt 
-msan vnietakivrnT /ID/O fvfelvneg ate anri-et vsfrtiani kaieprthT 
'-eh wtexmenilh -rld grse rw i-e srgi frbetwml ktedenivalg vn i-e 
enyvtrnseniW cekamge i-eh need ir cmvldW iegiW and deflrh grwibate 
vnir ftrdmkivrn aktrgg sanh ghgiesgT

Devices and Machine Identities

BetyetgW neibrt. deyvkegW Ir' and rfetaivrnal iek-nrlrph deyvkegW and 
endfrvnig ami-enivkaie mgvnp ketivMkaiegW .ehgW and deyvke vdenivivegT 
In vndmgitveg gmk- ag sanmwakimtvnpW -eali-kateW and enetphW i-e nmsu
cet rw krnnekied deyvkeg kan ce yeth latpeW and sanh rw i-es -aye lvsu
vied acvlvih ir gmffrti srdetn ami-enivkaivrn rt ktedenival triaivrnT

AI Agents

PI apenigW i-e gmcSeki rw /-afiet 7W ate i-e nebegi kaieprthT '-eh 
g-ate sanh k-atakietvgivkg bvi- ri-et nrnu-msan vdenivivegW gvnke 
i-eh ami-enivkaie mgvnp ir.engW .ehgW rt brt.lrad vdenivivegW cmi i-eh 
dvoet vn vsfrtiani bahg5 i-evt ce-ayvrt vg nri wmllh ftedeietsvnedW 
i-eh rwien aki rn ce-alw rw gfekvMk ferfleW and i-eh sah k-rrge 
b-vk- irrlg and daia ir mgeT Pnh bea.neggeg vn -rb an rtpanvEaivrn 
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sanapeg vig e6vgivnp nrnu-msan vdeniviveg ate lv.elh ir ce vn-etviedW 
and frggvclh asflvMedW ch vig PI apenigT

ENTERPRISE FIELD NOTES
jne rw i-e srgi mgewml xmegivrng I ag. dmtvnp nrnu-msan 

vdenivih aggeggsenig vg nri -rb sanh vdeniviveg e6vgi cmi -rb 
sanh -aye a nased -msan rbnet b-r krmld ce krniakied iru
dahT In sh e6fetvenkeW i-e ftrfrtivrn vg rwien gmtftvgvnplh lrbT 
jbnetg leaye i-e krsfanhW k-anpe trlegW rt bete neyet tekrtdu
ed vn i-e Mtgi flakeT Ideniviveg kteaied ch wrtset krnitakirtgW 
ch yendrtg dmtvnp vsfleseniaivrn ftrSekigW rt ch amirsaivrn 
gktvfig ate egfekvallh lv.elh ir ce rtf-anedT Pn rtf-aned vdenu
ivih bvi- ctrad ftvyvlepeg and lrnpulvyed ktedenivalg vgW wtrs an 
aiiak.et,g fetgfekivyeW klrge ir vdeal5 frbetwmlW tatelh srnvirtedW 
and mnlv.elh ir ce nrivked vw svgmgedT

Why Non-Human Identities Are Di,cult to Inven-
toryG wovernG and Secure

Iw nrnu-msan vdeniviveg ate gr vsfrtianiW b-h dr rtpanvEaivrng sanu
ape i-es gr frrtlhF In sh e6fetvenkeW i-e dvYkmlih giesg wtrs geyetal 
gitmkimtal wakirtg tai-et i-an wtrs anh lak. rw abateneggT

'-e Mtgi vg wtapseniaivrnT 3msan vdeniviveg ihfvkallh Grb wtrs 
an ami-rtviaivye grmtkeW i-e 3N ghgiesW vnir a ftvsath dvtekirth and 
vdenivih ftryvdetT 1rnu-msan vdeniviveg -aye nr exmvyaleni grmtke rw 
itmi-T '-eh ate kteaied vn sanh flakeg ch sanh ieasg5 vn i-e dvtekirth 
ch vnwtagitmkimte adsvnvgitairtgW vn klrmd flaiwrtsg ch enpvneetg and 
vnwtagitmkimteuagukrde iesflaiegW vn BaaB afflvkaivrng ch cmgvnegg adu
svnvgitairtgW vn /ID/O ghgiesg ch deyelrfetgW and vn i-vtdufatih irrlg 
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ch yendrtgT Gak- flaiwrts -ag vig rbn vdenivih srdelW ietsvnrlrphW 
and adsvnvgitaivye vnietwakeT '-ete vg tatelh a gvnple flake ir lrr.T

'-e gekrnd vg gkale and yelrkvihT /lrmdunaivye atk-viekimteg and 
amirsaivrn kan kteaie and degitrh vdeniviveg krnivnmrmglhT Pn vnyenu
irth i-ai bag akkmtaie lagi srni- sah alteadh ce rmi rw daieT Vanmal 
ftrkeggeg kannri .eef fakeT

'-e i-vtd vg i-e svgsaik- bvi- -msanukenitvk pryetnankeT Idenu
ivih pryetnanke ftrkeggeg aggmse i-ai eak- vdenivih -ag a sanapet 
b-r kan afftrye akkeggW a lvwekhkle ived ir esflrhseni eyenigW and i-e 
acvlvih ir tegfrnd ir teyveb texmegigT 1rne rw i-ege afflveg naimtallh 
ir a getyvke akkrmni rt brt.lradT Pg a tegmliW nrnu-msan vdeniviveg 
ate rwien e6klmded wtrs pryetnanke enivtelhW rt vnklmded vn a bah i-ai 
ftrdmkeg seanvnplegg teyvebgT

'-e wrmti- vg rfetaivrnal wtapvlvihT 1rnu-msan vdeniviveg ate wteu
xmenilh escedded vn ftrdmkivrn ftrkeggegT /-anpvnp i-evt fetsvgu
gvrngW triaivnp i-evt ktedenivalgW rt dvgaclvnp i-es kan ctea. cmgvu
negguktvivkal ghgiesgW grseivseg vn bahg i-ai ate dvYkmli ir dvapnrgeT 
'-ai tvg. sa.eg ieasg telmkiani ir irmk- i-esW and i-e telmkianke 
allrbg bea.neggeg ir fetgvgi vndeMnvielhT

'-e Mwi- vg bea. ami-enivkaivrnT Vrgi nrnu-msan vdeniviveg kanu
nri mge smlivwakirt ami-enivkaivrn vn anh krnyenivrnal gengeT '-eh 
ami-enivkaie mgvnp a gvnple gektei rt .ehW b-vk- seang i-ai frggeggvrn 
rw i-ai ktedenival vg gmYkveni ir aggmse i-e vdenivihT Vanh rw i-ege 
ktedenivalg ate lrnpulvyed and girted vn flakeg i-ai ate dvYkmli ir ftru
iekiT

'-e gv6i- vg lvsvied yvgvcvlvih vnir ce-ayvrtT 3msan gvpnuvng penu
etaie tvk- ami-enivkaivrn ieleseith bvi- deyvkeW lrkaivrnW and tvg. 
krnie6iT 1rnu-msan vdenivih akivyvih vg rwien lrpped legg krngvgieniu
lhW gftead aktrgg flaiwrtsgW and -atdet ir cagelvneT Oeiekivnp svgmge 
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vg krttegfrndvnplh -atdetW b-vk- vg rne teagrn aiiak.etg yalme i-ege 
vdenivivegT

Indmgith ptrmfg -aye cepmn ir wrtsalvEe i-ege krnketngT jKPBCW 
wrt e6asfleW -ag fmclvg-ed pmvdanke vdenivwhvnp i-e srgi gvpnvMkani 
tvg.g aggrkvaied bvi- nrnu-msan vdenivivegW vnklmdvnp vsftrfet rou
cratdvnpW gektei lea.apeW ryetftvyvleped vdenivivegW lrnpulvyed gekteigW 
and i-e temge rw a gvnple vdenivih aktrgg smlivfle fmtfrgegTq  In sh 
e6fetvenkeW i-rge tvg.g alvpn klrgelh bvi- b-ai rtpanvEaivrng dvgkryet 
b-en i-eh lrr. klrgelh ai i-evt rbn enyvtrnsenigT

OfnershipG Libecycle ManagementG RotationG and 
Accountaxility

Estaxlishing Ofnership

Pkkrmniacvlvih wrt nrnu-msan vdeniviveg cepvng bvi- rbnetg-vfT 
Gyeth nrnu-msan vdenivih g-rmld -aye an rbnvnp ieas andW vdeallhW 
a nased vndvyvdmal tegfrngvcle wrt viT jbnetg-vf g-rmld ce tekrtded 
vn a ghgies i-ai vg savniavned ag ferfle k-anpe trlegW tai-et i-an vn 
a gfteadg-eei i-ai vg mfdaied rnke and wrtpriienT K-en an rbnet 
leayeg i-e rtpanvEaivrnW rbnetg-vf g-rmld itangwet amirsaivkallh ir 
i-evt sanapet rt ieasW and i-e itangwet g-rmld itvppet a teyveb rw 
b-ei-et i-e vdenivih vg givll neededT

qT  jKPBC zrmndaivrnW OWASP Non-Human Identities Top 10, 
2025W jKPBCW 2-iifg5DDrbagfTrtpDbbbuftrSekiunrnu-msan
uvdeniviveguirfu0FD4F4?Dirfu0Fu4F4?D9W akkegged jkircet 44W 
4F4UT
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In ftakivkeW I -aye wrmnd i-ai aggvpnvnp rbnetg-vf ir ieasg rt 
afflvkaivrng tai-et i-an rnlh ir vndvyvdmalg sa.eg vi srte dmtacleT 
P getyvke akkrmni i-ai celrnpg ir i-e fahsenig afflvkaivrnW b-vk- vn 
imtn celrnpg ir i-e fahsenig enpvneetvnp ieasW vg legg lv.elh ir cekrse 
rtf-aned i-an rne i-ai celrnpg ir a gvnple enpvneetT

Libecycle Management

1rnu-msan vdeniviveg need lvwekhkle sanapeseni Smgi ag -msan 
vdeniviveg drW cmi i-e lvwekhkle eyenig ate dvoeteniT Ingiead rw -vtvnpW 
itangwetW and ietsvnaivrnW i-e teleyani eyenig vnklmde kteaivrn rw a 
neb afflvkaivrn rt vnieptaivrnW k-anpeg ir vig wmnkivrn rt i-e ghgiesg 
vi krnnekig irW itangwet rw i-e afflvkaivrn ir a neb ieasW dekrsu
svggvrnvnp rw i-e afflvkaivrnW and e6fvth rw a yendrt krnitakiT Gak- 
rw i-ege eyenig g-rmld itvppet krttegfrndvnp vdenivih akivrng5 ftru
yvgvrnvnp bvi- afftrftvaie gkrfeW adSmgivnp fetsvggvrngW itangwettvnp 
rbnetg-vfW and tesryvnp i-e vdenivih and vig ktedenivalg b-en vi vg nr 
lrnpet neededT

'hvnp nrnu-msan vdeniviveg ir i-e lvwekhkle rw i-e afflvkaivrng and 
vnwtagitmkimte i-eh getye vgW vn sh e6fetvenkeW i-e srgi telvacle bah 
ir fteyeni rtf-aned vdenivivegT K-en vdeniviveg ate kteaied i-trmp- 
vnwtagitmkimteuagukrde alrnpgvde i-e tegrmtkeg i-ai mge i-esW i-eh kan 
algr ce tesryed amirsaivkallh b-en i-rge tegrmtkeg ate irtn drbnT 
Ideniviveg kteaied sanmallhW rmigvde i-ege fvfelvnegW ate i-e rneg srgi 
lv.elh ir fetgvgi lrnp awiet i-evt fmtfrge -ag endedT

P telaied ftakivke vg geiivnp e6fvth daiegT InieptaivrngW yendrt aku
keggW and ftrSekiugfekvMk vdeniviveg g-rmld -aye deMned end daiegW awiet 
b-vk- i-eh ate dvgacled mnlegg i-e rbnet akivyelh krnMtsg i-eh ate givll 
neededT Nexmvtvnp fetvrdvk teaYtsaivrn teyetgeg i-e dewamli wtrs 
fetgvgienke ir e6fvthT
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Credential Rotation

/-afiet U dvgkmgged triaivrn sek-anvkg vn deiavlT ztrs a pryetnanke 
fetgfekivyeW i-e .eh frvni vg i-ai eyeth nrnu-msan vdenivih g-rmld 
-aye a deMned ktedenival frlvkh5 b-ai ihfe rw ktedenival vi mgegW b-ete 
i-ai ktedenival vg girtedW -rb rwien vi vg triaiedW and b-r vg tegfrnu
gvcle wrt engmtvnp triaivrn -affengT Ideniviveg i-ai kannri ce triaied 
bvi-rmi sanmal eorti and tvg. g-rmld ce Gapped ag kandvdaieg wrt svu
ptaivrn ir sanaped vdenivivegW brt.lrad vdenivih wedetaivrnW rt ri-et 
sek-anvgsg i-ai elvsvnaie giaivk gekteigT

Accountaxility bor Actions

Pkkrmniacvlvih algr seang cevnp acle ir deietsvne b-ai a nrnu-msan 
vdenivih dvd and rn b-rge ce-alwT K-en smlivfle afflvkaivrng rt 
ferfle g-ate a gvnple getyvke akkrmniW vi cekrseg dvYkmli rt vsfrggvcle 
ir aiitvcmie akivrng ir a gfekvMk grmtkeT K-en an vnieptaivrn akig 
rn ce-alw rw a mgetW lrpg g-rmld vdeallh kafimte cri- i-e vnieptaivrn 
and i-e mgetT Pyrvdvnp g-ated vdenivivegW mgvnp a dvgivnki vdenivih wrt 
eak- brt.lrad and fmtfrgeW and engmtvnp i-ai delepaied akivrng ate 
itakeacle ir i-e delepaivnp fatih all gitenpi-en akkrmniacvlvihT '-ege 
ftvnkvfleg bvll cekrse egfekvallh vsfrtiani wrt PI apenigW ag /-afiet 
7 e6flavngT

BEST PRACTICES THAT WORK
OeMne a svnvsms seiadaia giandatd wrt eyeth nrnu-msan 

vdenivih and enwrtke vi ai kteaivrnT In ftakivkeW i-vg iendg ir vnu
klmde i-e rbnvnp ieas and nased rbnetW i-e afflvkaivrn rt 
getyvke vi gmffrtigW vig fmtfrgeW i-e enyvtrnseni vi rfetaieg vnW 
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i-e ihfe rw ktedenival vi mgegW vig e6fvth rt teyveb daieW and vig 
gengvivyvih rt ftvyvlepe leyelT K-ete vdeniviveg ate kteaied i-trmp- 
vnwtagitmkimteuagukrde rt a ftryvgvrnvnp brt.GrbW i-ege Meldg 
kan ce texmvted cewrte kteaivrn gmkkeedgT Ideniviveg i-ai lak. 
i-vg seiadaia g-rmld ce iteaied ag mn.nrbn and ftvrtvivEed wrt 
vnyegivpaivrnT '-vg grmndg adsvnvgitaivyeW and vi vgW cmi bvi-rmi 
vi neatlh eyeth ri-et krnitrl wrt nrnu-msan vdeniviveg cekrseg 
pmeggbrt.T

Workload Identity Federation and Reducing Depen-
dence on Long-Lived Secrets

'-e srgi ftrsvgvnp dvtekivrn wrt gekmtvnp nrnu-msan vdeniviveg vg 
ir tesrye lrnpulvyed gekteig wtrs i-e exmaivrn b-eteyet frggvcleT 
Ingiead rw pvyvnp a brt.lrad a giaivk .eh i-ai vi smgi girte and ftriekiW 
i-e brt.lrad ftryeg vig vdenivih caged rn b-ete and -rb vi vg tmnnvnpW 
and tekevyeg g-rtiulvyed ktedenivalg vn teimtnT

Managed and Platborm-Native Identities

Kvi-vn a gvnple klrmd flaiwrtsW i-e gvsflegi afftrak- vg ir mge i-e 
flaiwrts,g naivye brt.lrad vdenivih sek-anvgsgT P yvtimal sak-vneW 
krniavnetW rt getyetlegg wmnkivrn kan ce aggvpned an vdenivih ch i-e 
flaiwrtsW and i-e flaiwrts ftryvdeg g-rtiulvyed ir.eng ir i-e brt.u
lrad amirsaivkallhT 1r gektei vg girted vn krde rt krnMpmtaivrnW and 
ktedenivalg triaie krnivnmrmglh bvi-rmi anh akivrn wtrs i-e afflvkau
ivrn ieasT K-ete i-ege sek-anvgsg ate ayavlacleW I brmld penetallh 
tekrssend i-es ryet giaivk akkegg .ehgT
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Workload Identity Federation

Vanh brt.lradgW -rbeyetW need ir akkegg tegrmtkeg rmigvde i-e enyvu
trnseni vn b-vk- i-eh tmnT P /ID/O fvfelvne -rgied ch rne ftryvdet 
sah need ir deflrh vnir a klrmd flaiwrts rfetaied ch anri-etT Pn 
afflvkaivrn tmnnvnp rn ftesvgeg sah need ir akkegg klrmd getyvkegT P 
brt.lrad vn rne klrmd sah need tegrmtkeg vn anri-etT

Krt.lrad vdenivih wedetaivrn addteggeg i-ege gkenatvrg mgvnp i-e 
gase itmgi ftvnkvfleg i-ai wedetaivrn ftryvdeg wrt -msan mgetgT '-e 
brt.lrad rciavng a gvpned ir.en wtrs i-e vdenivih ftryvdet rw i-e 
enyvtrnseni vn b-vk- vi tmngW ihfvkallh vn i-e wrts rw an jfenIO 
/rnneki ir.en i-ai degktvceg i-e brt.lradW gmk- ag i-e tefrgvirthW 
ctank-W and fvfelvne i-ai ftrdmked viT '-e iatpei enyvtrnseni vg 
krnMpmted ir itmgi i-ai vdenivih ftryvdet and ir akkefi ir.eng i-ai 
saik- gfekvMk krndvivrngT K-en i-e brt.lrad ftegenig vig ir.enW i-e 
iatpei enyvtrnseni e6k-anpeg vi wrt g-rtiulvyed ktedenivalg gkrfed ir 
i-e fetsvggvrng krnMpmted wrt i-ai brt.lradT

'-e gekmtvih adyaniapeg ate gvpnvMkaniT '-ete vg nr lrnpulvyed gektei 
ir giealW lea.W rt triaieT 'tmgi kan ce gkrfed nattrblhW wrt e6asfle ir 
a gfekvMk tefrgvirth and ctank-W gr i-ai rnlh i-e vniended fvfelvne 
kan rciavn ktedenivalgT Pnd ktedenivalg e6fvte xmvk.lhW lvsvivnp i-e 
yalme rw anh i-ai ate vnietkefiedT VaSrt klrmd flaiwrtsg and /ID/O 
ftryvdetg nrb gmffrti i-vg faiietnW and vn sh e6fetvenkeW svptaivnp 
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fvfelvne ktedenivalg ir wedetaivrn vg rne rw i-e -vp-egiuyalme vsftryeu
senig an rtpanvEaivrn kan sa.e wrt grwibate gmfflh k-avn gekmtvihT8 

'-ete ate kamivrngT zedetaivrn g-vwig itmgi ir i-e krnMpmtaivrn rw 
i-e itmgi telaivrng-vf vigelwT Iw i-e krndvivrng ate btviien irr ctradu
lhW wrt e6asfle itmgivnp anh brt.lrad wtrs a pvyen ftryvdet tai-et 
i-an a gfekvMk tefrgvirthW an aiiak.et b-r kan tmn a brt.lrad rn 
i-ai ftryvdet sah ce acle ir rciavn ktedenivalgT 'tmgi krnMpmtaivrng 
degetye katewml teyveb and srnvirtvnpW Smgi ag wedetaivrn itmgig wrt 
-msan vdeniviveg drT

Standards bor Workload Identity

Rehrnd klrmdugfekvMk sek-anvgsgW rfen giandatdg ate esetpvnp ir 
ftryvde krngvgieni brt.lrad vdenivih aktrgg -eietrpenermg enyvtrnu
senigT '-e BCIzzG gfekvMkaivrnW bvi- vig tewetenke vsfleseniaivrn 
BCINGW deMneg a giandatd bah ir vggme kthfirptaf-vkallh yetvMacle 
vdeniviveg ir brt.lradg caged rn aiiegiaivrn rw i-evt tmnivse ftrfetu

8T  <vi3mcW  InkTW  :Pcrmi  Bekmtvih  3atdenvnp  bvi-  jfenIO 
/rnnekiW: GitHub  DocsW 
2-iifg5DDdrkgTpvi-mcTkrsDenDakivrngDgekmtvihuwrtupvi-mcuakivr
ngDgekmtvihu-atdenvnpuhrmtudeflrhsenigDacrmiugekmtvihu-atde
nvnpubvi-urfenvdukrnneki9W akkegged jkircet 44W 4F4UT
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ivegW and ir triaie i-rge vdeniviveg amirsaivkallhT?  Betyvke seg- iek-u
nrlrpveg rwien mge gmk- vdeniviveg ir ami-enivkaie and enkthfi krsu
smnvkaivrn ceibeen getyvkegT zrt rtpanvEaivrng rfetaivnp krsfle6W 
smlivuklrmdW rt -hctvd atk-viekimtegW i-ege giandatdg sah roet a fai- 
irbatd a mnvMed srdel rw brt.lrad vdenivihW ali-rmp- adrfivrn teu
xmvteg seanvnpwml enpvneetvnp vnyegiseniT

ARCHITECTURE DECISIONS AND TRADE-OFFS
Biaivk gekteig vn a yamliW rt wedetaied g-rtiulvyed ktedenivalgF 

Hamlivnp giaivk gekteig vg ctradlh krsfaivcleW telaivyelh xmvk. ir 
vsfleseniW and brt.g bvi- lepakh afflvkaivrng and i-vtdufatih 
getyvkeg i-ai akkefi rnlh .ehgT Ii kenitalvEeg krnitrl and yvgvcvlvih 
cmi leayeg lrnpulvyed ktedenivalg vn e6vgienke and texmvteg rnpru
vnp triaivrnT

zedetaivrn and flaiwrtsunaivye vdeniviveg elvsvnaie lrnpulvyed 
gekteig and triaie ktedenivalg amirsaivkallhW cmi i-eh texmvte 
gmffrti wtrs cri- i-e brt.lrad enyvtrnseni and i-e iatpei 
ghgiesW sah texmvte afflvkaivrn k-anpegW and g-vwi tvg. ir i-e 
krttekinegg rw itmgi krnMpmtaivrngT

In ftakivkeW srgi enietftvgeg bvll rfetaie cri- wrt heatgT P 
gengvcle gitaieph vg ir sa.e wedetaivrn and naivye vdeniviveg i-e 
dewamli wrt all neb brt.lradg and fvfelvnegW svptaie i-e -vp-u
egiuftvyvlepe e6vgivnp giaivk ktedenivalg MtgiW and tegetye yamlied 

?T  /lrmd 1aivye /rsfmivnp zrmndaivrnW :BCIzzG and BCING 
CtrSekig <tadmaie wtrs /lrmd 1aivye /rsfmivnp zrmndaivrn 
InkmcairtW:  ftegg  teleageW  Befiescet  4FW  4F44W 
2-iifg5DDbbbTknkwTvrDannrmnkesenigD4F44DF7D4FDgfvoeuand
ugfvteuftrSekiguptadmaieuwtrsuklrmdunaivyeukrsfmivnpuwrmndai
vrnuvnkmcairtD9W akkegged jkircet 44W 4F4UT
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giaivk gekteig wrt ghgiesg i-ai kannri gmffrti anhi-vnp ceiietW 
bvi- triaivrn enwrtked and srnvirtedT

Practical Strategies bor Discovering and Reducing 
Non-Human Identity Risk at Scale

<vyen i-e gkale rw i-e ftrclesW rtpanvEaivrng need a delvcetaieW f-aged 
afftrak-T '-e wrllrbvnp gexmenke teGekig b-ai I -aye geen brt. vn 
latpe enyvtrnsenigT

Discover

Repvn ch cmvldvnp an vnyenirth aktrgg all rw i-e flakeg nrnu-msan 
vdeniviveg lvye5 dvtekirtvegW klrmd vdenivih ftryvdetgW eak- klrmd flaiu
wrts,g IPV ghgiesW krniavnet flaiwrtsgW /ID/O ghgiesgW gekteig 
sanapetgW BaaB flaiwrtsg and i-evt krnnekied afflvkaivrngW PCI paieu
bahgW and ketivMkaie sanapeseni ghgiesgT Bmffleseni flaiwrts daia 
bvi- gkannvnp wrt gekteig vn krdeW krnMpmtaivrnW and krllacrtaivrn 
irrlgW gvnke i-rge rwien teyeal vdeniviveg i-ai nr flaiwrts vnyenirth 
kafimtegT BfekvalvEed nrnu-msan vdenivih gekmtvih irrlg kan amirsaie 
smk- rw i-vg dvgkryethW krttelaivnp vdeniviveg aktrgg flaiwrtsg and 
saffvnp i-evt fetsvggvrng and mgapeT K-aieyet irrlg ate mgedW i-e 
pral vg a krnivnmrmglh mfdaied vnyenirthW nri a rneuivse gfteadg-eeiT

Conteztuali0e

zrt eak- vdenivihW egiaclvg- vig rbnetW fmtfrgeW fetsvggvrngW ktedenival 
ihfe and apeW and tekeni akivyvihT Lgape daia vg fativkmlatlh yalmacleT 
Pn vdenivih i-ai -ag nri ami-enivkaied vn sanh srni-gW rt a fetsvgu
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gvrn i-ai -ag neyet ceen e6etkvgedW vg a gitrnp kandvdaie wrt tesryalT 
Vaffvnp i-e telaivrng-vfg ceibeen vdenivivegW gmk- ag b-vk- getyvke 
ftvnkvfal kan aggmse b-vk- trleW rt b-vk- fvfelvne kan akkegg b-vk- 
gekteigW teyealg egkalaivrn fai-g i-ai vndvyvdmal tekrtdg dr nriT

Prioriti0e

zrkmg Mtgi rn vdeniviveg i-ai krscvne -vp- ftvyvlepe bvi- -vp- e6u
frgmte5 vdeniviveg bvi- adsvnvgitaivye rt ctrad daia akkeggW lrnpulvyed 
ktedenivalgW ktedenivalg wrmnd vn krde rt g-ated lrkaivrngW nr vdenivMed 
rbnetW akkegg wtrs i-vtdufatih vnieptaivrngW rt fetsvggvrng i-ai allrb 
egkalaivrn ir ivetuEetr ghgiesgT P telaivyelh gsall nmscet rw vdeniviveg 
rwien akkrmni wrt a dvgftrfrtivrnaie g-ate rw tvg.T

Remediate

Nesedvaivrn wrllrbg i-e faiietng dvgkmgged vn /-afietg ? and UW 
adafied wrt nrnu-msan vdenivivegT Nesrye drtsani vdenivivegW giatiu
vnp ch dvgaclvnp tai-et i-an deleivnp i-es gr i-eh kan ce tegirted 
vw neededT Nedmke fetsvggvrng ir b-ai eak- vdenivih akimallh mgegT 
Bflvi g-ated vdeniviveg vnir dvgivnki vdeniviveg wrt eak- fmtfrgeT Nriaie 
e6frged and aped ktedenivalgT Vvptaie -vp-uyalme giaivk ktedenivalg 
ir sanaped vdeniviveg rt wedetaivrnT Cteyeni getyvke akkrmnig wtrs 
gvpnvnp vn vnietakivyelhT Neyveb i-vtdufatih vnieptaivrng and teyr.e 
i-rge i-ai ate mnmged rt e6keggvyelh ftvyvlepedT Rekamge rw i-e rfetau
ivrnal wtapvlvih dvgkmgged eatlvetW krrtdvnaie tesedvaivrn bvi- rbnetgW 
krssmnvkaie k-anpeg vn adyankeW and srnvirt klrgelh wrt ctea.apeT
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wovern and Monitor

zvnallhW fmi dmtacle krnitrlg vn flake gr i-e ftrcles dreg nri tekmtT 
Nexmvte seiadaia and rbnetg-vf ai kteaivrnT Nrmie neb nrnu-msan 
vdeniviveg i-trmp- ftryvgvrnvnp brt.Grbg rt vnwtagitmkimteuagukrdeT 
Bei e6fvth daieg and texmvte teaYtsaivrnT Ggiaclvg- frlvkveg wrt b-vk- 
ktedenival ihfeg ate akkefiacle vn b-vk- krnie6igT Inklmde nrnu-msan 
vdeniviveg vn akkegg teyvebgW cmi degvpn i-rge teyvebg wrt rbnetg rw 
afflvkaivrng and vnieptaivrng tai-et i-an wrt sanapetg rw ferfleT Pnd 
e6iend vdenivih i-teai deiekivrn ir nrnu-msan vdenivivegW aletivnp rn 
ce-ayvrt gmk- ag vnietakivye gvpnuvng ch getyvke akkrmnigW mge rw kteu
denivalg wtrs mne6fekied lrkaivrngW gmdden vnkteageg vn daia akkeggW 
and kteaivrn rw neb ktedenivalg wrt ftvyvleped vdenivivegT

REALISTIC THREAT SCENARIO
P sanmwakimtvnp krsfanh krnnekig a i-vtdufatih analhivkg flaiu

wrts ir vig /NV and Mle girtape ghgiesg i-trmp- jPmi- vnieptau
ivrngT '-e vnieptaivrng ate afftryed ch a cmgvnegg adsvnvgitairtW 
ptanied ctrad tead akkegg ir kmgirset and galeg daiaW and neyet teu
yvebed ch i-e gekmtvih ieasT 'br heatg laietW i-e analhivkg yendrt vg 
cteak-edW and i-e aiiak.et rciavng i-e jPmi- ir.eng i-e yendrt -rldg 
wrt vig kmgirsetgT

Lgvnp i-rge ir.engW i-e aiiak.et xmetveg i-e krsfanh,g /NV and 
drbnlradg latpe yrlmseg rw kmgirset tekrtdg and krnitaki drkmu
senig wtrs Mle girtapeT Rekamge i-e akivyvih krseg wtrs a lepvivsaieW 
fteyvrmglh ami-rtvEed vnieptaivrnW i-e krsfanh,g ami-enivkaivrn krnu
itrlgW vnklmdvnp vig f-vg-vnputegvgiani VzPW flah nr trleT '-e krsfanh 
leatng rw i-e cteak- rnlh b-en i-e yendrt nrivMeg vig kmgirsetg geyetal 
bee.g laietT
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Pn vnyenirth rw i-vtdufatih vnieptaivrng bvi- tekrtded rbnetgW a 
teyveb i-ai tedmked i-e vnieptaivrn,g fetsvggvrng ir i-e gfekvMk rcu
Sekig vi neededW tegitvkivrng rn i-e neibrt. lrkaivrng wtrs b-vk- i-e 
vnieptaivrn,g ir.eng krmld ce mged b-ete i-e flaiwrts gmffrtied viW 
srnvirtvnp wrt mnmgmal daia yrlmseg akkegged ch vnieptaivrngW and 
a fetvrdvk teaYtsaivrn texmvteseni i-ai brmld -aye teyealed i-e 
vnieptaivrn bag mged rnlh rkkagvrnallh brmld eak- -aye tedmked i-e 
e6frgmteT '-e gkenatvr algr vllmgitaieg i-ai nrnu-msan vdenivih tvg. 
e6iendg cehrnd i-e rtpanvEaivrn,g rbn crmndatveg ir i-e yendrtg vi 
itmgig bvi- akkeggT

PRACTITIONER CHECKLIST
Or hrm -aye a krnivnmrmglh mfdaied vnyenirth rw nrnu-mu

san vdeniviveg aktrgg dvtekirtvegW klrmd flaiwrtsgW krniavnet 
flaiwrtsgW /ID/O ghgiesgW BaaB vnieptaivrngW gekteig sanapetgW 
and ketivMkaie ghgiesgF

K-ai ftrfrtivrn rw nrnu-msan vdeniviveg -ag a nasedW kmtu
teni rbnetF

Pte nrnu-msan vdeniviveg texmvted ir katth seiadaia gmk- 
ag fmtfrgeW rbnetW enyvtrnseniW ktedenival ihfeW and e6fvth ai 
kteaivrnF

3rb sanh nrnu-msan vdeniviveg -aye nri ami-enivkaied vn 
i-e fagi nvneih dahgW and ate i-eh cevnp dvgacledF

K-vk- -vp-uftvyvlepe vdeniviveg givll telh rn lrnpulvyed giaivk 
ktedenivalgW and vg i-ete a flan ir svptaie i-es ir sanaped vdenu
iviveg rt wedetaivrnF

Pte wedetaivrn itmgi krndvivrng gkrfed nattrblhW wrt e6asfle 
ir gfekvMk tefrgvirtvegW ctank-egW and brt.lradgF

Pte getyvke akkrmnig fteyenied wtrs gvpnvnp vn vnietakivyelhF
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Or hrm vnyenirth and fetvrdvkallh teyveb i-vtdufatih jPmi- 
vnieptaivrng and i-e daia i-eh kan akkeggF

Oreg hrmt vdenivih deiekivrn ftrptas srnvirt nrnu-msan 
vdenivih ce-ayvrt ag bell ag -msan gvpnuvngF

Looking Ahead

1rnu-msan vdeniviveg -aye ceen akkmsmlaivnp vn enietftvge enyvu
trnsenig wrt dekadegW and srgi rtpanvEaivrng ate rnlh cepvnnvnp ir 
sanape i-es bvi- i-e tvprt i-eh afflh ir -msan mgetgT '-e attvyal rw 
PI apenig sa.eg i-ai brt. krngvdetaclh srte mtpeniT Ppenig defend 
rn i-e gase sek-anvgsgW vnklmdvnp ir.engW .ehgW brt.lrad vdenivivegW 
and jPmi- delepaivrngW and i-eh vnitrdmke neb k-atakietvgivkg i-ai 
e6vgivnp afftrak-eg bete nri degvpned ir -andleT

/-afiet 7 imtng ir i-rge k-atakietvgivkg dvtekilhT Ii e6asvneg -rb 
PI apenig rfetaie and vnietaki bvi- enietftvge ghgiesgW -rb ir egu
iaclvg- vdenivih wrt apenigW srdelgW irrlgW and delepaied iag.gW -rb ir 
deMne fetsvggvrng and crmndatveg wrt amirnrsrmg akivrngW -rb ir 
gekmte apeniuiruapeni krssmnvkaivrnW irrl mgeW and akkegg ir gengvivye 
daiaW and -rb ir srnvirt apeni ce-ayvrtW savniavn akkrmniacvlvihW 
and vsfleseni -msan afftryal krnitrlg b-ete i-e gia.eg texmvte 
i-esT



9. Securing 
AI Agents 
and Autonomous 
Systems

N ot long ago, I sat in on a demonstration that a business unit 
had arranged for its leadership team. An engineer had built an 

AI agent to help the sales organization prepare for customer meetings. 
Given a customer name, the agent would search the CRM for account 
history, read recent email threads with the customer, pull relevant 
contracts from the document repository, summarize open support 
tickets, and draft a brie-ng. It could also, if asked, send a followTup 
email or schedule a meeting. Whe demonstration was impressive, and 
the room was enthusiastic. qhen the presentation ended, I asked a few 
xuestions. qhose credentials did the agent use to access the CRM and 
the mailbo?' Could it read every customerDs data, or only the accounts 
belonging to the person using it' qhat would happen if a customerDs 
email contained instructions telling the agent to forward contracts 
to an e?ternal address' qho would know if it did' Whe engineer 
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answered honestly. Whe agent used a service account with broad read 
access across the CRM and -le repository, and delegated access to the 
userDs mailbo?. Nobody had considered the email scenario. Vogging 
consisted of the applicationDs debug output.

I do not tell this story to criticize the engineer, who had built e?actly 
what was asked, xuickly and well. I tell it because I believe it represents 
the current state of AI agent adoption in many enterprises. Agents 
are being built and deployed by people focused on productivity and 
capability, using identity and access patterns borrowed from earlier 
generations of automation. Whose patterns were not designed for sysT
tems that interpret natural language, choose their own actions, and 
can be in5uenced by the content they process.

Whis chapter e?amines how to secure AI agents from an identity 
perspective. It e?plains how agents operate and interact with enterT
prise systems, how to establish identity for agents, models, tools, and 
delegated tasks, how to de-ne permissions and boundaries for auT
tonomous actions, how to secure agentTtoTagent communication, tool 
use, and access to sensitive data, and how to monitor agent behavior, 
maintain accountability, and implement human approval controls. 
Much of the technology in this area is evolving rapidly, and I e?pect 
speci-c standards and products to change. Whe underlying principles, 
however, are likely to remain relevant.

How AI Agents Operate and Interact With Enter-
prise Systems

An AI agent typically combines several components. A language 
model interprets instructions, reasons about how to accomplish a 
goal, and decides what to do ne?t. An orchestration layer manages 
the loop of planning, acting, and observing results. Wools give the 
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agent the ability to act2 xuerying a database, calling an AjI, reading 
a -le, searching the web, sending an email, running code, or invokT
ing another agent. Conte?t includes the userDs instructions, system 
instructions set by the developer, retrieved documents, the results of 
previous tool calls, and in some cases memory carried across sessions.

1rom an identity perspective, the critical observation is that tools 
are where the agent touches enterprise systems, and every tool call is 
an authenticated, authorized rexuest. qhen an agent reads a mailbo?, 
it presents a token. qhen it xueries the CRM, it presents credentials. 
Whe agentDs capabilities are therefore de-ned not only by what the 
model can reason about but by what identities and permissions its 
tools carry.

Whe ecosystem for connecting agents to tools is maturing xuickT
ly. Whe Model Conte?t jrotocol, introduced in late "P"9 and since 
adopted widely across the industry, provides a standard way for agents 
to discover and invoke tools and data sources e?posed by servers.4  
AgentTtoTagent protocols, such as the A"A protocol introduced in 
"P":, aim to standardize how agents built on di<erent platforms 
discover one another and delegate tasks."  Ma/or enterprise software 
vendors are embedding agents directly into their platforms, and cloud 

4.  Anthropic, >Introducing the Model Conte?t jrotocol,> An-
thropic News, November ":, "P"9, 6https2JJwww.anthropic.co
mJnewsJmodelTconte?tTprotocol(, accessed Fctober "", "P").

".  Rao Uurapaneni, Miku 8ha, Michael 0akoc, and Wodd Uegal, 
>Announcing the Agent"Agent jrotocol 3A"AB,> Google for De-
velopers Blog, April L, "P":, 6https2JJdevelopers.googleblog.co
mJenJa"aTaTnewTeraTofTagentTinteroperabilityJ(, accessed FctoT
ber "", "P").
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providers o<er frameworks and runtimes for building custom agents. 
In practice, this means that an enterprise may soon host agents built 
by its own developers, agents embedded in its UaaU applications, agents 
provided by third parties, and agents adopted informally by individual 
employees, all interacting with the same systems and data.

Ueveral characteristics distinguish agents from the nonThuman 
identities discussed in Chapter 7, and each has implications for idenT
tity security.

Agents are nonTdeterministic. Whe same instructions may lead to 
di<erent sexuences of actions on di<erent occasions. jermissions canT
not be scoped by predicting e?actly what the agent will do, because 
that is not fully knowable in advance.

Agents often act on behalf of people. A user asks an agent to acT
complish something, and the agent uses some combination of its own 
identity and the userDs delegated authority to do it. Whis blurs the line 
between human and machine identity in ways that e?isting logging 
and authorization models do not always capture.

Agents process untrusted content. Ymails, documents, web pages, 
support tickets, and tool outputs all enter the agentDs conte?t. If that 
content contains instructions, the model may follow them. Whis vulT
nerability, known as prompt in/ection, means that anyone who can 
place content in front of an agent may be able to in5uence its behavior, 
and through it, the identities and permissions it holds.

Agents can chain actions across systems xuickly. An agent may 
retrieve data from one system and send it through another within 
seconds, at a scale and speed that human review cannot match.

ENTERPRISE FIELD NOTES
In discussions with security leaders, I have found that one of 

the most common early mistakes is evaluating agent risk priT
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marily through the lens of the model2 which provider, which 
version, whether it hallucinates. Whose xuestions matter, but 
from a security perspective the more consexuential xuestions are 
about access. qhich systems can the agent reach' qith whose 
authority' qhat can it change, delete, or send' An agent built 
on an e?cellent model with e?cessive permissions may represent 
far greater risk than one built on a weaker model with narrowly 
scoped, readTonly access.

Establishing Identity for Agents, Models, Tools, and 
Delegated Tasks

Whe -rst principle I would o<er is simple2 every agent should have its 
own identity. Agents should not run under shared service accounts, 
borrowed human credentials, or generic AjI keys used by many apT
plications. A distinct identity for each agent, and ideally for each deT
ployment or instance where the distinction matters, makes it possible 
to scope permissions, attribute actions, monitor behavior, and revoke 
access precisely.

The Agent Registry

Eistinct identities are of limited value without an inventory that 
describes them. I recommend that organizations maintain an agent 
registry, an e?tension of the nonThuman identity inventory described 
in Chapter 7, that records each agentDs purpose, owner, model and 
version, the tools and data sources it can access, the identities and 
permissions it uses, whether it acts on behalf of users, the actions it can 
take autonomously and those that rexuire approval, and its approval 
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and review status. Ueveral identity and security vendors now o<er 
capabilities speci-cally designed for registering and governing agents, 
and some identity providers have begun to treat agents as a distinct 
identity type. qhatever tools are used, the registry should become the 
authoritative answer to the xuestion of which agents e?ist and what 
they are allowed to do.

Delegation and On-Behalf-Of Access

qhen an agent acts on behalf of a user, there are broadly three patterns 
for how it obtains authority.

In the -rst, the agent uses the userDs own credentials or tokens diT
rectly, e<ectively impersonating the user. Whis is simple but problemT
atic. Uystems cannot distinguish the agentDs actions from the userDs, 
the agent inherits all of the userDs permissions rather than only those 
needed for the task, and the userDs credentials are e?posed to the agentDs 
runtime.

In the second, the agent uses its own identity with broad permisT
sions and applies its own logic to decide what each user should be 
allowed to see. Whis is the pattern in the demonstration I described at 
the start of this chapter. It concentrates enormous access in a single 
identity and relies on the agent, which may be manipulated, to enT
force authorization correctly. It also creates a classic confused deputy 
problem, in which a user or attacker may be able to induce the agent 
to use its broad privileges on their behalf.; 

;.  Norm Oardy, >Whe Confused Eeputy 3or qhy Capabilities 
Might Oave Ieen InventedB,> ACM SIGOPS Operating Systems 
Review, 0ol. "", No. 9, Fctober 4L77, pp. ;)T;7.
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In the third, which I generally recommend, the agent acts with 
delegated authority that combines both identities. Hsing standards 
such as FAuth ".P token e?change, the agent obtains a token that 
represents the user, carries an indication that the agent is the actor, and 
is scoped to the speci-c permissions the task rexuires.9  Eownstream 
systems enforce authorization based on the userDs entitlements, interT
sected with the agentDs allowed scope, and their logs can record both 
the user and the agent. Whe e<ective permission becomes the overlap 
between what the user may do and what the agent is permitted to do, 
rather than the union of the two.

Utandards and product support for this pattern are still maturing, 
particularly across multiTstep chains in which one agent delegates 
to another, which delegates to a tool. Whe FAuth community and 
protocol bodies have active work under way on agent authorization, 
including the authorization model adopted for the Model Conte?t 
jrotocol.:  I would encourage architects to design toward this deleT
gated model now, even where current tooling rexuires compromises.

9.  Michael I. 8ones, Anthony Nadalin, Irian Campbell, 8ohn 
Iradley, and Chuck Mortimore, OAuth 2.0 Token Exchange, 
R1C 7)L;, Internet Yngineering Wask 1orce, 8anuary "P"P, 6
https2JJwww.rfcTeditor.orgJrfcJrfc7)L;(, accessed Fctober "", 
"P").

:.  Model Conte?t jrotocol, >Authorization,> Model Context Pro-
tocol Specification, 0ersion "P")TPJT"7, 6https2JJmodelconte?t
protocol.ioJspeci-cationJ"P")TPJT"7JbasicJauthorization(, acT
cessed Fctober "", "P").
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Identity for Tools and Models

Wools and model endpoints need identities too. A tool server e?posed 
to agents should authenticate the agents that call it and enforce its own 
authorization, rather than trusting any caller. Agents should verify 
that they are connecting to legitimate tool servers, since a malicious 
or compromised tool can return manipulated data or capture the creT
dentials and conte?t passed to it. Access to model AjIs, often through 
keys issued by e?ternal providers, should itself be treated as a nonThuT
man identity with an owner, scope, and rotation policy, since stolen 
model AjI keys can be abused for cost, data access, or to impersonate 
the organizationDs applications.

Deuning Permissions and BoCndaries for AC-
tonomoCs Actions

Iecause agent behavior cannot be fully predicted, permissions must 
be designed around boundaries rather than e?pected actions. Whe 
xuestion is not what the agent will do, but what is the worst it could 
do with the access it has, and is that acceptable'

Least Agency

Uecurity practitioners have begun using the term e?cessive agency to 
describe the risk that an agent has more capability, permissions, or 
autonomy than its task rexuires, and FqAUj includes it among the 
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leading risks for applications built on large language models.)  Whe 
corresponding principle, which some call least agency, e?tends least 
privilege to cover not only permissions but the range of tools available 
and the degree of autonomy granted. An agent that summarizes docT
uments does not need the ability to send email. An agent that drafts 
responses does not need to send them without review. An agent that 
reads a database does not need write access.

In practice, this means limiting the tools each agent can call to 
those essential for its purposeK scoping each toolDs permissions narT
rowly, for e?ample to speci-c records, folders, or customersK preferring 
readTonly access wherever possibleK separating highTrisk capabilities, 
such as sending e?ternal communications, moving money, deleting 
data, or changing permissions, into distinct tools that rexuire addiT
tional controlsK and setting rate and volume limits so that an agent 
cannot retrieve or modify unusually large amounts of data in a short 
period.

Time and xontejt BoCndaries

Whe /ustTinTtime principles discussed in Chapters : and ) apply natT
urally to agents. Rather than holding standing permissions, an agent 
can receive credentials scoped to a speci-c task and valid only for 
its duration. qhen the task ends, the credentials e?pire. Conte?tual 
conditions, such as the user who initiated the task, the data classi-T

).  FqAUj  1oundation,  >VVMP)2"P":  Y?cessive  Agency,> 
OWASP Top 10 for LLM Applications 2025, FqAUj GenAI 
Uecurity jro/ect, 6https2JJgenai.owasp.orgJllmriskJllmP)"P":
Te?cessiveTagencyJ(, accessed Fctober "", "P").
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cation involved, and the environment, can further constrain what the 
agent may do. jolicy engines that e?ternalize authorization decisions 
are particularly well suited to this purpose, because they allow the 
organization to de-ne and audit agent permissions centrally rather 
than embedding them in each agentDs code.

xontaining the EUects of Prompt Invection

jrompt in/ection cannot currently be prevented reliably at the model 
level. Model providers and security vendors have developed mitigaT
tions, including input -ltering, instruction hierarchies, and classi-ers 
that attempt to detect in/ected instructions, and these reduce the risk. 
In my view, however, organizations should design on the assumpT
tion that a determined attacker may sometimes succeed in in5uencing 
an agentDs behavior, and should rely on identity and authorization 
boundaries to limit what a manipulated agent can do.

A useful way to reason about this is to look for dangerous combiT
nations. An agent that has access to sensitive data, processes content 
from untrusted sources, and has the ability to communicate e?ternally 
can potentially be manipulated into e?-ltrating that data.J  Removing 
any one of those three properties for a given agent, or placing strong 
controls such as human approval on the e?ternal communication 

J.  Uimon qillison, >Whe Vethal Wrifecta for AI Agents2 jrivate 
Eata, Hntrusted Content, and Y?ternal Communication,> Si-
mon Willison's Weblog, 8une 4), "P":, 6https2JJsimonwillis
on.netJ"P":J8unJ4)JtheTlethalTtrifectaJ(, accessed Fctober "", 
"P").
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path, signi-cantly reduces the risk. Many of the agent designs I review 
combine all three without realizing it.

ARxHITExTKRE DExISIONS AND TRADE-OFFS
Iroad agent identity with applicationTlevel -ltering, or delT

egated userTscoped access' Granting an agent a broad service 
identity and relying on the agentDs own logic to -lter what each 
user sees is faster to build, works with systems that do not supT
port delegation, and avoids comple? token 5ows. It also concenT
trates access in one identity, makes the agent a highTvalue target, 
and depends on the agent correctly enforcing authorization even 
when it is being manipulated.

Eelegated, userTscoped access ensures that downstream sysT
tems enforce the userDs own entitlements, limits the e<ect of 
a manipulated agent to what that user could already do, and 
produces clearer audit trails. It rexuires support for delegation 
in the identity provider and target systems, and it can be more 
comple? to implement, particularly for multiTagent chains.

1or agents that access sensitive data on behalf of many di<erT
ent users, I would treat delegated access as the target architecture 
and accept broad service identities only for narrowly scoped, 
lowTsensitivity use cases or as a documented interim measure.
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SecCring Agent-to-Agent xommCnication, Tool Kse, 
and Sensiti/e Data

Agent-to-Agent xommCnication

As multiTagent systems become more common, agents will increasT
ingly delegate tasks to other agents, some within the organization 
and some operated by partners or vendors. Yach such interaction is 
a trust decision. Whe calling agent should authenticate the agent it is 
delegating to. Whe receiving agent should authenticate the caller and 
determine what authority, if any, has been delegated to it. Eelegation 
chains should preserve the identity of the originating user and each 
intermediate agent, so that authorization at the end of the chain reT
5ects the full conte?t and logs record who initiated what. jermissions 
should narrow, not widen, as tasks move along the chain. And content 
returned from another agent should be treated as untrusted input, 
since a compromised or manipulated agent can pass in/ected instrucT
tions downstream.

Tool Kse

Wool servers and connectors represent a signi-cant new attack surface. 
Frganizations should maintain an approved catalog of tools and tool 
servers that agents may use, review new tools before they are conT
nected, and be cautious about tools obtained from public sources 
without vetting. Wool descriptions and metadata can themselves conT
tain in/ected instructions, so tool registration should be controlled. 
Credentials used by tools should follow the principles in Chapter )2 
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stored in vaults or replaced by shortTlived, federated credentials, never 
embedded in agent con-guration or prompts.

Access to Sensiti/e Data

Agents that retrieve data, whether by xuerying systems directly or 
through retrievalTaugmented generation from inde?ed document colT
lections, must respect the same access controls that apply to the people 
they serve. A common failure mode is building a search inde? or 
knowledge base from documents with mi?ed permissions and then 
allowing an agent to retrieve from it without enforcing perTuser access, 
e<ectively e?posing restricted content to anyone who asks the right 
xuestion. Retrieval systems should carry document permissions into 
the inde? and enforce them at xuery time based on the rexuesting 
userDs identity. Eata classi-cation and data loss prevention controls 
should e?tend to agent outputs, including content the agent sends e?T
ternally or writes into other systems. Frganizations should also conT
sider what data agents send to e?ternal model providers and whether 
contractual and technical protections are adexuate for its sensitivity.

BEST PRAxTIxES THAT WOR0
Iefore approving an agent for production, conduct a short, strucT

tured review focused on identity and access rather than model xuality. 
In practice, this tends to include con-rming that the agent has its 
own registered identity and named ownerK listing every tool it can call 
and the permissions behind each oneK con-rming whether it acts on 
behalf of users and how that delegation is implementedK identifying 
whether it combines access to sensitive data, e?posure to untrusted 
content, and the ability to communicate e?ternallyK de-ning which 
actions rexuire human approvalK con-rming that its actions are logged 
with both agent and user identityK and verifying that it can be disabled 
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xuickly. Many organizations already perform similar reviews for new 
applications and integrations. Y?tending them to agents is a modest 
step that catches a large share of design 5aws.

Monitoring Agent Beha/ior, AccoCntability, and 
HCman Appro/al xontrols

Monitoring

Agents should generate telemetry that supports security monitoring 
and investigation, not merely debugging. At a minimum, logs should 
capture the agentDs identity, the user on whose behalf it acted, the task 
or instruction it received, each tool call it made with parameters and 
results, the data it accessed, and the actions it took in e?ternal systems. 
Eownstream systems should log agent actions in a way that identi-es 
the agent as the actor. jrivacy and data retention considerations apply, 
since agent logs may contain sensitive content, but the absence of 
usable logs makes investigation nearly impossible.

Iehavioral monitoring for agents can build on the IWER apT
proaches in Chapter J. Hseful signals include tool calls the agent has 
never made before, access to data outside its normal scope, unusually 
high volumes of retrieval or actions, attempts to call tools it is not 
authorized to use, e?ternal communications to new destinations, and 
patterns that suggest the agent is following instructions embedded 
in content rather than from its user. Iecause agent behavior varies 
naturally, baselines will be noisier than for traditional service accounts, 
and I would e?pect detection technixues in this area to mature signifT
icantly over the ne?t few years.
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AccoCntability

qhen an agent takes a harmful action, the organization needs to be 
able to determine what happened, why, and who is responsible. WechT
nical accountability depends on the identity design and logging deT
scribed above. Frganizational accountability depends on clear ownT
ership. Yvery agent should have an owner responsible for its con-guT
ration, permissions, and behavior, and every user who initiates agent 
actions should understand that they remain accountable for what is 
done on their behalf. In my view, agents should be treated as tools 
wielded by people and teams, not as independent actors that absorb 
responsibility for outcomes.

HCman Appro/al xontrols

OumanTinTtheTloop approval is one of the most e<ective controls for 
limiting the impact of agent errors and manipulation, but it must 
be designed carefully. If every action rexuires approval, users will e?T
perience the same fatigue described in Chapter 9 for M1A prompts 
and will approve without reading. If no actions rexuire approval, 
highTimpact mistakes proceed unchecked.

A riskTtiered approach tends to work best. VowTrisk, reversible, 
readTonly actions can proceed autonomously. ModerateTrisk actions 
can proceed with noti-cation and easy reversal. OighTrisk actions, 
such as sending communications to e?ternal parties, e?ecuting -T
nancial transactions, deleting data, changing permissions or security 
con-gurations, or acting on data above a de-ned sensitivity, should 
rexuire e?plicit human approval. Whe approval rexuest should show 
clearly what the agent intends to do, including the full content of mesT
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sages and the speci-c records a<ected, so that the approver can make 
an informed decision. Approval should be granted by an appropriate 
person, which for some actions may be someone other than the user 
who initiated the task.

1inally, organizations need the ability to stop agents xuickly. Whis 
includes disabling an individual agentDs identity, revoking its tokens, 
suspending speci-c tools across all agents, and halting agent activity 
broadly if a systemic problem is discovered. Whese capabilities should 
be tested before they are needed.

REALISTIx THREAT SxENARIO
A company deploys an AI agent to help its procurement 

team process supplier correspondence. Whe agent reads incomT
ing email in a shared procurement mailbo?, e?tracts invoice deT
tails, updates records in the procurement system, and drafts 
replies. Wo simplify implementation, it runs under a service idenT
tity with full access to the mailbo?, read and write access to 
supplier records, and permission to send email.

An attacker sends an email that appears to be a routine invoice 
from a real supplier. Oidden in the message is te?t instructing the 
agent to update the supplierDs banking details to a new account 
and to reply con-rming the change. Whe agent processes the 
email, follows the embedded instructions, updates the supplier 
record, and sends a con-rmation. Whe ne?t payment run sends 
funds to the attacker.

Whe agent was not compromised in the traditional sense. Its 
credentials were never stolen. It was manipulated into using its 
legitimate access on the attackerDs behalf.

Ueveral identity and authorization controls would have preT
vented the loss2 separating the ability to change banking details 
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into a distinct, highTrisk tool rexuiring human approval with an 
outTofTband veri-cationK restricting the agentDs write access to 
invoice -elds onlyK removing its ability to send e?ternal email 
without reviewK monitoring for agentTinitiated changes to payT
ment detailsK and logging that clearly showed the agent, rather 
than a sta< member, made the change. Whis scenario closely 
mirrors the business email compromise patterns described in 
Chapter ", with an agent standing in for the deceived employee.

PRAxTITIONER xHEx0LIST
Eo you maintain a registry of AI agents operating in your 

environment, including those embedded in UaaU platforms and 
those adopted by individual employees'

Eoes each agent have its own identity and a named owner'
1or agents acting on behalf of users, is access delegated and 

scoped to the userDs entitlements, or does the agent use a broad 
service identity'

qhich agents combine access to sensitive data, e?posure to 
untrusted content, and the ability to communicate e?ternally'

Are highTimpact actions separated into distinct tools that reT
xuire human approval'

Eo retrieval systems enforce perTuser permissions on the docT
uments they inde?'

Are tool servers and connectors reviewed and approved before 
agents may use them'

Eo logs record both the agent and the user for every action, 
with enough detail to support investigation'

Can you disable an agent, revoke its tokens, or suspend a tool 
across all agents xuickly, and has that capability been tested'
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Looking Ahead

Whis chapter has focused on securing the agents organizations deploy 
themselves. Attackers, of course, also have access to AI, and they are 
using it to make identityTbased attacks more convincing, more scalT
able, and more diLcult to detect.

Chapter 4P e?amines those threats. It discusses AITenabled phishT
ing, impersonation, deepfakes, and social engineeringK automated creT
dential attacks and largeTscale identity e?ploitationK synthetic identiT
ties and the manipulation of identity veri-cationK attacks against idenT
tity infrastructure, authentication work5ows, and recovery processesK 
and how to approach threat modeling for AITera attacks and prioritize 
defensive controls accordingly.



10. AI-Powered 
Attacks and 
Emerging 
Identity Threats

N ot long ago, a colleague who leads security at a large compa-
ny played me a voicemail. It was from the company's chief 

knancial oxcer, asqing the treasury team to eTpedite a payment to 
a new vendor ahead of an acbuisition announcement and to qeep 
the matter conkdential. Che voice was unmistaqaFly the O:W'sM the 
same cadence, the same slight hesitation Fefore numFers, the same 
phrase he used to close calls. Che treasury analyst who received it had 
Feen suspicious only Fecause the rebuest arrived on a weeqend and 
Fypassed the normal approval worqEow. Dhen she called the O:W on 
his qnown moFile numFer, he had no idea what she was talqing aFout. 
Che voicemail had Feen generated from recordings of his puFlic earn-
ings calls and conference presentations.

Yy colleague told me that what unsettled him most was not that 
the attacq had Feen attempted. STecutive impersonation is an old 
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fraud. Dhat unsettled him was that his team's security awareness 
training had, for years, taught employees to verify unusual rebuests Fy 
listening for something that seemed oz. In this case, nothing aFout the 
voice seemed oz at all. Che analyst's instinct to verify through a qnown 
channel, rather than her aFility to detect a faqe, was what stopped the 
fraud.

I Felieve that story captures the central challenge of this chapter. 
6I is not creating entirely new categories of identity attacq. 2hishing, 
impersonation, credential theft, fraud, and manipulation of recovery 
processes have eTisted for decades. Dhat 6I changes is their buality, 
their scale, their cost, and the degree to which human Vudgment can Fe 
relied on to detect them. Yany of the signals that people and processes 
have used to estaFlish trust are Fecoming easier to faqe.

Chis chapter eTamines 6I-enaFled phishing, impersonation, deep-
faqes,  and social  engineering8 automated credential  attacqs and 
large-scale identity eTploitation8 synthetic identities, identity fraud, 
and the manipulation of identity verikcation8 attacqs against identity 
infrastructure, authentication worqEows, and recovery processes8 and 
how organiLations can approach threat modeling for 6I-era attacqs 
and prioritiLe their defenses.

AI-Enabled Phishing, Impersonation, Deepfakes, 
and Social Engineering

Phishing at Scale and With Precision

Ohapter K noted that generative 6I allows attacqers to produce Euent, 
personaliLed phishing messages at scale. It is worth eTamining why that 
matters so much. 1istorically, attacqers faced a trade-oz Fetween vol-
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ume and buality. Yass phishing campaigns reached many recipients 
with generic messages that were relatively easy to spot. Cargeted spear 
phishing, researched and written Fy hand for specikc individuals, was 
far more convincing Fut laFor-intensive. 6I suFstantially erodes that 
trade-oz. 6n attacqer can now gather information aFout many targets 
from professional networqing sites, company weFsites, press releases, 
and previous data Freaches, and generate individually tailored mes-
sages for each of them, in multiple languages, with appropriate tone 
and conteTt, at a cost approaching that of mass phishing.

Heveral research studies and industry eTperiments have suggested 
that 6I-generated phishing can perform comparaFly to, and in some 
cases Fetter than, messages crafted Fy sqilled human operators.P  I 
would treat specikc success rates with caution, since results vary with 
methodology and conteTt, Fut the direction is consistent with what 
security teams report oFserving. 6I also allows attacqers to sustain 
conversations, responding plausiFly to a target's buestions over email 
or chat, which defeats the simple advice to reply and asq for clarikca-
tion.

P.  :red 1eiding, Himon Xermen, 6ndrew 4ao, 0ruce Hchneier, and 
6run Bishwanath, 5Svaluating Xarge Xanguage Yodels' Oapa-
Fility to Xaunch :ully 6utomated Hpear 2hishing OampaignsM 
Balidated on 1uman HuFVects,5 ar3ivMK<PK.//>"j, NovemFer 
9/, K/K<, $httpsMJJarTiv.orgJaFsJK<PK.//>"j?, accessed Wcto-
Fer KK, K/Kj.
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K.  :ederal 0ureau of Investigation, Senior US Officials Imper-
sonated in Malicious Messaging Campaign, 2uFlic Hervice 6n-
nouncement I-/>P>K>-2H6, Internet Orime Oomplaint Oenter, 
Yay P>, K/K>, $httpsMJJwww.ic9.govJ2H6JK/K>J2H6K>/>P>
?, accessed WctoFer KK, K/Kj.

9.  Yagramo, 50ritish Sngineering 7iant 6rup Gevealed as KK> 
Yillion Ueepfaqe Hcam Bictim,5 CNN Business, Yay Pj, K/K<.

Voice Cloning and Deepfake Video

Boice cloning has advanced to the point where a convincing imitation 
can, Fy many accounts, Fe produced from a relatively short sample of 
recorded speech. STecutives, puFlic oxcials, and anyone who speaqs 
puFlicly or posts videos online provide ample source material. Xaw 
enforcement agencies, including the :0I, have issued puFlic warnings 
aFout campaigns using 6I-generated voice messages to impersonate 
senior oxcials and eTecutives, often as a krst step toward estaFlishing 
trust Fefore moving the conversation to another channel.K 

Geal-time deepfaqe video is less mature Fut improving. Che widely 
reported case of an employee who authoriLed suFstantial transfers 
after a video conference in which multiple senior colleagues appear 
to have Feen synthetic illustrated that video presence can no longer 
Fe treated as proof of identity.9  In my view, any process that relies 
on recogniLing a person's voice or face over a remote channel as the 
primary means of verifying identity should now Fe considered weaq.
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<.  :0I and OIH6, Scattered Spider, Loint OyFersecurity 6dvisory 
66K9-9K/6.

Targeting the People Who Grant Access

6I-enaFled social engineering is particularly dangerous when it targets 
the people and processes that control identity. 1elp desq agents who 
reset passwords and Y:6 registrations, IC administrators who pro-
vision access, 1G staz who onFoard new employees, and knance staz 
who approve payment changes are all, in ezect, identity gateqeepers. 
6n attacqer who can convincingly impersonate an employee to the 
help desq, or an eTecutive to the knance team, can Fypass technical 
controls entirely. Heveral signikcant puFlicly reported intrusions have 
Fegun with help desq social engineering, and 6I maqes the imperson-
ation more convincing and easier to scale.< 

ENTERPRISE FIELD NOTES
Dhen I review verikcation procedures for help desqs and k-

nance teams, I frebuently knd that they depend on information 
an attacqer can oFtain or inferM an employee IU numFer, a man-
ager's name, a date of Firth, the last four digits of a phone num-
Fer, or simply the aFility to answer buestions conkdently. Chese 
procedures were designed to stop casual impostors, not well-pre-
pared ones. Now that attacqers can comFine leaqed personal data 
with a cloned voice, I encourage organiLations to assume that 
qnowledge-Fased and voice-Fased verikcation can Fe defeated, 
and to rely instead on verikcation that rebuires possession of an 
enrolled device or credential, or conkrmation through a separate, 
trusted channel.
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Automated Credential Attacks and Large-Scale Iden-
tity Exploitation

Oredential attacqs have Feen automated for many years. Oredential 
stuxng tools test leaqed username and password pairs against many 
sites, and password spraying tools try common passwords across many 
accounts. 6I adds several capaFilities to this estaFlished ecosystem.

:irst, 6I can maqe credential attacqs harder to detect. 6utomated 
tools can vary timing, source infrastructure, and Fehavior to resemFle 
legitimate users more closely, and they can Fe routed through large 
pools of residential proTies so that traxc appears to come from or-
dinary consumer internet connections near the target's users. Himple 
defenses Fased on Flocqing qnown malicious I2 addresses or detecting 
oFvious automation Fecome less ezective.

Hecond, 6I can improve password guessing. Yodels trained on 
leaqed password collections can generate liqely candidates for specikc 
users Fased on personal information, organiLational naming patterns, 
and common transformations, potentially increasing the success rate 
of targeted guessing.

Chird, 6I can help attacqers defeat some anti-automation controls. 
Yany O62CO16 and Fot detection systems were designed around 
tasqs that were dixcult for software, such as recogniLing distorted 
teTt or oFVects in images. 6dvances in computer vision and model 
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>.  6ndreas 2lesner, CoFias BontoFel, and Goger Dattenhofer, 
50reaqing reO62CO16vK,5 ar3ivMK</&./""9P, HeptemFer P9, 
K/K<, $httpsMJJarTiv.orgJaFsJK</&./""9P?, accessed WctoFer 
KK, K/Kj.

j.  6nthropic, 5Uisrupting the :irst Geported 6I-Wrchestrat-
ed OyFer Sspionage Oampaign,5 Anthropic News, NovemFer 
P9, K/K>, $httpsMJJwww.anthropic.comJnewsJdisrupting-6I-e
spionage?, accessed WctoFer KK, K/Kj.

capaFility have made several of these challenges easier for automated 
systems to solve.> 

:ourth, and in my view most signikcantly, 6I agents may allow 
attacqers to automate not only the initial credential attacq Fut the 
steps that follow. 6n attacqer who oFtains access to many accounts 
faces a Fottlenecq in deciding what to do with each oneM eTploring 
mailFoTes, identifying valuaFle data, recogniLing opportunities for 
fraud or escalation. 6I can triage compromised accounts at scale, 
searching for knancial information, credentials, sensitive documents, 
and relationships that can Fe eTploited. 6t least one maVor 6I devel-
oper has puFlicly reported identifying and disrupting an espionage 
campaign in which an 6I system performed a large share of the in-
trusion worq with limited human direction.j  I eTpect the use of 6I 
to accelerate post-compromise activity to grow, which will shrinq the 
time defenders have to detect and respond.

Che implications for defenders reinforce themes from earlier chap-
ters. 2hishing-resistant authentication remains the most ezective de-
fense against credential theft. 0reached password screening helps pre-
vent users from choosing credentials already in attacqer collections. 
Uevice-Found sessions and conditional access rebuiring managed de-
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vices reduce the value of stolen credentials. 6nd identity threat detec-
tion must Fe capaFle of recogniLing compromised accounts buicqly, 
Fecause the window Fetween compromise and damage is liqely to 
narrow.

Synthetic Identities, Identity Fraud, and the Manip-
ulation of Identity VeriHcation

Synthetic Identities

6 synthetic identity is a faFricated identity, often comFining real and 
invented personal information, created to pass verikcation checqs. 
Hynthetic identity fraud has long azected knancial services, where 
criminals Fuild credit histories for kctitious people and then eTploit 
them. 6I maqes synthetic identities easier to create and more convinc-
ing. 7enerative models can produce realistic photographs of people 
who do not eTist, faFricate supporting documents, generate plausi-
Fle professional histories and online prokles, and produce consistent 
writing styles across communications.

Remote Biring Fraud

Wne of the most signikcant emerging threats for enterprises, in my 
view, is fraud in remote hiring and onFoarding. A.H. government 
agencies have puFlicly descriFed schemes in which operatives worqing 
on Fehalf of the North 4orean government oFtained remote IC VoFs 
at Destern companies using stolen or faFricated identities, sometimes 
with 6I-altered photographs and, Fy some accounts, 6I assistance 
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;.  A.H. Uepartment of Lustice, 5Lustice Uepartment 6nnounces 
Ooordinated, Nationwide 6ctions to OomFat North 4orean 
Gemote  Information Cechnology Dorqers'  Illicit  Gevenue 
7eneration Hchemes,5 press release, Wxce of 2uFlic 6zairs, Lune 
9/,  K/K>, 
$httpsMJJwww.Vustice.govJopaJprJVustice-department-announce
s-coordinated-nationwide-actions-comFat-north-qorean-remote
?, accessed WctoFer KK, K/Kj.

during interviews.;  Wnce hired, these individuals receive legitimate 
corporate identities, devices, and access. Chey pass through the or-
ganiLation's identity controls not Fy defeating them Fut Fy Feing 
enrolled into them.

Chis threat highlights a gap that many identity programs over-
looqM the moment of identity prookng at onFoarding. Yost enterprise 
identity controls assume that the person enrolled as an employee is 
who they claim to Fe. If that assumption is wrong, every suFsebuent 
control, including phishing-resistant authentication, protects the im-
postor's access rather than preventing it. Che same concern applies to 
contractors and vendors, who are often onFoarded with less scrutiny 
than employees.

Attacks on Identity VeriHcation

Gemote identity verikcation services, which checq a government 
identity document and compare it to a live selke or video, have Fe-
come common for customer onFoarding, worqforce onFoarding, and 
account recovery. Chese services face growing pressure from 6I. 6t-
tacqers may present 6I-generated or manipulated document images, 
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".  Suropean Oommittee for HtandardiLation, Biometric Data In-
jection Attack Detection, OSNJCH P"/&&MK/K<, OSN, 0russels, 
UecemFer K/K<.

use deepfaqe video in place of a live camera feed, or inVect synthetic 
media directly into the video stream so that the verikcation system 
never receives genuine camera input. Bendors have developed live-
ness detection and inVection detection technibues in response, and 
standards Fodies have Fegun to dekne testing rebuirements for these 
capaFilities."  In my eTperience, the buality of these defenses varies 
consideraFly across providers, and organiLations should evaluate them 
with the same rigor they apply to other security controls rather than 
treating identity verikcation as a commodity service.

KEST PRACTICES TBAT WORw
Creat worqforce identity prookng as a security control owned 

Vointly Fy 1G, IC, and security, rather than as an 1G formality. 
In practice, this tends to mean verifying identity documents 
through a provider with demonstrated resistance to deepfaqe 
and inVection attacqs8 rebuiring at least one in-person or su-
pervised verikcation step for roles with signikcant access where 
feasiFle8 checqing that the person who interviewed is the per-
son who is onFoarded and who receives ebuipment8 scrutiniLing 
shipping addresses for corporate devices8 watching for signs such 
as reluctance to appear on camera, inconsistent Facqgrounds, 
or remote access tools installed on new devices8 and applying 
comparaFle scrutiny to contractors and vendor personnel. Chese 
measures add some friction to hiring, Fut they protect the foun-
dation on which every other identity control rests.
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Attacks Against Identity Infrastructure, Authenti-
cation Workvozs, and RecoUery Processes

6s organiLations strengthen authentication, attacqers increasingly 
target the systems and processes around it. 6I is liqely to maqe several 
of these attacqs more ezective.

Identity Infrastructure

Che identity provider, directory, federation conkguration, and syn-
chroniLation services descriFed in Ohapter 9 remain the highest-value 
targets in most environments. 6I can help attacqers analyLe compleT 
conkgurations, identify misconkgurations and escalation paths, and 
generate tooling more buicqly. 6I-assisted vulneraFility discovery may 
also shorten the time Fetween the disclosure of a vulneraFility in iden-
tity software and its eTploitation. Chese developments reinforce the 
importance of treating identity infrastructure as tier-Lero, applying 
patches buicqly, monitoring conkguration changes, and reducing the 
numFer of people and identities with administrative control.

Authentication Workvozs

6ttacqers looq for the weaqest path an authentication system will 
accept. 6I can help them knd it, Fy systematically testing dizerent 
sign-in Eows, legacy protocols, fallFacq methods, and device regis-
tration processes. 6dversary-in-the-middle phishing qits continue to 
evolve, and 6I can help attacqers Fuild convincing looqaliqe pages 
tailored to a specikc organiLation's sign-in eTperience. W6uth con-
sent phishing and device code phishing, descriFed in Ohapter <, can 
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Fe made more persuasive with 6I-generated preteTts. Che defensive 
principle remains the sameM enforce phishing-resistant methods con-
sistently, and remove or restrict every weaqer path that could Fe used 
to Fypass them.

RecoUery Processes

6ccount recovery, as Ohapter < emphasiLed, is frebuently the weaqest 
point in authentication. 6I maqes it weaqer still if recovery depends 
on human Vudgment of a voice, a face, or a plausiFle story. 6ttacqers 
may use cloned voices to call help desqs, deepfaqe video to pass remote 
verikcation for credential resets, and 6I-generated documents to sup-
port claims. WrganiLations should review recovery processes with the 
assumption that an attacqer can convincingly imitate the legitimate 
user's voice and appearance, and should ensure that recovery for sensi-
tive accounts rebuires possession of something the attacqer is unliqely 
to have, such as a second enrolled authenticator, or conkrmation Fy a 
trusted party through an independent channel.

Attacks Through AI Systems

:inally, the 6I systems that organiLations deploy create new paths to 
identity compromise. Ohapter & discussed prompt inVection against 
6I agents. 6ttacqers may also target 6I assistants used Fy help desqs 
and IC staz, attempting to manipulate them into revealing informa-
tion or taqing actions8 compromise the credentials and 62I qeys used 
to access 6I services8 or poison the data sources that 6I systems rely on. 
6s 6I Fecomes emFedded in identity processes themselves, including 
access reviews, threat detection, and support, these systems Fecome 
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part of the identity attacq surface. Ohapter PP returns to this topic 
from the defender's perspective.

REALISTIC TBREAT SCENARIO
6n attacqer targets a regional Fanq's IC operations team. As-

ing puFlic information and a previous Freach of a third-party 
service, the attacqer compiles details aFout a systems adminis-
trator, including her manager's name, employee IU format, and 
recent proVect worq. :rom a conference presentation she gave, 
the attacqer oFtains enough audio to clone her voice.

Che attacqer calls the IC help desq late on a :riday, using the 
cloned voice and claiming that her phone was lost while travel-
ing. Che help desq agent asqs for her employee IU and manager's 
name, which the attacqer provides, and then, following proce-
dure, sends a verikcation linq to her personal email address on 
kle. Che attacqer has already compromised that personal account 
using a password from the earlier Freach. Che agent resets her 
Y:6 registration.

Che attacqer enrolls a new authenticator, signs in, and uses 
her administrative access to create a new privileged account and 
register a new W6uth application with Froad directory permis-
sions. 6n 6I tool helps the attacqer rapidly map the Fanq's cloud 
environment and identify systems containing customer knancial 
data.

Che Fanq's identity threat detection Eags the sebuence of 
an Y:6 reset followed Fy new privileged account creation and 
W6uth application registration within an hour, and the secu-
rity team contains the incident Fefore data is eTkltrated. 6 re-
view concludes that the recovery procedure relied on qnowledge 
an attacqer could oFtain and on a channel the attacqer could 



IUSNCICR HSOAGICR IN C1S 67S W: 6I P;&

control. Che Fanq changes its procedure for administrators to 
rebuire in-person verikcation or conkrmation through a video 
call with the manager initiated from a qnown corporate numFer, 
comFined with possession of a Facqup hardware qey issued at 
onFoarding.

Threat Modeling for AI-Era Attacks and Prioriti1ing 
DefensiUe Controls

:aced with this range of threats, security leaders need a disciplined way 
to decide where to invest. Chreat modeling provides one.

ReUisiting Trust Assumptions

I knd it useful to Fegin Fy listing the trust assumptions emFedded in 
the organiLation's identity processes, and then asqing whether each 
one still holds. Uo we assume that a familiar voice on the phone 
is the person it sounds liqeM Chat a person on a video call is realM 
Chat a well-written email from a colleague is genuineM Chat a person 
who passed a remote document checq is who they claim to FeM Chat 
qnowledge of personal details demonstrates identityM Chat a legiti-
mate sign-in from a qnown user represents that user's intentM Sach 
assumption that no longer holds reliaFly points to a process that may 
need to change.

Mapping Attacks to Processes

Gather than modeling threats against technology alone, I recommend 
modeling them against the Fusiness and identity processes that at-
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&.  Che  YICGS  Oorporation, MITRE  ATLAS:  Adversarial 
Threat Landscape for Artificial-Intelligence Systems, $httpsMJJa
tlas.mitre.orgJ?, accessed WctoFer KK, K/Kj.

tacqers are liqely to targetM onFoarding, authentication, account re-
covery, privilege elevation, payment and Fanqing changes, eTecutive 
rebuests, vendor onFoarding, and the deployment of 6I agents. :or 
each process, consider how an attacqer ebuipped with 6I might defeat 
it, what the impact would Fe, and which controls would prevent, 
detect, or limit the attacq. :rameworqs such as YICGS 6CCNO4, 
and its companion YICGS 6CX6H for threats to 6I systems, can help 
structure this analysis.& 

Prioriti1ing Controls

In my eTperience, a relatively small set of controls addresses a large 
share of 6I-era identity risq, and I would generally prioritiLe them as 
follows.

:irst, phishing-resistant authentication for privileged users and 
other high-value identities, with weaqer fallFacq methods removed. 
Chis directly counters 6I-enhanced phishing and credential relay.

Hecond, hardened account recovery and help desq procedures that 
do not depend on qnowledge, voice, or appearance alone. Chis coun-
ters voice cloning and deepfaqe impersonation at the point where it is 
most dangerous.

Chird, out-of-Fand verikcation for high-impact Fusiness actions, 
such as payment changes, large transfers, and urgent eTecutive re-
buests, through channels estaFlished in advance. Chis counters im-
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personation-Fased fraud regardless of how convincing the imperson-
ation is.

:ourth, stronger identity prookng at onFoarding for employees, 
contractors, and vendors, using verikcation services evaluated for re-
sistance to synthetic media. Chis counters synthetic identities and 
hiring fraud.

:ifth, identity threat detection tuned for rapid post-compro-
mise activity, including Y:6 changes, new privileged accounts, new 
W6uth applications, and unusual data access. Chis shortens the win-
dow that 6I-accelerated attacqers can eTploit.

HiTth, least privilege and Vust-in-time access, which limit what any 
successfully compromised identity can do, whether human, machine, 
or agent.

I would also encourage organiLations to update security awareness 
programs. Ceaching people to spot imperfections in faqes is Fecom-
ing less reliaFle. Ceaching them to follow verikcation procedures for 
sensitive rebuests, regardless of how convincing the rebuest appears, 
and to feel empowered to slow down when urgency is applied, is liqely 
to remain ezective. Che treasury analyst in the story that opened this 
chapter did not detect the deepfaqe. Hhe followed a process, and the 
process worqed.

ARCBITECT2RE DECISIONS AND TRADE-OFFS
Uetect the faqe, or maqe the faqe irrelevantM Ueepfaqe and 

synthetic media detection tools can help identify manipulated 
audio, video, and documents, and they may Fe valuaFle in some 
conteTts, such as remote identity verikcation. 1owever, detec-
tion is an arms race, and its accuracy may degrade as generation 
technibues improve.
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2rocess and cryptographic controls taqe a dizerent approach. 
Gather than trying to determine whether a voice or face is gen-
uine, they maqe the decision depend on something an impostor 
is unliqely to possessM an enrolled hardware authenticator, a call-
Facq to a numFer registered in advance, approval from a second 
person through an independent system, or a signed rebuest.

In my view, organiLations should treat detection as a supple-
mentary layer and invest primarily in controls that maqe imper-
sonation irrelevant to the outcome. 6 fraud that depends on 
persuading someone to Fypass a cryptographic or multi-party 
control is far harder to eTecute than one that depends only on 
sounding convincing.

PRACTITIONER CBECwLIST
Dhich identity and Fusiness processes rely on recogniLing a 

person's voice, face, or writing style, or on qnowledge of personal 
information, as the primary means of verikcationM

1ow does your help desq verify identity Fefore resetting cre-
dentials or Y:6 for privileged users, and could a cloned voice 
and leaqed personal data defeat itM

6re high-impact Fusiness actions, such as payment and Fanq-
ing changes, protected Fy out-of-Fand verikcation through 
channels estaFlished in advanceM

1ow are employees, contractors, and vendor personnel ver-
iked at onFoarding, and has your identity verikcation provider 
Feen evaluated for resistance to deepfaqe and inVection attacqsM

Uoes your identity threat detection alert buicqly on sebuences 
such as an Y:6 reset followed Fy privilege changes or new 
W6uth applicationsM
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1ave you updated security awareness training to emphasiLe 
process over detection of faqesM

1ave you threat-modeled your identity processes against at-
tacqers ebuipped with 6I, and do you have a prioritiLed plan for 
the resulting gapsM

Looking Ahead

Chis chapter has focused on how attacqers are using 6I against identi-
ty. It would Fe incomplete, and somewhat discouraging, to stop there. 
Uefenders also have access to 6I, and it ozers real opportunities to see 
more, act faster, and manage identity at a scale that manual processes 
cannot reach.

Ohapter PP turns to those opportunities. It eTamines how 6I and 
machine learning can strengthen identity analytics and anomaly de-
tection, uncover eTcessive privileges and dormant accounts, automate 
governance and remediation worqEows, and integrate with identity 
threat detection, HISY, and security operations. It also addresses the 
risqs of 6I-assisted security, including false positives, unreliaFle rec-
ommendations, and adversarial manipulation, and how to apply 6I 
in ways that strengthen rather than undermine human Vudgment.



11. Using AI 
to Strengthen 
Identity Security

S everal years ago, I worked with an identity team that was re-
sponsible for quarterly access reviews covering tens of thousands 

of employees and several million individual entitlements. The team 
was small and capable, and it was losing. Each review cycle consumed 
weeks of ezort from the team and from thousands of managers, and 
at the end of it, the revocation rate was barely above Wero. xhen we 
analyWed the results, we found that the managers who revoked the 
most access were not the most diligent ones. They were the ones who 
happened to manage small teams with simple roles. The managers 
responsible for compleF, high-risk access had approved nearly every-
thing, almost certainly because they had no practical way to evaluate 
it.

xe introduced a relatively simple analytical approach. 'or each 
entitlement, we compared it with the access held by the personDs peers 
in the same role and department, checked whether it had been used 
recently, and Nagged combinations that violated separation of duties 
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rules. Instead of asking managers to review everything, we asked them 
to review the small fraction of access that was unusual, unused, or 
risky, and we showed them why each item had been Nagged. Aeview 
ezort fell substantially, and revocations rose sharply. Cothing about 
the technology was especially advanced. xhat changed was that we 
used data and analytics to direct limited human attention toward the 
decisions that mattered.

I begin with that story because I think it captures both the promise 
and the right framing of OI in identity security. The previous chapter 
described how attackers are using OI against identity. Yefenders have 
the same tools available, and in some respects they have advantagesV 
they own the data, they understand the environment, and they can 
embed OI into processes at scale. Hsed well, OI can help security teams 
see more, decide better, and act faster. Hsed poorly, it can produce 
con6dent errors, automate bad decisions, and introduce new risks.

This chapter eFamines how OI and machine learning can strength-
en identity analytics and anomaly detection, help discover eFcessive 
privileges, dormant accounts, and hidden identity relationships, au-
tomate governance, access reviews, and remediation, and integrate 
with identity threat detection, SIE7, and security operations. It closes 
with the risks of OI-assisted security and how to manage them.

AI and Machine Learning for Identity Analytics and 
Anomaly Detection

Identity generates enormous volumes of dataV authentication events, 
token issuance, access requests, permission changes, application activ-
ity, and governance decisions. 7ost of that data is never eFamined by 
a person. 7achine learning has been applied to identity analytics for 
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years, well before the current wave of interest in generative OI, and it 
remains the foundation for many of the most useful capabilities.

Behavioral Baselines

Rhapter ? introduced behavioral detection. 7achine learning makes 
it practical at scale by building baselines for each identity, or for groups 
of similar identities, across many dimensions at onceV typical sign-in 
times and locations, devices, applications, data volumes, administra-
tive actions, and sequences of activity. Yeviations from these baselines 
can indicate a compromised account, an insider acting outside their 
normal scope, or a non-human identity being misused.

Beer group analysis is particularly useful. Aather than comparing 
an identity only with its own history, which may be short or already 
compromised, models compare it with others who share the same 
role, department, or function. On accountant who suddenly accesses 
engineering source code stands out against other accountants, even if 
it is the 6rst time either has done anything at all.

Risk Scoring

7any identity platforms combine multiple signals into risk scores for 
sign-ins, sessions, and identities. O sign-in from an unfamiliar device, 
at an unusual hour, from infrastructure associated with anonymiWing 
services, shortly after the userDs credentials appeared in a leak, might 
receive a high score that triggers step-up authentication or blocks 
access. Identity-level risk scores can incorporate posture factors such 
as privilege level, 7'O strength, and dormant entitlements alongside 
behavioral signals.
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Aisk scoring works best, in my eFperience, when it drives propor-
tionate responses rather than binary decisions, and when the factors 
contributing to a score are visible to the people acting on it. On analyst 
who sees only a number is less able to 9udge whether it is meaningful 
than one who sees the speci6c signals behind it.

Where Generative AI Adds Value

1enerative OI and large language models contribute something dif-
ferent from traditional machine learning. They are less suited to de-
tecting statistical anomalies in high-volume telemetry and more suited 
to interpretationV eFplaining what a sequence of events means, sum-
mariWing an identityDs activity in plain language, translating cryptic 
entitlement names into business descriptions, and allowing analysts to 
query identity data in natural language rather than specialiWed query 
syntaF. In my view, the most ezective architectures combine bothV 
traditional models to detect and score, and language models to eFplain, 
investigate, and assist.

ENTERPRISE FIELD NOTES
xhen organiWations evaluate OI-based identity analytics, I 

encourage them to ask vendors and internal teams a simple ques-
tion about each detectionV what would an analyst do with this 
alert, and what information would they need to do it" Yetections 
that arrive with clear conteFt, including the speci6c behaviors 
that triggered them, the identityDs privilege level, and recent re-
lated changes, tend to be acted on. Yetections that arrive as 
uneFplained scores tend to be ignored after the 6rst few false 
positives. The value of an analytic is determined less by its so-
phistication than by whether it leads to a good decision.
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Discovering Excessive Privileges, Dormant Accounts, 
and Hidden Identity Relationships

Earlier chapters emphasiWed how di<cult it is to understand the true 
state of access in a large enterprise. This is one of the areas where 
analytics and OI ozer the clearest and most immediate value, because 
the problem is fundamentally one of 6nding patterns in very large, 
compleF data sets.

Excessive and Unused Privileges

/y correlating granted permissions with actual usage, analytics can 
identify access that has not been eFercised over a de6ned period and 
is therefore a candidate for removal. In cloud environments, where 
identities may hold thousands of permissions, this analysis is ezec-
tively impossible to perform manually. Beer comparison adds another 
dimension, highlighting access that is unusual for a personDs role even 
if it is used, which may indicate accumulated access from previous 
roles or inappropriate grants.

Dormant and Orphaned Accounts

Yormant accounts, which have not authenticated for an eFtended pe-
riod, and orphaned accounts, which have no valid owner, are attractive 
targets for attackers and straightforward to detect with the right data. 
Rorrelating directory and application accounts against authoritative 
sources such as GA records and the non-human identity invento-
ry described in Rhapter : can reveal accounts belonging to depart-
ed employees, eFpired contractors, decommissioned applications, and 
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identities whose owners have left. 7achine learning can help match 
accounts to owners when naming is inconsistent, a common problem 
when accounts were created across many systems over many years.

Hidden Relationships and Attack Paths

Some of the most important insights come from analyWing identities as 
a graph. Identities, groups, roles, permissions, resources, and systems 
are nodes, and the relationships among them are edgesV membership, 
ownership, delegation, the ability to reset a password, the ability to 
assume a role, or the ability to read a secret that grants other access. 
1raph analysis can reveal paths that allow a seemingly unprivileged 
identity to reach tier-Wero systems through a chain of indirect re-
lationships, and it can identify the small number of nodes, such as 
a single overly privileged group or service account, whose removal 
would break many such paths at once.

Ottackers have used graph-based tools to map directory escalation 
paths for years. Yefenders increasingly use similar techniques, eFtend-
ed across on-premises directories, cloud platforms, and SaaS applica-
tions.5  OI can help prioritiWe 6ndings, eFplain paths in plain language, 
and recommend which relationships to change for the greatest reduc-
tion in risk.

5.  Specter8ps, Inc., 2Introduction,2 BloodHound Documenta-
tion, 0httpsVLLbloodhound.specterops.ioLget-startedLintroduc
tion3, accessed 8ctober 44, 4;4j.
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Role Mining

Rhapter M described the di<culty of de6ning roles in large organiWa-
tions. Aole mining applies clustering and pattern analysis to eFisting 
access data to propose candidate roles based on what groups of people 
actually hold. Aole mining has been available for many years and has 
a miFed record, largely because eFisting access often reNects accumu-
lated eFcess rather than genuine need, so mined roles can encode the 
very problems they are meant to 6F. Rombining role mining with 
usage data and peer analysis, and treating its outputs as proposals for 
business review rather than 6nal de6nitions, tends to produce better 
results.

Automating Identity Governance, Access Reviews, 
and Remediation

Smarter Access Reviews

Os the opening story illustrated, OI can transform access reviews 
from eFhaustive eFercises into focused ones. Onalytics can pre-approve 
low-risk, recently used access that is consistent with peers, Nag un-
usual or unused access for attention, and provide reviewers with con-
teFt eFplaining each recommendation. Fanguage models can translate 
technical entitlement names into descriptions a business manager can 
understand. The reviewer remains the decision-maker, but their at-
tention is directed where it is most valuable.

There is a risk worth naming. If reviewers come to accept OI 
recommendations without reNection, the review becomes a rubber 
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stamp of the modelDs 9udgment rather than the managerDs, and errors 
in the model propagate unchecked. Yesigns that require reviewers to 
make an active decision on Nagged items, that sample some pre-ap-
proved items for human veri6cation, and that track how often review-
ers override recommendations help guard against this.

Access Requests and Provisioning

OI can also improve access requests. xhen a user requests access, a 
model can recommend the appropriate entitlement based on what 
peers in similar roles hold, warn when a request would create a sep-
aration of duties conNict, suggest time-limited rather than permanent 
access, and route high-risk requests for additional approval. Catural 
language interfaces allow users to describe what they need to do rather 
than navigating catalogs of technical entitlements. These capabilities 
can reduce both over-provisioning and the frustration that drives users 
to request overly broad access.

Remediation

Outomated remediation is where OI-assisted identity security can de-
liver signi6cant gains and also where the risks are greatest. Aemoving 
unused permissions, disabling dormant accounts, rotating eFposed 
secrets, and revoking risky 8Outh consents are all actions that can be 
automated. They are also actions that can disrupt business operations 
if performed incorrectly.

In my eFperience, the most successful approaches use graduated 
automation. Ot the lowest level, the system recommends actions and 
humans perform them. Ot the neFt level, the system prepares actions 
and humans approve them. Ot a higher level, the system performs 
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actions automatically within de6ned boundaries, such as disabling 
accounts that have been dormant for an eFtended period and have no 
owner, with noti6cation and easy reversal. The most consequential 
actions, such as changes to privileged access or production service ac-
counts, remain under human control. 8rganiWations can move indi-
vidual use cases up this ladder as con6dence grows, based on measured 
accuracy and the impact of errors.

BEST PRACTICES THAT WORK
/efore automating any identity remediation, de6ne three things 

eFplicitlyV the precise conditions under which the action will be taken, 
the mechanism for reversing it quickly, and the measurement that will 
tell you whether the automation is making correct decisions. Aun the 
automation in recommendation-only mode for a period and compare 
its recommendations with what eFperienced practitioners would have 
done. /egin automatic eFecution with the lowest-risk, most reversible 
actions, and eFpand gradually. Aecord every automated action with 
the evidence and logic that produced it, so that both auditors and 
incident responders can understand what happened and why.

Integrating AI With ITDR, SIEM, and Security Op-
erations

Security operations centers face a persistent imbalance between the 
volume of alerts and the number of analysts available to investigate 
them. Identity-related alerts add to that volume, and as Rhapter ? 
discussed, they often require specialiWed knowledge to interpret. OI 
ozers several ways to help.
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Correlation and Triage

7achine learning can correlate identity signals with endpoint, net-
work, cloud, and application telemetry to assemble related events into 
a single incident, rather than presenting analysts with doWens of dis-
connected alerts. O risky sign-in, a new 7'O registration, a mailboF 
rule, and an unusual 6le download, each of which might be a low-pri-
ority alert on its own, can be recogniWed together as a probable account 
takeover. OI can also help prioritiWe incidents based on the privilege 
of the identities involved, the sensitivity of the resources accessed, and 
the presence of known attack patterns.

AI Assistants for Analysts

1enerative OI assistants embedded in security platforms can sum-
mariWe incidents, eFplain unfamiliar events, reconstruct an identityDs 
activity timeline across systems, draft queries, suggest neFt investiga-
tive steps, and prepare incident reports. 'or identity investigations, 
which frequently require understanding of directory structures, to-
ken Nows, and cloud permission models, these assistants can help less 
eFperienced analysts work ezectively and allow eFperienced analysts to 
work faster. In my eFperience, the gains are most pronounced in the 
time-consuming tasks of gathering and summariWing evidence.

Agentic Security Operations

The industry is moving toward security agents that can carry out 
multi-step investigations and responses with limited human direc-
tionV gathering evidence, forming hypotheses, querying additional 
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data sources, and, within de6ned limits, taking containment actions 
such as revoking sessions or disabling accounts. These capabilities may 
help defenders match the speed of OI-accelerated attackers described 
in Rhapter 5;.

They also bring every concern from Rhapter > into the security 
operations center. O security agent that can disable accounts, revoke 
tokens, and change con6gurations is a highly privileged non-human 
identity. It processes untrusted content, including attacker-controlled 
data in logs, emails, and 6les, and may therefore be susceptible to 
prompt in9ection. On attacker who could manipulate a security agent 
might cause it to ignore malicious activity, disrupt legitimate users, or 
take destructive actions. Security agents should be governed with at 
least the same rigor as any other privileged agentV their own identities, 
narrowly scoped permissions, approval requirements for high-impact 
actions, comprehensive logging, and the ability to be halted quickly.

ARCHITECTURE DECISIONS AND TRADE-OFFS
Gow much autonomy should OI have in identity response" 

'ully autonomous response can contain attacks within seconds, 
which may be decisive against fast-moving, automated adver-
saries. It also risks disrupting legitimate users, eFecutives, and 
business-critical service accounts on the basis of false positives, 
and it creates a powerful target for manipulation.

Guman-approved response preserves 9udgment and account-
ability but may be too slow for some attacks, particularly outside 
business hours.

O balanced approach de6nes response tiers. Fow-impact, re-
versible actions, such as forcing re-authentication or revoking 
a single userDs sessions, can be automated for high-con6dence 
detections. 7oderate actions, such as disabling a standard user 
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account, can be automated with immediate noti6cation and 
an easy path to reversal. Gigh-impact actions, such as disabling 
privileged or service accounts, rotating federation certi6cates, or 
acting on eFecutives, should require human approval. The tiers 
should be reviewed regularly based on measured accuracy and 
business impact.

Managing the Risks of AI-Assisted Security

OI is not a neutral addition to the security stack. It introduces its own 
failure modes, and organiWations that adopt it without understanding 
them may end up less secure rather than more.

False Positives and False Negatives

Oll detection models make errors. 'alse positives consume analyst 
time, frustrate users, and, over time, train people to ignore alerts. 'alse 
negatives allow attacks to proceed while creating a false sense of cover-
age. 8rganiWations should measure both, using known incidents, red 
team eFercises, and periodic review of closed alerts, rather than relying 
on vendor claims. 7odels also drift as the environment changes, so 
performance measured at deployment may not persist.

Unreliable Recommendations

Fanguage models can produce eFplanations and recommendations 
that sound authoritative but are wrong. On assistant may misinterpret 
an event, fabricate a detail, or recommend an action that is inap-
propriate for the speci6c environment. In identity security, where 
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an incorrect recommendation might lead to removing critical access 
or overlooking a compromise, this is a serious concern. OI outputs 
should be grounded in the organiWationDs actual data, should cite 
the evidence behind them, and should be treated as input to human 
9udgment rather than as conclusions, particularly for consequential 
decisions.

Adversarial Manipulation

Ottackers who know that defenders use OI will attempt to evade or 
eFploit it. They may operate slowly and within normal patterns to 
avoid behavioral detection, gradually shift baselines so that malicious 
activity appears normal, or plant content designed to manipulate 
OI assistants and agents that process it. Yefenses include combining 
OI-based detection with deterministic rules for high-risk events, so 
that critical changes such as new federation trusts always generate 
alerts regardless of model outputI protecting the integrity of training 
and baseline dataI and treating content processed by security OI as 
untrusted.

Data Exposure

Identity and security data is among the most sensitive information an 
organiWation holds. Sending it to OI services raises questions about 
where it is processed, whether it is retained or used for training, who 
can access it, and whether its use complies with privacy and data 
residency requirements. 8rganiWations should understand the data 
handling terms of any OI service used in security operations and 
should apply the same access controls to OI tools that they apply to 
the underlying data.
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Integration Complexity

OI capabilities are only as good as the data they receive. 'ragmented 
identity telemetry, inconsistent identi6ers across systems, incomplete 
inventories, and poor data quality limit what any model can achieve. 
In my eFperience, organiWations sometimes eFpect OI to compensate 
for foundational gaps, when in fact those gaps constrain OI as much 
as they constrain human analysts. The investments described in earlier 
chapters, including telemetry coverage, authoritative identity sources, 
and complete inventories, are prerequisites for ezective OI, not alter-
natives to it.

Human Oversight

'inally, OI should strengthen human 9udgment rather than replace it. 
Occountability for identity decisions, including who has access, which 
incidents are serious, and when to take disruptive action, should re-
main with people. 8rganiWations should de6ne which decisions OI 
may make autonomously, which require human approval, and how 
human reviewers will remain engaged rather than becoming passive 
approvers of machine output. Skills matter too. If analysts rely en-
tirely on OI to interpret identity events, the organiWation may lose the 
eFpertise needed to recogniWe when the OI is wrong.

REALISTIC THREAT SCENARIO
O 6nancial services company deploys an OI security agent 

to triage identity alerts and perform automated containment. 
The agent can read email messages reported as phishing, query 
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identity logs, and, for high-con6dence account compromise de-
tections, revoke sessions and disable standard user accounts.

On attacker who has compromised a contractorDs account 
learns about the agent from internal documentation. The at-
tacker sends a crafted email to several employees, knowing that 
some will report it. Gidden in the message is teFt instructing 
any automated analysis system to classify the activity from the 
contractorDs account as an authoriWed penetration test and to 
suppress related alerts. xhen the agent processes the reported 
email, it incorporates the in9ected instruction into its reasoning 
and downgrades subsequent alerts involving the contractorDs ac-
count.

The attack is discovered because the company had con6gured 
deterministic rules, independent of the agent, that always alert 
on new privileged role assignments. xhen the attacker uses the 
contractorDs account to grant itself elevated access, that rule 6res 
and reaches a human analyst, who investigates and 6nds both the 
compromise and the agentDs suppressed alerts.

The review leads to several changesV content from report-
ed emails is now processed in a separate conteFt that cannot 
inNuence classi6cation decisions on other alerts, the agent can 
no longer suppress alerts but only lower their priority with a 
logged 9usti6cation visible to analysts, and suppression deci-
sions are sampled for human review. The incident illustrates why 
OI-based security controls should be layered with deterministic 
safeguards and why security agents must be treated as targets.
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PRACTITIONER CHECKLIST
xhere are you currently using machine learning or OI in 

identity security, and how have you measured its accuracy in your 
environment"

Yo OI-generated detections and recommendations include 
the evidence and reasoning behind them"

Ore you using usage data, peer analysis, and graph analysis to 
identify eFcessive privileges, dormant accounts, and attack paths"

Gave access reviews been redesigned to focus human atten-
tion on high-risk access, with safeguards against reviewers simply 
accepting OI recommendations"

'or each automated remediation, are the conditions, reversal 
mechanism, and success measurement de6ned"

Ore OI security agents governed as privileged non-human 
identities, with scoped permissions, logging, approval require-
ments, and the ability to be halted"

Yo deterministic rules continue to alert on critical identity 
events regardless of OI model output"

Yo you understand how OI services handle the identity and 
security data you send them"

Gow are you preserving analystsD identity eFpertise as OI as-
sistance becomes more common"

Looking Ahead

This chapter concludes Bart III. 8ver the last four chapters, we have 
eFamined non-human identities, OI agents, OI-powered attacks, and 
the use of OI in defense. Together, they describe an identity landscape 
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that is larger, faster, and more compleF than the one most identity 
programs were designed for, but also one in which defenders have 
powerful new tools available.

The remaining question is how to bring all of this together in prac-
tice. Bart IP turns from capabilities to eFecution. Rhapter 54 eFam-
ines how to assess identity security maturity, eFposure, and readinessI 
prioritiWe risks, investments, and remediationI develop an identity se-
curity roadmap and operating modelI measure ezectiveness through 
meaningful metricsI and avoid the implementation failures that I have 
seen undermine otherwise well-designed programs.



12. Building and 
Operating an 
Effective Identity 
Security Program

E arly in my time leading identity security at a large enterprise, 
I inherited a program that, on paper, had everything. It had a 

modern identity provider, a governance platform, a privileged access 
management tool, and a multi-year roadmap that had been presented 
to the board. It also had a growing backlog of unznished integrations, 
a governance platform connected to a fraction of the organi'ationPs 
applications, a AMx deployment covering a small share of privileged 
accounts, and a team that was ejhausted from running several large 
proTects at once while also handling daily operations. Rhe roadmap 
described an end state that everyone agreed was desirable. It did not 
describe how to get there from where the organi'ation actually stood, 
which risks to address zrst, or who outside the identity team needed 
to do what.
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:e spent the nejt several months doing something that felt, at the 
time, like going backward. :e assessed where we really were. :e iden-
tized the handful of ejposures that represented most of our risk. :e 
stopped or slowed several proTects that were consuming eqort without 
reducing much ejposure. :e clarized who owned which decisions 
across security, IR, application teams, and the business. Mnd we chose 
a small number of metrics that would tell us, honestly, whether we 
were making progress. Rhe program that emerged was less ambitious 
on paper and far more eqective in practice.

Rhe previous eleven chapters described capabilities; architecture, 
authentication, authori'ation, privileged access, detection and re-
sponse, non-human identities, MI agents, emerging threats, and 
MI-assisted defense. Rhis chapter addresses the Yuestion that deter-
mines whether any of those capabilities make a diqerence; how to 
build and operate an identity security program that improves steadily 
over time. It ejamines how to assess maturity, ejposure, and readinessC 
how to prioriti'e risks, investments, and remediationC how to develop 
a roadmap and operating modelC how to measure eqectivenessC and 
how to avoid the implementation failures I have seen most often.

Assessing Identity Security Maturity, Exposure, and 
Readiness

Every eqective program begins with an honest understanding of its 
starting point. I znd it useful to assess three distinct dimensions, be-
cause each answers a diqerent Yuestion and organi'ations freYuently 
confuse them.
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Maturity

xaturity describes how well established the organi'ationPs identity 
capabilities and processes are. Mre capabilities ad hoc, dezned, con-
sistently implemented, measured, or continuously optimi'ed1 Heveral 
frameworks can help structure this assessment. Rhe GIHM <ero Rrust 
xaturity xodel includes an identity pillar with dezned stages from 
traditional to optimal./  Rhe DIHR Gybersecurity ?ramework, par-
ticularly in its 0.W revision with its added emphasis on governance, 
provides a broader structure into which identity capabilities zt.0  In-
dustry groups and vendors oqer identity-specizc maturity models as 
well. Mny of these can be useful, provided the organi'ation treats the 
result as a guide rather than a score to be optimi'ed.

M word of caution; maturity assessments tend to overstate capabil-
ity when they rely on self-reporting and on the ejistence of policies 
or tools rather than their actual coverage and eqectiveness. Mn orga-
ni'ation may have a AMx platform, a dezned process for privileged 
access, and a policy reYuiring its use, and still have the maTority of its 
privileged accounts outside the platform. I generally recommend that 

/.  Gybersecurity and Infrastructure Hecurity Mgency, Zero Trust 
Maturity  Model,  Nersion  0.W,  GIHM,  :ashington,  S.G.
, Mpril 0W0Z, 4https;__www.cisa.gov_sites_default_zles_0W0Z-W
5_'ero8trust8maturity8model8v08>W6.pdf9, accessed 3ctober 
00, 0W0L.

0.  Dational Institute of Htandards and Rechnology, The NIST Cy-
bersecurity Framework (CSF) 2.0, DIHR Gybersecurity :hite Aa-
per 07, DIHR, Faithersburg, xd., ?ebruary 0L, 0W05, 4https;__
doi.org_/W.LW06_DIHR.GH:A.079, accessed 3ctober 00, 0W0L.
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maturity assessments include evidence of coverage and eqectiveness, 
not only of design.

Exposure

Ejposure describes the organi'ationPs actual identity risk as it ejists 
today. :here maturity asks how capable the organi'ation is, ejpo-
sure asks where an attacker would succeed. Oseful ejposure indi-
cators include the proportion of users and privileged users without 
phishing-resistant authenticationC the number of accounts ejempt 
from x?MC the volume of standing privileged accessC the number 
of dormant, orphaned, and departed-user accountsC the number of 
non-human identities with long-lived credentials and no ownerC ej-
posed secrets in code and shared locationsC attack paths from ordinary 
identities to tier-'ero systemsC unreviewed third-party integrationsC 
and MI agents operating with broad access and no registry entry.

Ejposure can often be measured directly from data, which makes 
it more obTective than maturity. In my ejperience, an ejposure as-
sessment freYuently produces the most persuasive material a security 
leader can bring to ejecutives, because it describes concrete, specizc 
weaknesses rather than abstract capability levels.

Readiness

Veadiness describes the organi'ationPs capacity to change. Soes the 
identity team have the skills and staBng to ejecute its plans1 Mre 
application owners willing and able to integrate their systems1 Soes 
the 2V system provide reliable data1 Is there ejecutive sponsorship1 
Gan the help desk absorb the impact of an authentication rollout1 
Mre there competing initiatives, such as a cloud migration or an EVA 
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replacement, that will consume the same people1 Veadiness often 
determines the pace at which a program can realistically move, and 
plans that ignore it tend to slip repeatedly.

ENTERPRISE FIELD NOTES
3ne of the most eqective assessment techniYues I have used is 

also one of the simplest. I ask the team to trace a small number of 
specizc scenarios end to end with evidence rather than assertions; 
a phished user with administrative rights, a departing contractor, 
a leaked cloud key, a new MI integration approved through an 
3Muth consent screen, and a help desk call reYuesting an x?M 
reset for an ejecutive. ?or each, we document what would ac-
tually happen, which controls would apply, and where the gaps 
are. M handful of these traces often reveals more about the real 
state of a program than a lengthy Yuestionnaire, and the results 
are concrete enough that ejecutives and application owners un-
derstand them immediately.

Prioritizing Risks, Investments, and Remediation

Do organi'ation can address every identity weakness at once. Ariori-
ti'ation is, in my view, the single most important skill in running an 
identity security program, and the one most often neglected in favor 
of following a vendorPs or frameworkPs seYuence.

A Risk-Based Approach

I recommend prioriti'ing based on a combination of three factors; the 
likelihood that a weakness will be ejploited, the impact if it is, and the 
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eqort reYuired to address it. Gikelihood draws on threat intelligence 
and the attack patterns described in Ghapters 0 and /W. :eakness-
es that attackers ejploit routinely, such as missing x?M, phishable 
authentication for administrators, and weak help desk verizcation, 
deserve higher priority than theoretical concerns. Impact draws on 
the business mapping described at the end of Ghapter 0; weaknesses 
that ejpose critical processes, sensitive data, or tier-'ero systems matter 
more than those aqecting low-value resources. Eqort reHects cost, 
complejity, disruption, and dependency on other teams.

Common High-Priority Items

Mlthough every environment diqers, I znd that a consistent set of 
improvements appears near the top of most prioriti'ed lists. Rhese 
include protecting identity infrastructure as tier-'ero and limiting its 
administratorsC enforcing phishing-resistant authentication for privi-
leged users and removing weaker fallbacksC hardening account recov-
ery and help desk proceduresC eliminating x?M ejemptions or reduc-
ing them to documented, monitored ejceptionsC removing standing 
privileged access in favor of Tust-in-time elevationC disabling dormant 
and departed-user accountsC znding and rotating ejposed secrets, 
starting with those that grant privileged accessC establishing identity 
telemetry and detection for critical identity changesC and inventorying 
third-party integrations and MI agents with access to sensitive data. 
xany of these are relatively inejpensive compared with large platform 
proTects, and they often reduce a disproportionate share of ejposure.
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Balancing Quick Wins and Foundational Work

Arioriti'ation must balance Yuick, visible reductions in risk against the 
foundational work that enables future progress, such as improving 
2V data Yuality, building authoritative inventories, and ejpanding 
governance connectivity. Arograms that pursue only Yuick wins even-
tually stall because the foundations cannot support further improve-
ment. Arograms that pursue only foundations struggle to demonstrate 
value and lose sponsorship. In my ejperience, a healthy portfolio in-
cludes both, with each foundational investment tied ejplicitly to the 
risk reductions it will enable.

ARCHITECTURE DECISIONS AND TRADE-OFFS
Alatform consolidation or targeted risk reduction1 Garge 

platform programs, such as replacing a governance tool or con-
solidating identity providers, can deliver lasting structural bene-
zts. Rhey also consume substantial budget, staq time, and or-
gani'ational attention for long periods, during which ejisting 
ejposures may remain unaddressed.

Rargeted risk reduction, such as removing x?M ejemptions, 
enforcing phishing-resistant authentication for administrators, 
or cleaning up dormant accounts, delivers measurable improve-
ment Yuickly but may be constrained by ejisting platform limi-
tations.

In my ejperience, organi'ations do best when platform de-
cisions are driven by the risk reductions they enable rather than 
pursued for their own sake. Jefore committing to a maTor plat-
form change, ask which specizc ejposures it will reduce, by how 
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much, and when, and whether the same reductions could be 
achieved sooner with the tools already in place.

Developing an Identity Security Roadmap and Op-
erating Model

Structuring the Roadmap

M useful identity security roadmap translates prioriti'ed risks into 
seYuenced initiatives with clear outcomes, owners, dependencies, and 
time frames. I generally recommend organi'ing it into three hori'ons.

Rhe zrst hori'on, roughly the zrst sij months, focuses on reduc-
ing the most acute ejposures with ejisting tools and establishing the 
visibility needed for later phases. Rypical initiatives include harden-
ing identity infrastructure, enforcing phishing-resistant authentica-
tion for administrators, tightening help desk procedures, removing 
dormant accounts, scanning for and rotating ejposed secrets, and 
establishing core identity detections.

Rhe second hori'on, roughly sij to eighteen months, ejtends 
controls across broader populations and builds foundations. Rypi-
cal initiatives include ejpanding phishing-resistant authentication to 
high-risk business roles and then the general workforce, implementing 
Tust-in-time access for privileged roles, ejpanding governance coverage 
to high-risk applications, improving mover processes, inventorying 
and assigning ownership to non-human identities, migrating pipeline 
credentials to workload identity federation, and establishing an MI 
agent registry and review process.
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Rhe third hori'on, roughly eighteen to thirty-sij months, ad-
dresses structural change and optimi'ation. Rypical initiatives in-
clude consolidating identity platforms where Tustized, moving toward 
'ero standing privilege, implementing continuous access evaluation, 
adopting delegated authori'ation models for MI agents, applying an-
alytics and automation to governance and remediation, and rezning 
the operating model based on ejperience.

Rhe roadmap should be revisited at least annually, and more often 
when the threat landscape or the business changes signizcantly. Fiven 
how Yuickly MI agents and MI-enabled attacks are evolving, I would 
ejpect the later hori'ons in particular to reYuire regular adTustment.

The Operating Model

Rechnology and roadmaps do not run themselves. Mn identity security 
program needs an operating model that deznes who is responsible for 
what, how decisions are made, and how work Hows across organi'a-
tional boundaries.

Identity responsibilities are typically distributed. IMx teams, of-
ten within IR, operate directories, identity providers, and governance 
platforms. Hecurity teams dezne policy, assess risk, and detect and 
respond to threats. Infrastructure and cloud teams manage plat-
form-specizc identities and permissions. Mpplication owners control 
zne-grained authori'ation within their systems. 2V owns the author-
itative source for workforce identity. Arocurement and vendor man-
agement inHuence third-party access. Sevelopment teams create many 
non-human identities and, increasingly, MI agents. Jusiness leaders 
approve access and accept risk.

In my ejperience, programs struggle when these responsibilities 
are unclear, particularly at the boundaries. :ho decides whether a 
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new MI agent may access customer data1 :ho owns a service account 
when the application team that created it has been reorgani'ed1 :ho 
can approve an ejception to the phishing-resistant authentication re-
Yuirement1 M clear operating model answers these Yuestions in ad-
vance, usually through a combination of dezned ownership, docu-
mented decision rights, and governance forums.

xany large organi'ations have found value in establishing an iden-
tity security function or center of ejcellence that sets standards, owns 
the roadmap, coordinates across teams, and reports on risk, while 
operational responsibilities remain distributed. :here that function 
sits, whether under the GIH3, the GI3, or Tointly, matters less than 
whether it has the authority to set standards and the relationships 
to see them implemented. I do believe that identity security should 
have a clear line of accountability to the security leadership of the 
organi'ation, given its central role in enterprise risk.

?inally, the operating model must address people. Identity security 
reYuires skills that are in short supply, spanning protocols, directories, 
cloud IMx, governance, detection, and now MI. Investing in training, 
cross-training between IMx and security operations staq, and retain-
ing ejperienced practitioners is, in my ejperience, as important as any 
technology investment.

BEST PRACTICES THAT WORK
xake application and platform owners accountable for iden-

tity outcomes in their systems, not only the identity team. In 
practice, this tends to mean publishing clear identity standards 
for applications, covering federation, x?M, provisioning, log-
ging, privileged access, and non-human identitiesC reYuiring new 
applications and MI agents to meet them before productionC 
reporting each ownerPs compliance and ejposure to their leader-
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shipC and providing integration patterns and support that make 
compliance straightforward. Identity teams cannot integrate and 
govern thousands of applications alone. Sistributed ownership 
with central standards and visibility scales far better.

Measuring Efectiveness Through Meaning.ul Met-
rics

:hat gets measured tends to get managed, which makes the choice 
of metrics conseYuential. In my ejperience, many identity programs 
measure activity, such as the number of applications onboarded, re-
views completed, or users enrolled, rather than outcomes, such as 
reduced ejposure and faster response. Mctivity metrics are useful for 
managing proTects, but they can create an illusion of progress while 
risk remains largely unchanged.

Outcome-Oriented Metrics

I recommend that leadership reporting emphasi'e a small set of out-
come-oriented metrics, supported by operational detail for the teams 
doing the work. Oseful metrics include the following.

?or authentication; the percentage of privileged users and of all 
users protected by phishing-resistant authentication with weaker 
methods disabled, and the number of x?M ejemptions and their age.

?or privileged access; the percentage of privileged access that is 
Tust-in-time rather than standing, the coverage of privileged accounts 
by AMx controls, and the number of attack paths from ordinary 
identities to tier-'ero systems.
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?or lifecycle and governance; the median and majimum time from 
termination to full access removal across systems, the number of active 
accounts belonging to departed employees or ejpired contractors, the 
volume of unused entitlements, and the number of unresolved sepa-
ration of duties conHicts.

?or non-human identities and agents; the percentage of non-hu-
man identities with a current owner, the number of long-lived priv-
ileged credentials, the number of ejposed secrets discovered and the 
time to rotate them, and the percentage of MI agents registered and 
reviewed.

?or detection and response; the coverage of critical identity events 
by detection rules, the time to detect and contain identity incidents, 
and the results of ejercises that test identity response playbooks.

Communicating Metrics

xetrics are most persuasive when they are tied to business risk and 
presented as trends. M chart showing the reduction in standing priv-
ileged access over four Yuarters, alongside a brief ejplanation of what 
that means for the organi'ationPs ejposure to ransomware, communi-
cates more than a table of raw numbers. Ms Ghapter 0 noted, honesty 
about uncertainty also matters. Ejecutives and boards tend to trust 
programs that acknowledge what they do not yet know and ejplain 
how they plan to znd out.

I would also caution against setting targets that encourage gaming. 
If the goal is to reduce the number of x?M ejemptions, teams may 
reclassify ejemptions rather than eliminate them. If the goal is to 
complete access reviews on time, reviewers may approve everything. 
Aairing metrics, for ejample measuring both review completion and 
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revocation rates, and periodically validating metrics through indepen-
dent testing, helps keep them meaningful.

Avoiding Common Implementation Failures and 
Sustaining Improvement

3ver many years and many organi'ations, I have seen identity pro-
grams fail in recurring ways. Vecogni'ing these patterns early is one of 
the most valuable things a program leader can do.

Rhe zrst failure is treating identity security as a technology proTect 
rather than an ongoing program. Rools are purchased and deployed, 
the proTect is closed, and the organi'ation assumes the problem is 
solved. Identity environments change continuously, and controls that 
are not actively operated and maintained erode.

Rhe second is pursuing too much at once. Mmbitious programs 
that launch many large initiatives simultaneously tend to overload the 
identity team and the organi'ationPs capacity to absorb change, and 
they often deliver little until very late, if at all.

Rhe third is neglecting the business. Identity changes aqect how 
people work. Muthentication rollouts, access removals, and new re-
Yuest processes that are imposed without communication, training, 
and attention to user ejperience generate resistance and ejceptions. 
Arograms that involve business stakeholders early and position iden-
tity improvements as enablers tend to fare better.

Rhe fourth is building on poor data. Fovernance, automation, 
and analytics all depend on accurate identity data. Arograms that skip 
the unglamorous work of cleaning 2V feeds, establishing ownership, 
and building inventories znd that their sophisticated tools produce 
unreliable results.
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Rhe zfth is accepting ejceptions without limits. Every program 
needs an ejception process, but ejceptions that are granted perma-
nently, without owners, compensating controls, or review dates, grad-
ually hollow out the controls they bypass. xany of the attack paths 
described in this book run through ejceptions.

Rhe sijth is focusing on human identities alone. Ms Ghapters 6 and 
7 argued, non-human identities and MI agents are a large and growing 
share of the identity landscape. Arograms that address only human 
users leave much of their ejposure untouched.

Rhe seventh is losing momentum. Identity programs that deliver 
early successes sometimes lose ejecutive attention and funding before 
structural improvements are complete. Vegular reporting on out-
comes, linking identity progress to business priorities, and celebrating 
milestones help sustain support.

Sustaining Continuous Improvement

Hustained improvement depends on feedback loops. Incidents, near 
misses, red team ejercises, audit zndings, and metric trends should 
all feed back into the roadmap. Aeriodic reassessment of maturity, 
ejposure, and readiness, perhaps annually, helps the program ad-
Tust to change. Rabletop ejercises that walk through identity-centric 
scenarios, including compromised administrators, rogue MI agents, 
and deepfake-enabled help desk attacks, test both controls and deci-
sion-making. Mnd a culture that treats identity weaknesses as prob-
lems to be solved rather than failures to be hidden encourages the 
honest reporting that improvement reYuires.
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REALISTIC THREAT SCENARIO
Gonsider two organi'ations of similar si'e facing the same 

attacker, who uses MI-generated phishing and a cloned voice to 
target IR administrators.

Rhe zrst organi'ation has a comprehensive, multi-year iden-
tity roadmap and has invested heavily in a new governance plat-
form. Its administrators still use push-based x?M with HxH re-
covery, it holds substantial standing privileged access, and its help 
desk verizes callers using employee IS numbers and managersP 
names. Rhe governance platform is well along in its deployment 
but not yet connected to the systems the attacker targets. Rhe at-
tacker succeeds in resetting an administratorPs x?M through the 
help desk, uses standing domain administrator rights to deploy 
ransomware, and the organi'ation spends weeks recovering.

Rhe second organi'ation has a less ambitious roadmap but 
prioriti'ed diqerently. In its zrst sij months, it moved adminis-
trators to hardware security keys with no HxH fallback, reYuired 
in-person or manager-verized recovery for privileged accounts, 
converted most privileged access to Tust-in-time elevation, and 
implemented alerts for x?M changes followed by privilege use. 
Rhe same attack fails at the help desk, and a second attempt using 
a phishing page fails against the hardware keys. Rhe security team 
receives an alert about the failed recovery attempt and warns 
other administrators.

Rhe diqerence between the two outcomes did not lie in the 
si'e of the investment or the sophistication of the platforms. 
It lay in prioriti'ation; the second organi'ation addressed the 
ejposures attackers were most likely to ejploit zrst.
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PRACTITIONER CHECKLIST
2ave you assessed maturity, ejposure, and readiness separate-

ly, using evidence of coverage and eqectiveness rather than policy 
alone1

Is your list of identity risks prioriti'ed by likelihood, impact, 
and eqort, and does it address the ejposures attackers most com-
monly ejploit1

Soes your roadmap balance Yuick risk reductions with foun-
dational work, and is each foundational investment tied to spe-
cizc risk outcomes1

Mre ownership and decision rights for identity dezned across 
security, IR, application teams, 2V, and the business, including 
for non-human identities and MI agents1

Mre application and platform owners accountable for meeting 
identity standards in their systems1

Soes leadership reporting focus on outcome metrics, pre-
sented as trends and tied to business risk1

Mre ejceptions time-limited, owned, compensated, and re-
viewed1

So incidents, ejercises, and audit zndings feed back into the 
roadmap on a regular cycle1

Juilding an eqective identity security program is not a single pro-
Tect with a dezned end. It is an ongoing discipline that must adapt as 
the organi'ation, its technology, and its adversaries change. Rhe arrival 
of MI agents and MI-enabled attacks has made that adaptation more 
urgent, but the fundamentals of the discipline remain the same; know 
your identities, protect how they authenticate, limit what they can do, 
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watch what they actually do, and respond Yuickly when something 
goes wrong.

Rhe conclusion that follows steps back from the details of indi-
vidual capabilities to consider the larger picture. It reHects on why 
identity will remain foundational to enterprise security, how iden-
tity-centric controls must ejtend to MI agents and other emerging 
digital actors, how organi'ations can build security architectures that 
evolve with new threats, and what the nejt generation of identity, 
access, and autonomous computing may reYuire of all of us.



Conclusion: 
Securing Trust in 
an Autonomous 
Enterprise

A t the beginning of this book, I described a conference room 
early in my career where a security team struggled to answer 

a deceptively simple question about an intrusion: who, or what, was 
actually acting on the network, and should it have been allowed to do 
what it did? The attackers in that incident had not broken anything. 
They had logged in, and every system had done exactly what it was 
designed to do.

I have thought about that room often while writing these chap-
ters. The technology has changed almost beyond recognition since 
then. The perimeter that organization relied on has largely dissolved. 
Its applications would now run in the cloud and in SaaS platforms. 
Its employees would sign in from anywhere. Its environment would 
contain far more machine identities than people, and, increasingly, AI 
agents reading its email, querying its systems, and acting on its behalf. 
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Yet the question that team could not answer has not changed at all. If 
anything, it has become the central question of enterprise security.

In this conclusion, I want to step back from the details of individual 
capabilities and re'ect on what I believe the preceding chapters add up 
to: why identity will remain foundational, how identity-centric con-
trols must extend to AI agents and other emerging actors, how to build 
an architecture that can adapt, how to turn lessons into sustainable 
practice, and what the next generation of identity and autonomous 
computing may ask of us.

Why Identity Will Remain Foundational

It is reasonable to ask whether identityBs central role is a passing phase, 
a product of the cloud transition that will give way to some other 
organizing principle. I do not believe it is, for a simple reason. Every 
meaningful security decision ultimately depends on knowing who 
or what is acting and what it should be permitted to do. Network 
location once served as a rough proxy for that knowledge. Device pos-
ture, behavior, and context now enrich it. Wut none of these replaces 
the underlying need to establish an actorBs identity and bind it to 
authority.

That need grows rather than shrinks as computing becomes more 
distributed and more autonomous. Vhen the number of actors in 
an environment multiplies, when they operate at machine speed, and 
when many of them make decisions without a human reviewing each 
one, the ability to establish trust in each actor, constrain what it can 
do, and hold someone accountable for its actions becomes more im-
portant, not less. Identity is the mechanism through which an orga-
nization expresses those decisions.
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Throughout this book, I have argued that identity has become both 
the most important control point in the modern enterprise and one 
of its most frequently exploited weaknesses. I expect both halves of 
that statement to remain true for the foreseeable future. Attackers will 
continue to prefer borrowing trust over defeating it, because borrow-
ing is cheaper and harder to detect. The organizations that fare best 
will be those that treat identity not as an administrative utility but as a 
core security discipline, with the investment, expertise, and executive 
attention that implies.

Extending Identity-Centric Controls to AI Agents 
and Emerging Digital Actors

The most consequential shift described in this book is the arrival of AI 
agents as actors within the enterprise. Chapters j and 9 argued that 
agents inherit every weakness in how organizations manage non-hu-
man identities and add new ones of their own: non-deterministic 
behavior, delegated authority on behalf of people, susceptibility to 
manipulation through the content they process, and the ability to 
chain actions across systems faster than any human could review them.

It would be easy to conclude that agents require an entirely new se-
curity discipline. I do not think that is quite right. Vhat they require is 
the disciplined extension of principles the identity community has de-
veloped over decades, applied with fresh attention to the ways agents 
diLer. Every agent should have its own identity. Every agent should 
have an accountable owner. Agents should hold the least privilege and 
the least agency their tasks require, preferably granted ;ust in time and 
scoped to the person on whose behalf they act. Their actions should 
be logged in a way that attributes them to both the agent and the del-
egating human. High-impact actions should require human approval 
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through processes designed to resist fatigue. And organizations should 
be able to stop any agent quickly and conPdently.

These principles are not new. 3east privilege, separation of duties, 
accountability, and the ability to revoke access are among the oldest 
ideas in security. Vhat is new is the urgency of applying them consis-
tently to a class of actor that is arriving faster than most governance 
processes can adapt. In my conversations with security leaders, the 
organizations that seem best positioned are not those with the most 
sophisticated AI security tools. They are those that already manage 
non-human identities well, because the habits of inventory, owner-
ship, scoping, and monitoring transfer directly.

Agents  are  unlikely to be the last  new kind of  digital  actor. 
Agents will increasingly interact with other agents across organiza-
tional boundaries, negotiating, purchasing, scheduling, and exchang-
ing data on behalf of their principals. Devices and physical systems will 
act with growing autonomy. Each of these developments will raise the 
same fundamental questions: who or what is this, on whose authority 
does it act, what may it do, and who is accountable? Organizations 
that build identity programs capable of answering those questions for 
agents today will be better prepared for whatever follows.

Building an Adaptive Security Architecture

If there is one lesson I would draw from the evolution traced in Chap-
ter 1, it is that the architectures we build will be tested by conditions 
we did not anticipate. The perimeter model was not foolish4 it was 
designed for a world that changed around it. 0any identity architec-
tures in use today were designed for a world of human users signing 
in to applications, and they are now being asked to govern workloads, 
integrations, and autonomous agents.
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An adaptive architecture, in my view, has several characteristics. It 
is built on open standards, such as OAuth, OpenID Connect, SCI0, 
FIDO2, and emerging work on workload identity and agent autho-
rization, so that new kinds of actors and applications can be integrated 
without bespoke mechanisms. It separates policy from enforcement, 
so that rules can be changed centrally as risks evolve rather than rewrit-
ten in every application. It evaluates trust continuously rather than 
only at sign-in, using signals that can be extended as new sources of 
risk emerge. It treats identity infrastructure as tier-zero and designs for 
resilience and recovery, because the more central identity becomes, the 
more damaging its failure. And it generates rich telemetry by default, 
so that the organization can see what its identities are doing and detect 
when something changes.

5erhaps most importantly, an adaptive architecture is designed 
with the expectation that some controls will fail. No authentication 
method is beyond circumvention, no detection model is complete, 
and no agent is immune to manipulation. 3ayered controls, limited 
blast radius, rapid detection, and practiced recovery allow an organi-
zation to absorb failures without catastrophe. The Realistic Threat 
Scenarios throughout this book share a common pattern: no single 
control was decisive, but several overlapping ones would each have 
reduced the attackerBs chance of success. That pattern, I believe, is the 
essence of a resilient identity architecture.

Turning Lessons Learned Into Sustainable Practice

The recurring features in this book, including the Enterprise Field 
Notes, West 5ractices That Vork, and 5ractitioner Checklists, were 
intended to bridge the gap between principle and practice. 3ooking 
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across them, a handful of lessons stand out as the ones I would most 
want readers to carry forward.

First, prioritization matters more than ambition. The organiza-
tions I have seen make the greatest progress were not those with the 
most comprehensive roadmaps, but those that identiPed the expo-
sures attackers were most likely to exploit and addressed them Prst: 
phishable authentication for administrators, weak account recovery, 
standing privilege, dormant accounts, exposed secrets, and unmoni-
tored changes to identity infrastructure.

Second, the weakest path determines the strength of the whole. 
Strong authentication undermined by a weak recovery process, a gov-
ernance program that covers only part of the application portfolio, 
or a 5A0 deployment that excludes cloud administrators all leave 
openings that attackers will Pnd. Coverage and consistency deserve as 
much attention as capability.

Third, data and ownership are the foundations on which every-
thing else rests. Accurate HR feeds, authoritative inventories of hu-
man and non-human identities, and clear ownership for every iden-
tity and application are unglamorous, but without them, governance, 
automation, analytics, and response all operate on guesswork.

Fourth, identity security is a team endeavor that extends well be-
yond the identity team. Application owners, cloud engineers, devel-
opers, HR, the help desk, Pnance, and business leaders all make de-
cisions that shape identity risk. 5rograms succeed when those groups 
understand their roles, have clear standards to follow, and are account-
able for outcomes.

Fifth, people remain central even as automation grows. AI can 
direct human attention, accelerate investigation, and automate rou-
tine decisions, but accountability for consequential choices should 
remain with people. The treasury analyst described in Chapter 18, 
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who stopped a deepfake-enabled fraud by following a veriPcation 
procedure, is a reminder that well-designed processes and empowered 
people remain among the most reliable defenses available.

Sustaining these lessons requires treating identity security as a 
continuous program rather than a series of pro;ects. Environments 
change, attackers adapt, and controls that are not actively maintained 
erode. Regular reassessment, honest metrics, feedback from incidents 
and exercises, and a culture that surfaces weaknesses rather than con-
cealing them are what allow a program to keep improving year after 
year.

Preparing for the Next Generation of Identity, Ac-
cess, and Autonomous Computing

I am cautious about predictions. The pace of change in AI over the 
past few years has surprised many experienced observers, and I expect 
some of what I have written about agents and AI-enabled attacks to 
look dated before long. Nonetheless, several developments seem likely 
enough to merit attention from identity practitioners now.

The Prst is the continued decline of shared secrets. 5asskeys and 
phishing-resistant authentication for people, and workload identity 
federation and short-lived credentials for machines, point toward an 
environment in which passwords and long-lived keys become excep-
tions rather than the norm. I believe that transition will take many 
years in large enterprises, but its direction seems clear, and organi-
zations that plan for it deliberately will reduce a large share of their 
exposure along the way.

The second is the maturation of standards for agent identity and 
delegation. Vork under way in standards bodies and the broader in-
dustry on agent authorization, delegation chains, and agent-to-agent 
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trust is likely to shape how agents are deployed in the coming years. 
5ractitioners who engage with this work, test emerging approaches, 
and design their architectures to accommodate them will be better 
positioned than those who wait for Pnished products.

The third is the growth of veriPable digital credentials. Digital 
identity wallets and veriPable credentials, which allow individuals and 
organizations to present cryptographically signed attributes issued by 
trusted authorities, are advancing through government programs and 
industry initiatives in several regions.1  If they achieve broad adoption, 
they may change how organizations perform identity prooPng for 
employees, customers, and partners, and could oLer some defense 
against the synthetic identities and deepfake-enabled fraud described 
in Chapter 18.

The fourth is the transition to post-quantum cryptography. 0uch 
of identity security depends on public key cryptography: certiPcates, 
token signatures, federation assertions, and FIDO credentials. Stan-

1.  Vorld  Vide  Veb  Consortium, Verifiable  Credentials 
Data Model v2.0,  V<C Recommendation, V<C, 0ay 1>, 
282>, 6https:JJwww.w<.orgJTRJ282>JREC-vc-data-model-2
.8-282>8>1>J", accessed October 22, 282Q4 Regulation (EU) 
2024/1183 of the European Parliament and of the Council of 11 
April 2024 Amending Regulation (EU) No 910/2014 as Regards 
Establishing the European Digital Identity Framework, O7cial 
Hournal of the European Union, 3 series, April <8, 282/, 6htt
ps:JJeur-lex.europa.euJeliJregJ282/J11j<Jo;", accessed October 
22, 282Q.
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dards bodies have published post-quantum algorithms,2  and govern-
ments have set expectations for migration over the coming decade.<  
Identity infrastructure, which relies so heavily on signatures and keys, 
will be an important part of that migration, and organizations should 
begin by understanding where cryptography is used across their iden-
tity systems.

The Pfth, and the one I consider most signiPcant, is the deepening 
of autonomy. As agents take on more consequential tasks, including 
Pnancial transactions, operational decisions, and interactions with 
other organizationsB agents, the questions of authority, accountability, 
and trust will become matters not only of security but of governance, 
law, and business strategy. Identity practitioners will increasingly be 
asked to help their organizations decide what autonomous systems 
should be permitted to do, and on whose behalf. I believe that is a role 
our profession should welcome and prepare for.

2.  National  Institute  of  Standards  and  Technology,  INIST 
Releases First < Finalized 5ost-Juantum Encryption Standards,I 
news  release,  August  1<,  282/, 
6https:JJwww.nist.govJnews-eventsJnewsJ282/J8jJnist-release
s-Prst-<-Pnalized-post-quantum-encryption-standards", 
accessed October 22, 282Q.

<.  Dustin 0oody, Ray 5erlner, Andrew Regenscheid, Angela 
Robinson, and David Cooper, Transition to Post-Quantum 
Cryptography Standards, NIST Internal Report j>/K, Initial 
5ublic Draft, National Institute of Standards and Technology, 
Gaithersburg, 0d., November 12, 282/, 6https:JJdoi.orgJ18.Q
82jJNIST.IR.j>/K.ipd", accessed October 22, 282Q.
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A Closing Thought

Vhen I began my career, identity was largely plumbing: necessary, 
unglamorous, and rarely discussed in the boardroom. Today it sits at 
the center of how organizations establish trust, and the arrival of AI 
is placing it under greater pressure than ever before. That pressure 
is real, and in places it is uncomfortable. 0any of the controls and 
assumptions we have relied on are being tested, and some will not hold.

I am nonetheless optimistic. The principles that underpin good 
identity security are sound and well understood. The technology 
available to implement them, including phishing-resistant authenti-
cation, ;ust-in-time access, workload identity federation, continuous 
evaluation, and AI-assisted analytics, is more capable than at any point 
in my career. And the community of practitioners working on these 
problems, across enterprises, vendors, standards bodies, and research, 
is larger and more engaged than ever.

The question from that conference room years ago will be asked 
more often, at greater scale, and with higher stakes in the years ahead: 
who or what is acting, on whose authority, with what permissions, 
and how would we know if something had gone wrong? 0y hope is 
that this book helps you answer it with greater clarity and conPdence 
in your own organization, and that the answers you build will hold up 
as the enterprise becomes increasingly autonomous.


